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Chapter 1. Introduction

N owadays, the information processing is more ancemuoving away from just
personal computers to embedded systems, as thgokdy are to make infor-
mation available anytime and anywhere and to bailbient intelligence into our
environment. Embedded systems have applicationallimlomains and concern both
every day life and critical missions: audio, vidBome electronics, automotive electron-
ics, avionics, telecommunication, medical systemauthentication systems,
cryptography, industrial production systems, rots#tc.

Systems-on-chif5oQ are embedded systems that comprise several canfsomto
a single integrated circuit (IC): processors, maasyrperipherals, power management
circuits and others. A SoC with more than one psce core is callechultiprocessor
systems on chiMP-SoQ.

The development of mobile telephony, personal digissistants (PDAs), and mul-
timedia technologies in general created new neeiddgo decoding, interactive three-
dimensional games, digital audio decoding etc. &hasplications require more and
more computational power [ITR09a], as depictedign E-1.
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Fig. 1-1 SoC consumer portable processing performae trends (ITRS 2009)

Integrating many processors in a single chip i@mtial solution to cope with the
continuously demanding computing power of the erdbddapplications and the aggres-
sive time-to-market constraint. The numbermpobcessing engine@E9 is projected to
significantly increase in the following years [IT®] (Fig. 1-2) and reach “thousand
cores” by 2020.

Face to the huge complexity, specific constrairftembedded systems must be
taken into account, such as low energy consumpsiorall silicon area or manufactura-
bility and yield.
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Fig. 1-2 SoC consumer portable design complexityends (ITRS 2009)

On the technology side, followingoore’s law higher and higher degree of integra-
tion is expected [Int05]. While transistors congrie improve in performance at smaller
size, the wiring connecting them presents incrgpdaelays [ITRO5] (Fig. 1-3). Repeaters
can be added, to mitigate the delay, but they aoespower and area. Today, more than
50% of dynamic power consumption is due to intenemts and this rate is projected to
increase [MKWSO04] [JLVO05]. Therefore, meeting powdsjectives is becoming as
important as meeting performance targets [KNMU4jot more.
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Fig. 1-3 Relative delay for local and global wireand for logic gates (ITRS 2005)

3D integration intensively studied in the last few years, ofi@se Moore perspec-
tive for ICs, especially for SoCs dedicated to multirmeghd mobile applications. 3D
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integration consists of stacking integrated ciwand connecting them vertically by
using through-silicon-vias (TSV3. Long horizontal interconnects are replaced with
shorter vertical ones, thus reducing global wirdage and overall dynamic power
consumption. Another great advantage of 3D intémnaty stacked layers is that beside
of the homogeneous integration, the integratiohetérogeneous devices and technolo-
gies becomes possible.

However, the lack of design tools that handle fid@mnning, place and route, but
also TSVs and 3D die stacking currently delays ni@instream acceptance of this
technology. Besides the restrictions related tah#terogeneity irregularities, restrictions
related to the TSV count, size and positions imphet stack vertical connectivity
[DMO09]. Moreover, 3D integration brings significayield problems, mainly due to the
additional manufacturing processes such as waitenitig and bonding.

With the continuous increasing of MP-SoC complexaty more and more cores are
integrated, the communication among them becomssakbility and time-to-market
bottleneck.

Networks-on-chip

Thenetwork-on-chigNoC) design paradigm addresses the ever increasinglegm
ity, delay and power dissipation of global 2D onpchnterconnects by offering
structured interconnect fabrics consistingwife segmentglinks) and routing blocks
(routers or switche$, as depicted in Fig. 1-4.c. The basic traditioo@mmunication
systems are thpoint-to-point (P2P) and the busses, depicted in Fig. 1-4.a and b. The
NoC communication architecture is intended to gathe advantages of these main
existing architectures (scalability, low communicat latency), while reducing their
drawbacks (such as the number of long wires in &&Pthe communication latency in
buses).
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Fig. 1-4 NoC vs. traditional communication systems

The NoC application is seen as a set of tasks mgnoin individual processing ele-
ments (PEs) and communicating through the NoC.cBmemunication protocol stack is
similar to that proposed by ISO-OSI [Zim88] andgeneted in Fig. 1-5.
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Application
Transport
Network

Data link
Physical

Fig. 1-5 Communication protocol stack

For typical SoC applications, the nature of the gamication pattern is mostly het-
erogeneous, with certain task sets exchangingrdata frequently than others. Besides,
some tasks can be critical or real-time. Differgpplications with their own disjoint task
sets can also run simultaneously on the NoC-bagstdra [HCGO7]. Even if the tasks in
different disjoint sets do not exchange data wiicheother, they compete for NoC
resources (routers, channels). Mapping the appmicaasks to PEs is an important step
in the NoC design flow, and is generally perfornveith the objective of minimizing
communication latency and power dissipation [MCM}+05

NoCs were firstly proposed for 2D chips, but witie temerging 3D integration
paradigm, NoCs can be extended to 3D topologiegngiheir modularity and scalabil-
ity.

Yield and Reliability

With the technology downscaling, SoCs are more @rtn different factors that
dramatically impact their yield and reliability. @atrophic defects may occur in the
design, due to manufacturing defects. Besides,vér@ability impact is stronger for
smaller feature sizes [ITR09b]. Thus, parametnidtéarelated to device and interconnect
variability exhibit faulty behavior similar with &t induced by catastrophic defects. The
sources of such failures are: process variatiofeginthe variations and intrinsic noise.
The failure rate of three commonly used CMOS ctec(8RAM cell, latch and inverter)
for advance technologies, as presented in [ITRG9depicted in Fig. 1-6.
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Fig. 1-6 Variability-induced failure rates for three canonical circuit types (ITRS 2009)
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Since it is common to have in current SoCs manyiong of SRAM bits, millions
of latches and inverters, variability leads to ¢ge@arametric yield loss with respect to
both noise margins and leakage power.

With the feature size diminishing, the embedded orgrsoft-error rate(SER in-
creases. In the mean time, soft errors impact-fetdl product reliability, not only for
embedded memories, but also for logic and latckesedl [ITRO9C].

Undetected or untreated faults and errors prodatetiysical level can propagate at
higher levels of the communication protocol staokl @an impact the correct operation
of different components of the system (routers lamds, for NoCs), or, eventually, can
lead to the failure of the entire system.

Since designs are too large for a cost-effectivectional test after manufacturing,
adding fault-tolerant mechanisms into the desigmendatory, especially for highly
reliable applications, such as in automotive andrags sectors, but not only. Future
many cores platforms will be affected by high defed¢e and the same problem will be
applied to them, as specified by ITRS roadmap :l&Kkag the requirement of 100%
correctness for devices and interconnects may dreaig reduce costs of manufactur-
ing, verification, and test. Such a paradigm shilt likely be forced in any case by
technology scaling, which leads to more transierd permanent failures of signals,
logic values, devices, and interconnects. (...) Rw@krsolutions include automatic
introduction of redundant logic and on-chip recguafability for fault tolerance, devel-
opment of adaptive and self-correcting or self-imgatircuits, and software-based fault-
tolerance” [ITRO9c].

*k%k

Both application specifics and restrictions thgilgpo SoCs (such as limited power
consumption, smaller area and weight) must be takenaccount when designing fault-
tolerant mechanisms. In this thesis we will discizsst-tolerant solutions for NoCs, at
different levels of the communication protocol &tac

The rest of the thesis is organized as follows:

Chapter 2 presents the context and motivation tigg work and defines several
classes of problems that will be addressed inwligk. Therefore we address different
levels of the communication protocol stack: appiarg transport, routing, and data link
levels. Several open questions are formulated, lwhidl be treated in the following
chapters.

Chapter 3 analyzes the related works. We conclodethere are no existing works
handling well all these questions regarding thétftmlerance of 2D and 3D NoCs.

Chapter 4 proposes a model for assessing the obietkgnd rollback recovery im-
pact on the NoC performance. Methods to improvecttezkpointing scalability are also
proposed, considering the application specifics.

Chapter 5 proposes a reconfigurable inter-layetimgumethodology for 3D NoCs
with any topologies of 2D layers and many irregtiles of vertical link distribution.
Efficient routing algorithms specifically designéat 2D layers are reused. Adaptability
to application specifics is also considered.

Chapter 6 proposes an adaptable fault-tolerant amsim for data link and transport
level, considering the application characteristidsis mechanism can be applied both to
2D links and vertical links in 3D NoCs.

Chapter 7 concludes this thesis and provides petisps.
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T his chapter presents the context and motivatiothisfthesis. With the
increasing complexity of nowadays systems-on-chgp & their com-

munication requests, networks-on-chip (NoCs) ameegaly viewed as the ulti-
mate solution for designing modular and scalablenpwinication architectures.
However, even if chips benefit from continuous netdgy downscaling, their
area, power consumption and communication latem@plon increasing. The 3D
integration paradigm seems to be a promising sotutio cope with very large
chips problems. However, technology miniaturizateord 3D integration, which

Is not mature yet, make 3D SoCs prone to sevepaktpf faults, which may lead
to errors and can in turn provoke failures of thetiee application, if not ad-

dressed properly.
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2.1 System-on-Chip: Complexity, Efficiency and
Dependability

Systems-on-chip are embedded systems that integitatemponents of the system on
the same chip: processors, memories, etc. Facketméw demands for SoCs (more
functionality morecomplexity, the time spent in research, development, demightest
of new products increases, under the pressureastesitime-to-market. Platform-based
design, multi-application support, regular aedonfigurablearchitectures and network-
on-chip NoQ) for communication are some of the approachesqgseg recently to deal
with SoC complexity. 3D integration has recentlyeeged as a potential solution to deal
with the problems of large 2D chips.

Besides their increased functionality, SoCs musi beefficientanddependable
Efficiency includes several aspecisnergy weight code-sizerun-time and cost
Many SoCs are mobile systems, powered by battedigsa consequence, their weight
and dimensions must be small. Customers expect tangimes from batteries, but
battery technology improves at a slower rate tha@ finctionality increases. Therefore,
compact and power-aware architectures must be riEsitp deal with these requests.
Typically, as there are no hard disks or huge mesado store embedded software, the
code must be small. With least amount of hardwassurces and energy, SoCs must

nevertheless meet their application specifications.

With technology downscaling, efficient SoCs carpbeduced. However, the minia-
turization brings on difficulties in manufacturingncreased number oflefects or
imperfectiony, variations, internal and external noise, suchcassstalks electromag-
netic interferencesmpact ofradiations generating soft errors, and reliability problems
such aspermanent defecter aging [LSZ+09] [FRB08] [SK07] [SABRO5]. All these
may occur independently or they are correlated,esofthem contributing to the appari-
tion of others. Therefore, their (cumulated) effeate sometimes difficult to predict and
prevent. Besides, the manifested symptoms of theeeomena make them quite chal-
lenging to diagnose. Undetected or untreated effiexgty result in logic or timing errors
and ultimately they may lead to failures of modwesf the entire SoC.

Dependabilityis the trustworthiness of a computing system wiaibbws reliance to
be justifiably placed on the service it deliversI]I Even a perfectly designed system can
fail if not all manufacturing defects, environmdnf&ctors and interactions during run-
time are taken into account. Therefore, makingsystem dependable must be consid-
ered from the very beginning.

2.2 Networks-on-Chip

Global on-chip interconnects became a seriousdmatk for meeting the performance
and power consumption requirements of complex, irpaticessor systems-on-chip. The
problem of global interconnects (mainly due to @aging delays and high power dissi-
pation) is recognized as a challenging design caimst

Traditional communication systems are dedicaienht-to-pointconnections (P2P)
andbussesCustom communication architectures (such as segaéuses with bridges)
are also possible options for obtaining the maxinparformance for a specific applica-
tion. These and their hybrid versions work fine ffelatively small systems, but present
several problems for larger ones (several tensodés), such as: high wire density and
length (P2P communication), complexity and highetito market for specific communi-
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cation design (custom communication), and high yefapplication messages (bus-
based design).

The use of packet switched on chip interconneatietavorks, commonly referred to
asnetworks-on-chifNoCs), has emerged as the new on-chip commuoicatirastruc-
ture.

2.2.1NoC Advantages and Drawbacks

Face to the increasing complexity of SoCs, wireithtions (area, performance and
power) and design and time-to-market constraint&; $\Nbrings in severaldvantages

The NoC architecture usshorterlinks, efficiently sharedA high level ofparalleli-
zationis achieved, because all links in the NoC can atpesimultaneously on different
data packetsScalability, shorter design timeP reuseandreduced time-to-markedre
advantages that originate in the Neo€gular structureand modularity, components
(buffers, arbiters, routers, and links) and the mamication protocol stack are easily
reusable NoC offerspredictable speed, electrical and physical proptbased on its
regularity. Another advantage isegher bandwidth

However, even if the NoC architecture is a veryiresearch topic at the moment, it
is not yet widely adopted by the industry, maingcause of the following drawbacks:
power, latency and the lack of tools and benchmafrke power consumption is in-
creased compared to the current bus-based apprbacayse of the complenetwork
interface (NI) and switching/routing blocks, which are powereghg The latency is
higher because of the additional delay to packétide-packetize data at network inter-
faces and the delays at the numerous switchingstagcountered by packets.

2.2.2NoC-based System Elements and Communication
Protocol Stack

In a NoC-base systemmodescommunicate through the NoC and are connected to i
usingnetwork interfacegNIs), as depicted in Fig. 2-1.a. The NoC itself isitercon-
nection ofroutersandlinks; others of the above mentioned modules such a@®esland
buffers are usually elements that are includeduters and links.

End node End node
Application Application
Transport Router Transport
Network Network Network
Data link Data link Data link
Physical — Physical — Physical
a. NoC-based system b. NoC communication protocol stack

Fig. 2-1 NoC-based system (a) and NoC communicatiqmotocol stack (b)

Each of the NoC-based system elements is detaileseguently.
- Node A node represents an element of the SoC that conuates with other
elements. It can be a cluster of nodes when the NaSed as a global intercon-
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nect or a simple element (general-purpose procefs®iP, memory block, pe-
ripheral etc.).

Network interfaceNI. It ensures the interface between the node andNd@
The main role of the NI is to packetize/depacketime messages, in addition to
making the translation between different commuincatprotocols. The basic
unit of a packet is thBow-control unit(flit). A packet is formed of several flits:
header (contains information about packet destinatiomgth etc.), payload
(data) and, possibly,tail (end of packet).

Router A router has input and output ports connectintpibther components
through links. Through the router, any input (odesst, a set of them) can be
connected with any output (or, at, least, with aodeéhem). The main role of the
router is to route incoming packets toward thegpeetive destination in the to-
pology. Additionally, the router has to perform itndtion among different port
requests. Therefore, the router is implemented bgna of buffers to store the
incoming/outgoing data, switches and arbitratiogido More complex routers
could also include a network processor.

Link. A link connects two routers, or a router andlaor a router and a node di-
rectly. The implementation of a link can simply swts of data and control wires
or it can be more complex, containing also buffarsd additional logic
[CGL+08].

The role of each layer in the communication prok@tack consists in offering ser-

vices to the higher layer, by using the servicesownfer layers, while hiding its actual
implementation to the higher layers, thereforevaithy IP reuse. In the ISO-OSI stan-
dard [Zim88], seven layers exist. However, in maosses, it is not necessary to
implement protocols at all of the OSI stack layergrovide high-level functionality.
Usually, five layers are used for NoCs (Fig. 2-1.b)

Physical layerrefers to physical metal wires and devices thapagate and
transform information. The physical layer protocdifine signal voltages, tim-
ing, bus width, and pulse shape.

Data link layer ensures a reliable transfer between adjacent nadesetwork,
regardless of any unreliability in the physicaldagogical link controlsub-layer,
LLC) and deals with medium accessgdia access contrgub-layer, MAC). The
data link layer ensures that a connection is setivpdes output data into frames
and handles the acknowledgements from the recwilien data arrived success-
fully. At the receiver side, the layer ensures thabming data has been received
successfully by analyzing bit patterns.

Network layeris related to the topology and routing scheme oweltiple hops.

It provides a topology-independent view of the ém@&nd communication to the
upper level protocol layers. When data arrivehat tayer, if it reached its final
destination, it is formatted into packets and deld to the transport layer. Oth-
erwise, the data is pushed back to the lower lagecentinue its route to the next
hop. Network layer maintains logical addressesefriodes in the network.
Transport layemanages the end-to-end services and the packeeségfion/re-
assembly.

Application layeris the interface between the applications runminghe proc-
essing cores or the hardware IP cores and the comation architecture. Its role
is to provide an abstract communication channeléen IP cores, offering high-
level communication services.

10
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The link implements physical and data link layemsl ghe router implements physi-
cal, data link and network layers. TiNd hides network-dependent aspects from the
transport layer.

Regarding the flow control techniques, the mainragphes arecircuit-switching
store-and-forwarcandwormhole the latter being the most used in NoCs.

- In circuit-switching a path is reserved between the source and déstimendes,

during the whole transmission duration.

- In store-and-forwardapproach, the entire packet is stored in the rduiéfers

before is forwarded to the next router or the desion core.

- In wormholeswitching strategy, the flow is at flit level; aceceived at a router,

the flit can be forwarded to the next node.

Each approach has its advantages and drawbackex&aple, entire packets can be
checked at each hop in the store-and-forward apprdaut large buffers are required at
each router to store the packets.

2.2.3NoC Topology

The topology specifies the way routers and links are intercotete Some of the most
used topologies are depicted in Fig. 2-2.
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Fig. 2-2 Different topologies

The choice of a topology depends on the advantagek drawbacks [TMO09]
[HBO5]. Usually, regular topologies (Fig. 2-2.ade preferred over irregular ones (g),
because of their scalability and reusable pattetherwise, irregular or mixed topologies
can more conveniently be adapted to specific neettse application. Because of certain
constraints or optimizations (such as those relaigrdace and route), a regular topology
is not directly implemented physically as it is.typical example is the ST Spidergon
NoC [CGL+08] (Fig. 2-3.a), which looks physicallg m Fig. 2-3.b. The number of long
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links (across in Fig. 2-3.a) and the number andreke@f crossing wires is limited,
leading to a low-cost silicon implementation.

a. Regular topology b. Physical mapping choices

Fig. 2-3 ST Spidergon NoC topology

Depending on the paths the data follow throughNb€, a logic topology can be
depicted, which can sometimes differ from the ptgisitopology. For example, an
octagon network could be configured to operate rasga

Different routing policiescan be adopted, considering several criteria:rolging
can be static or dynamic/adaptive, predeterminesbatce (router or NI) or distributed,
implemented with logic or memories or software @oabination of these.

There are also other criteria to classify topolegia NoCs, routers are connected to
other routers through NoC links. Some of them alssure IP connection to the NoC. In
direct networks, each router is connected to one or akWies, beside other routers. In
indirect networks, routers can be connected only to otbhaters. Regarding the link
types, topologies can hendirected directed or mixed In undirected graph topologies,
all links are bidirectional, while in directed grepthey are unidirectional. The mixed-
graph topologies are the most general case, whthetypes of links coexist.

Topology, routing, arbitration and switching padisj buffer dimensions, link width
and critical paths of all components are some dbfa that impact the NoC cost and the
quality of service

2.2.4Quality of Service (QoS) in NoCs

Quality of service Qo9 of NoCs is measured latencyandthroughput{BCGKO04].

Thelatencyis a measure of the delay that data (bits, fligskets, or messages) ex-
periences from its source node to its destinasomgtimes the round trip is considered).

The bandwidthis the amount of data that can be physically ratidbly transferred
through a channel in a given amount of time. Th&danit of measurement for band-
width is bits per secondbps), but it can also be expressed in kilobitegabits and
gigabits per second.

The throughputrepresents the amount of data that is actualiably transferred
through the NoC in a given time slot. The throughipwpper limited by the available
bandwidth. The throughput can be affected by chanoise, errors, network topology
and existing traffic in the network (data collissprrongestion etc.). It can be measured in
bits per second (bps) or in data packets per seagopdr time slot.

As NoC is likely to become an attractive alternatior implementing SoCs for
many application areas, some applications (e.d. treee and multi-media, such as
audio/video streams) need strict deterministic loisumm delays and throughputs. In other
applications, communication traffic is not bound dglay or throughput restrictions.
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These two types of communication traffic are refdrto agguaranteed throughpyGT)
andbest effori(BE) traffic.

A system containing concurrent applications mayeh@ncurrent GT and BE traffic
in the network. In such mixed systems, the QoS Bf teaffic tends to become low.
Beside traffic requirements, some applications&asin becritical (e.g. automotive and
security) and they require a higher degreeebability. In some GT applications (such as
multi-media), the reliability can be traded-off fire throughput. There are also cases
where both requirements are important (GT and heghability / data integrity).

Considering the different QoS requirements foredéht applications or tasks of the
same application, the following question emerges:

Question: How to achieve acceptable reliability levels wigduced impact on the
QoS requirements by offering adaptability to thelagation specifics (data integrity,
guaranteed throughput, best-effort)?

This question is general; therefore it must berakéo account at each fault-tolerant
mechanism that is implemented in the system.

2.3 System Dependability

This section details the dependability conceptsaiering several aspects: thtributes
or dimensiongwhich are the ways to assess the dependability ©fstem), théhreats
that can affect the dependability of a system dmedrteans— how to increase the de-
pendability of a system.

2.3.1Dependability Attributes

The original definition ofdependabilityfALRLO4] for a computing system gathers the
following non-functional attributes:
- Avalilability: readiness for correct service,
- Reliability: continuity of correct service,
- Maintainability: undergo modifications and repair.
Other attributes of dependability are [ALRVOO]:
- Safety absence of catastrophic consequences on thandé¢he environment,
- Security Security is a composite of:
o Confidentiality absence of unauthorized disclosure of information
0 Integrity: absence of improper system alteration,
o Availability.

2.3.2Fault-Error-Failure Chain

Dependability threatarefaults errors andfailures Definitions of these terms are given
subsequently, and the relation among them is éetail

A faultis a model of a defect in a system.

An error is a discrepancy between the expected behaviarsybtem and its actual
behavior inside the system boundary. It can be asatroneous data or an invalid state.

A failure is an instance in time when a system displays\behé¢hat is contrary to
its specification. It is an observable deviatioonirthe specified behavior at the system
boundary.
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The relation between dependability threats is knasnthefault-error-failure chain
[ALRVO0O0]. The basic mechanism can be resumed lig @ fault may cause and error,
which, in turn, may lead to a failure.

For example, a manufacturimgfectin a logic gate can be modeled as a stuck-at-1
fault at the gate output, i.e., the output of the gatalways “1”. However, the fault
remaindatentas long as the defective part of the componembtisised; in our example,
the fault is latent for all the inputs which producorrect gate output “1”. The fault is
activatedwhen a deviation from the nominal state of theesysoccurs (deviation from
the correct value of the output, in this examphg).error consists in such a deviation —
in our example, when the correct output of the gateld have been “0” but it is “1”,
because of the stuck-at-1 fault. An error can affee behavior of other components in
the system whose operation depend on the resutteeadefective component, and thus
contaminatingthe system. If the contamination leads to a dmnabf the external
behavior of the system, unacceptable for the ampdio, then afailure occurred. An
occasional delay of an audio entertainment apjpdicatan not be considered a failure,
but a similar delay in the control system of a cloaiinstallation can be catastrophic.
The dependency fault-error-failure is depictediip B-4.

Activation Contamination
Fig. 2-4 Fault-error-failure mechanism

Since the output data from one service may berfedanother, a failure in one ser-
vice may propagate into another service as a $amuéchain can be formed of the form:
fault —> error —> failure —> error etc.

The fault-error-failure chain can be considereditierent hierarchical levels (com-
plete system, equipment, component, block, logte,gaansistor etc.) and apply both to
hardware and software.

Two typical measurements for the sensitivity tdui@s arefailure rate indicating
the number of failures expected in the circuit miaterval of time and thenean time
between failureMTBF), indicating the average time between two suceeskiilures.
Sometimes MTBF is replaced by its variamtean time to failurdMTTF), habitually
used for components that can be replaced aftdirgtdailure.

2.3.2.1Fault Models in Hardware

Faults are diversified considering their cause ¢gigation, design and implementation
mistakes, component defects, variability, interawadl external noise), nature, place and
rate of occurrence. Systematic approaches trels faased on different models.

Basicfault modelaused at logic level include:

- Stuck-affault model A signal, or gate output, is stuck at a 0 or lL@aindepend-
ently of the inputs of the circuit.

- Bridging fault model Two signals are connected together when theyldhuat
be. Bridging faults are normally restricted to signthat are physically adjacent
in the design. Depending on the technology, eitii¢D or OR logic gates can be
used to obtain the resulting value of the wires.
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- Openfault model A wire is assumed broken, and one or more inpties block
are disconnected from the output that should dheen.

- Delay fault model The signal eventually assumes the correct vdlué,more
slowly (or rarely, more quickly) than normal.

Delay faultsmay produce variations of the critical path, there altering the
maximum frequency specification. Possible causedebdy faults are process
variation, crosstalks etc. [MRR97].

These types of models are used in all digital systand they usually cover most of

the defects and variations coming from HW.

Considering the fault nature, they canpgeemanentortemporary Temporary faults

are further classified itransientandintermittent

- Permanenffault. In general, a permanent fault always occurs wdgmarticular

set of conditions exists. In hardware, permanautdanodel physical defects and
they affect the circuit behavior always in the samag.
Permanent faultsn SoCs usually include the faults due to manui@egy proc-
esses defects. However, during normal operationpnumber of wear-out
mechanisms can occur in the long term, revealddligi as intermittent faults
until they finally provoke a permanent fault [JARG&.

- Transientfault. A transient fault perturbs the normal operatiéra element in
the system for a limited period of time; then, #ifected element operation is no
longer influenced. Usually they do not damage piatsi the hardware. How-
ever, the effects of a transient fault may lasheaier its duration ends.
Transient faultsin SoCs are mainly represented by the so-cadlefdl errors
These are caused interferences of any kind, battglosmic rays and radiation
impacts on silicon. Soft errors generated by ramhiaimpact used to be reserved
for harsh environments, such as space or nucleaermplants, with very high
concentration of radiations or particles. Howeweith the advanced technology
downscaling and the voltage and capability redugtite circuit sensitivity to
soft errors is significant even in normal enviromtse(i.e. sea level). As a con-
crete example, Sun Microsystems use protectionnigques against transient
faults in their high availability servers, designexd be used at ground level
[PCO5].

- Intermittentfault. It is defined as a malfunction of a device ortegsthat occurs
periodically, either at regular or irregular intals. Outside of these periods, the
device or system functions normally. Generally, ¢hase of an intermittent fault
is several contributing factors occurring simuliauny.

Intermittent faultan SoCs are also likely to produce [Con08]. A plolsscause is
electromigration, whose first symptoms are intet@nit glitches. Intermittent
faults in interconnects typically cause burst esror

Singleor multiple faults can occur in the system. They can prodnae or several

items in the circuit: transmission lines and comabiomal logic wire values can be
delayed or inverted and register values and meimitsycan be reversed.

2.3.2.2Faults, Errors and Failures of Software

The faults in software originate in specificati@amalysis and implementation mistakes,
as well as in external factors. Analogies with et domain can be done to model
faults, errors and failures in software. The pragreode is analogous to the physical
level; the values of the program state, to the adatpnal level; and the software
system running the program, to the system levekrdfore, abug in a program is
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considered as fault, a possible incorrect value caused by a bug esrar and a possi-
ble crash of the application/OS igaglure.

Hang (the program becomes unresponsive to inputs)caash (the program stops
performing its expected function and respondingtter parts of the system) are general
software failures [MFVPO08]. A few failure scenarisd causes are given below. Access
to wrong parts of the memory suchlasfer overflowor dangling pointerausually lead
to software failure. Failures are also likely tawocwhen specific relative timing events
of different components lead to unexpected behaBoichrace conditionsare often
hard to detect by testing only. Dependencies betweecesses can lead deadlock
(two or more processes wait for the other to fihishlive-lock (the states of processes
constantly change, but none of the processes igrgssing).Resource starvatioris
another example of software failure cause, whictumwhen a process does not get the
resource it needs, therefore it can never finisg. e resource is constantly given to
higher priority processes).

2.3.2.3Hardware-Software Faults and Failures

There are several sources of faults that can intpaateliability of a NoC-based system.
Some faults originate in hardware and others instbféwvare running on cores [STO7].
However, faults in hardware induce errors or fatuiof software and vice-versa, as
depicted in Fig. 2-5.

Consider a simple error occurring in hardware:\eerged bit. The place of occur-
rence can be anywhere in a NoC-based system, wessexily in the NoC elements;
errors can occur also in nodes (in processors, mesyonternal communication struc-
ture of a node etc). The error can be producednyytygpe of fault. Such an error can
manifest and affect the normal operation of the ponent, possibly leading to its
failure.

The error can also be transported to other comgsradrthe system, by contamina-
tion. For example, if the error affects a regidtet is used during a branch condition
execution, the error will change the program exeautiow and can also propagate to
the modules connected to this register. In a pragtack, undetermined behavior of the
program can result. Thus, a hardware error carcttiireroduce errors and failures of
software, hardware or both.

Software errors can lead to the failure of therergystem. It is also possible that er-
roneous software commands lead to physical deginscin hardware.

Fig. 2-5 Faults and failures in hardware and softwee

Hardware fault impact on NoC-based systems is densd in this thesis. Tempo-
rary faults that lead to data errors while trantaditthrough NoC links, as well as
temporary faults that lead to software failure, &een into account. Failures of NoC-
based system components, independently of thesesafhardware or software), are also
considered — i.e. node, router and link failurerePaoftware faults are out of the scope of
this thesis.
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2.3.2.4Faults and Failures in Communication Protocol Stack

Faults originating in lower levels of the communica protocol stack can lead to errors
and failures in upper levels. Logic errors in thaadlink layer can affect the routing
layer, for example: a reversed bit alters the tlaiais transmitted. If the packet address
is altered, the packet will be misrouted or loshéw the altered address does not exist).
Transport and application layers can also be afteby logic errors of data in packets. If
packet loss, misrouted or altered cases are ni@ated at higher levels, failures can be
experienced.

2.3.3Failure Modes

Failure occurrences are usually avoided by depelitgabheans. However, 100% failure-
free systems can not be guaranteed. Instead, itheefanode must be controlled, espe-
cially for critical systems.

A life-critical or safety-criticalsystem is a system whose failure may result inhdea
or serious injury to people, loss or severe danta@guipment or environmental harm.

Fail-active systems seem to operate normally, but the operaiactually incorrect.
A fail-active condition is a system malfunctionirat than a loss of function. Fail-active
mode can not occur in life-critical systems.

Several failure modes for life-critical systems presented hereatfter.

Fail-safesystems either behave correctly or stop aftenternal failure is detected.
The failure allows but does notcauseor invite a certain improper behavior. Many
medical systems fall into this category. Railwagnsiling is designed to be fail-safe,
such as any failure is translated into a stop sidflavator cabins have a safety mecha-
nism which uses contact with the guide rail to tkede the car so they do not drop if
the cable breaks. During early Apollo program nassito the Moon, the spacecraft was
programmed on a free return trajectory; if the eagifailed at lunar orbit insertion, the
craft would safely coast back to Earth [DumO1].

Fail-securesystems maintain maximum security when they cdroperate. Failures
do not allow a certain improper behavior, althoggime proper behaviors are impeded.
An example of fail-secure system in banking domaimn ATM system which stops
delivering money after a failed operation.

Fail-stop systems always halt on any internal failure, bettve effects of the failure
become visible. Fail-stop processor design is adeiek in [SS83]. Usually, the halt is
indicated by an error signal at the system outputs.

Fail-silent systems behave similarly to fail-stop systems, rauterror or warning
about the failure is produced at outputs.

Fail-operational systems continue to operate when they fail. Asrgpta in avion-
ics, a fail-operational automatic landing systendésigned so that in the event of a
failure, the approach, flare and landing can bepetad by the remaining part of the
automatic system.

Fail-passivesystems continue to operate when system failuceirec An example
includes an aircraft autopilot. In the event ofadluire, the aircraft would remain in a
controllable state and allow the pilot to take ¢owemplete the journey and perform safe
landing.

These failure modes can be used at the systembevalso at sub-systems, to limit
the failure impact on the rest of the system.
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2.3.4Dependability Means

Dependability means are intended to reduce theaglobbmber of failures of a system.
Considering the mechanism of fault-error-failuraioh it is possible to propose means to
break these chains and thereby improve the systependiability. Four means are
identified:

- Fault prevention consists in preventing faults being incorporatgd the system.
Specification, design and implementation phasesnaialy concerned. Faults are
prevented by employing best known and already a#didl design methods, mod-
ule reuse, structured programming etc.

- Fault forecasting predict faults likely to occur (using mathematiozodels), so
that they can be removed and their effects circuntace

- Fault removal Faults can be removed either during developmemuong run-
time (e.g. by HW/SW testing).

- Fault tolerance Adding mechanisms in the system allowing delivgrthe re-
quired service even in the presence of faults (tome at a degraded
performance.

Dependability means must be considered coopergti#er each type of fault, there
are several methods to implement these means;hibieecdepends on application and
dependability level associated with it, performapemalties and overall costs of these
methods.

Techniques to improve the functional yield, parametield, and reliability of ICs
are nowadays considered early in the design stapey. are grouped under the name of
design for manufacturabilityDFM). Examples include checking and correcting elec-
tromigration issues at layout-level, shielding adwith electromagnetic interferences
and crosstalks. Some manufacturing defects caretextéd at the post-fabrication test
phase Latentdefects (e.g. a partial void formation) are nkelly to be detected at this
phase; they will manifest later, during the lifetirof the product. Faults due to aging or
variability are likely to happen only under certarenarios that have small probability to
be reproduced in the test phase, because of theedmgunt of possible combinations of
inputs and states of the system (which make exiveussts unacceptable long). Aging
effects usually occur after a certain time of métion of the circuit, so they will produce
later. Soft errors are likely to occur anytime dgrithe normal operation conditions of
the system and affect randomly any part of theesystThey can be forecasted and
treated during run-time.

Similar means are used to deal with software faytevention removal fault-
tolerance andinput sequence workarounf&/il00]. Preventionis done by using formal-
ized and structured design methodologies and téobhes aimed at preventing the
introduction of faults into the design. The propse of software engineering during the
development processes is a way of realizing faoviventionand removal Lexical,
syntactic and semantic faults in software codedatected and removed during compila-
tion (e.g. misspelled, undefined or not initializeatiables) and debug. Other faults are
detected by software reviews, analysis and teststtlanremoved Bugs are faults that
manifest only on specific inputs or conditions,réfere they are not easy to detect and
correct.

18 Claudia Rusu



Chapter 2. Dependability of NoC-based Systems

2.3.5Fault-Tolerant Solutions

2.3.5.1Fault-Tolerant Solutions in Hardware

Fault-tolerant techniques are generally classifiestaticanddynamic(Fig. 2-6).

/ Hardware Redundancy

Static Time Redundancy

\ Information Redundangy

Fault Detection

Fault Tolerance

Fault Location

Dynamic

 —
\

Containment / Isolatior

Recovery

Fig. 2-6 Fault-tolerant solutions

Static fault-toleranceis built into the system structure and it effeeljvmasks the
fault effects. It can be realized by hardware, rimfational or temporal redundancy.
Classifications by redundancy types are often miteisethe literature. However, in most
cases, redundancy types are mixed. For example; eorrection/detection codes are
seen as information redundancy, but they also irhplglware redundancy to store the
additional data and to perform the coding/encoding.

Triple modular redundanc{TMR), and its generalized versi?fMR, consist in us-
ing three (odd N, respectively) identical modulesteéad of one. Their results are
submitted to a voter. The majority decides thelfreault. This method is efficient when
the probability that the majority of modules aréeafed by identical errors in the same
time is negligible. NMR is an expensive method dsdcritical part resides in voter
dependability; if this fails, the whole system mial. NMR can be applied at any
hierarchical level of the architecture. It can ®aapplied in the softwaretask replica-
tion is an example.

A version of TMR translated to thtane domain consists in repeating the operation
several times by using the same module and penigrwvoting among the results. This
method deals with transient and intermittent fautts applied when speed is not critical
and hardware overhead has to be kept to the minirMamation of this technique can
use different coding of data for each retry to masknanent faults in addition to tempo-
rary faults. TMR and its extended versions impletmaainly the fault masking.

Dynamic fault-tolerancés achieved by active operations, as oppositbeémhassive
nature of the static fault-tolerance. It consistseéveral phases: fault detection, location,
containment, isolation and recovery [GAP+07].

« Fault detectionis essential in dynamic fault-tolerance. Undetédtailts can af-

fect a system or component outputs that are falsehgidered as fault-free. The
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basic implementation consists in duplication (haadwor temporal) with com-
parison. More elaborated implementations weseor detection codeqEDC):
parity, dual rail, Hamming BCH, M-out-of-N Berger, arithmetic codes. The
choice of the proper code is a critical task andtnine done considering the tar-
geted reliability (type, multiplicity and patterrf errors detected) and the area,
power and timing overhead implied. Fault detecttan also be implemented as
periodic testor usingwatchdog timers

« Containmentandisolation refer to avoiding the propagation of the fault ®en
quences (the error) and limiting thus its impactaifiault containment region
(FCR). Containment and isolation of errors are realifmdinstance at operating
system level using task-structured applicationereteach task has access only to
a set of resources and can not corrupt the respofagher tasks.

« Recoveryis the ultimate goal of fault-tolerant schemes pralides means to re-
cover from failures. Recovery solutions include:egtion/transmissiorretry,
error correction codegECC), andspare modulesvith static or dynamigecon-
figuration, masking repairing andreset

Like the fault-error-failure chain, fault-tolerasblutions can be applied at different

hierarchical/abstraction levels, all in the sameeleor distributed in across them. In
hardware fault-tolerant solutions are implemented at thkofving levels: structures of
the transistors and manufacturing process, techieabcells, logic gates, computing
primitives, micro-architecture, and global architee.

2.3.5.2Fault-Tolerant Solutions in Software

Considering the complexity of software, softwardidation and verification is very
difficult. However, software failures can be crdcfar the entire system reliability;
therefore fault-tolerant mechanisms implementedsaftware are mandatory. These
mechanisms complement the hardware ones, espewaibiy not enough protection is
provided at hardware level (usually because of leigts). Protection is implemented at
different levels of the software staaperating systenf0S, middleware, and/or applica-
tion levels.

Single versionsoftware fault-tolerance techniques incluglestem structuring and
closure atomic actionsinline fault detectionrandexception handlingA few other fault-
tolerant techniques are mentioned hereafter, stgpwheir similarities with the fault-
tolerant techniques used in hardwaRecovery blocksn software are similar with
reconfiguration using spare components in casarof eetectionN-version program-
ming is similar with NMR with different versions. It iplies developing different
versions of the program, using different algorithnpsogramming techniques and
languages and different programmer teams, in daewvoid the presence of the same
bugs affecting all program copies in the systel.self-checking programmingses
either acceptance tests [Par96] or duplication wdmparison for each version of the
software. Other fault-tolerant mechanisms can beioed by combining the above-
mentioned ones [Wil00].

Methods similar with TMR or duplication with compson, i.e.task replication
(simple or combined with n-version programming)e auite expensive. The main
impediment of these techniques is the high overheatl only temporal (when the
versions are successively executed on the samegs@g or hardware (when several
processors are used) but also because of the iampaize of software that has to be
stored.
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Using input sequence workarounds the last line of defense against faults. Exam-
ples include not entering a particular input segeerno which the system has
demonstrated susceptibility or entering serieqptiis trying to return the system to an
acceptable state. The ultimate workaround is teeare However, a system exhibiting
such behavior is not dependable.

In the last years, an increased attention has @pen to runtime fault-tolerant tech-
niques, because of the increased probability ofstemt faults, which can corrupt the
consistency of the data and instructions storademory or handled by the program.

Checkpoint and Rollback Recovdfy&R) is a convenient fault-tolerant solution to
deal with temporary faults, as well as with IP daéls. In the latter case, upon failure
detection, the task is migrated to another IP. G&R be implemented either at the OS
or at the application level. Its principle is toripélically store consistent states and
rollback to a previous saved state in case of fdetiection.

Different C&R techniques were studied for distriaisystems [KT87] [GR06]. The
main approaches arecoordinatedandcoordinated checkpointingpresented in details
in chapter 4. Uncoordinated checkpointing incurkgdooverhead during the failure-free
execution, thus allowing higher local checkpointingquency, while the recovery is
more complex and prone to the domino effect. Onatier hand, coordinated check-
pointing is preferable in practice, consideringstsplicity in synchronizing a global,
consistent fault-free state, as well as its recpyeotocol simplicity. However, with the
increasing number of PEs, C&R techniques, espgaalbrdinated checkpointing, suffer
from poor scalability [EP04].

C&R techniques become relevant for multi-processmtems-on-chip, where the
number of PEs is projected to considerably incréagbe near future (e.g. hundreds or
even thousands) [ITR09a]. Considering also theesmed number of faults that appear
with the significant miniaturization of the inte¢gd systems, improving the scalability
of the recovery by checkpointing becomes decisinethis context, the following
guestion arises:

Question: How the checkpoint and rollback mechanism impaatshe NoC per-
formance can be evaluated and how its scalabibity lse improved?

Answers to this question are given in Chapter 4.

2.4 3D Integration and 3D NoCs

“2D scaling will slow considerably. When this hapgewe need to exploit the 3D to stay
on the performance growth curve.” (Mike IgnatowskBM) [LLO8]

Even benefiting of the continuous technology dowalisg, as they become more
and more complex, the systems-on-chip keep onasorg their area, power consump-
tion and communication latency. Moreover, downsgaeems to be limited by the wire
delays. With larger chips, several additional peofid must be worked out, such as clock
distribution and signal integrity. Also, the latés between marginal nodes increase,
even when a NoC is used for the communicationgsmany hops have to be traversed.

In this context, the 3D integration paradigm sedm$e a promising solution to
cope with very large chip problems [BSKS01] [DCROBhere are several candidate
variants on 3D integration technology. Buildimgpnolithic3D chips consists in building
electronic components and their connections inrfaye a single semiconductor wafer,
which is then diced into 3D ICs. Applications ofisttmethod are currently limited
because creating normal transistors requires enbaghto destroy any existing wiring.
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Therefore, the actual manufacturing technique ats&n building the electronic compo-
nents in several wafers/dies that are tst@ckedLiO8], as depicted in Fig. 2-7 [Led07].
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Fig. 2-7 3D vs. 2D chip (Source P. Leduc)

The 2D layers of the stack communicate throughicadriinks, calleddie-to-die
vias, 3D vias or through-silicon-vias(TSV$. Replacing long horizontal with short
vertical interconnects addresses RC delay, crésstal power consumption. The
number of TSVs that can be allowed across any ayers strongly depends on the
underlying 3D fabrication technology [SMBMO09].

Unlike asystem-in-packagésiP), where the chips in package communicateutiiro
off-chip interconnects, a 3D IC will be a singleghall components in the layers com-
municate through on-chip interconnects, whethey #re vertical or horizontal.

2.4.13D Integration Advantages and Challenges

The mainadvantages offered by this technology are summarized in tbkofing
paragraphs.

Footprint— More functionality fits into a smaller spacee tthevice density increases.
This extends Moore’s Law and enables a new gewoerafitiny but powerful devices.

Speed- The average wire length becomes much shorteale propagation delay
is proportional to the square of the wire lengtrerall performance increases.

Power— Keeping a signal on-chip reduces its power camgion by ten to a hun-
dred times [Dal06]. Shorter wires also reduce pow@rsumption by producing less
parasitic capacitance. Reducing the power budgeisléo less heat generation, extended
battery life, and lower cost of operation.

Bandwidth— The bandwidth is increased compared to SiP.

Heterogeneous integration Circuit layers can be built with different preses, or
even on different types of wafers. This means tmshponents can be optimized to a
much greater degree than if they were built togethre a single wafer. Even more
interesting, components with completely incompatilanufacturing could be combined
in a single device [Led07] [DMO09], enabling new étionalities.

Beside the direct advantages, the 3D integrati@msgeveratew possibilitiegor:

Design— The vertical dimension adds a higher order ofneativity and opens a
world of new design possibilities.

Routing— More flexibility to route signals, power and dkoc

Circuit security— The stacked structure hinders attempts to revamngineer the cir-
cuitry. Sensitive circuits may also be divided amgdhe layers in such a way as to
obscure the function of each layer [Tez08].
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Since 3D technology is quite new, it carries nehvallenges There are several op-
tions which are currently explored by different easch groups and fabricants,
concerning the bonding/dicing order, the adjacewt$ of layers, the TSV realization
moment, different TSV technology and materials &tee most important challenges are
achieving acceptable levels of yield, heat dissypatand design complexity manage-
ment across the layers.

Yield— Each extra manufacturing step (layer thinning\/Tcreation, bonding) adds
a supplementary risk fatefects misalignment, dislocation, void formation, oxitien
formation over copper interfaces, pad detachingeale due to temperature, coupling
and so on. In addition, the cumulated effects eéhdefects are very difficult to predict
and prevent.

Heat— Thermal buildup within the stack must be pregdndr dissipated. Different
solutions have been proposed, including thermal STBVLO06].

Design complexity- Taking full advantage of 3D requires intricated aelegant
multi-level designs. Chip designers will need neADBQools to address the 3D paradigm
[CSO09].

TSV footprint— The footprint of a vertical link is huge withspeect to the 2D coun-
terparts, because of the very large TSV diametar pitch (tens ofum [ITRO7]
[DDF+08]).

Beside these challenges, the time-to-market isngoitant constraint. While still
searching for solutions to cope with these chakbsn@D chips with 4-5 layers and 3D
memories with 8 layers [Sca07] have already bealizes.

2.4.23D Network-on-Chip Topology and Routing

3D integration paradigm combined with NoC approéib NoC) seems to be the most
promising solution to cope with very large chip lgeoms [BSKS01] [DCRO03]. The 3D
NoC vertical links consist in bundles of TSVs intgd in the communication system
by so-calledvertical or 3D routers[BSS09]. The corresponding nodes are calBfior
vertical nodes 3D routers are manufactured in 2D layers and lee-ports to/from
adjacent layers. Nodes and their routers with rab guorts are calledD nodesand2D
routers respectively.

There are two main reasons for which not all natles be 3D nodes; these are the
heterogeneity of layers and the restrictions raggrthe TSV (size, number, and yield,
mainly).

Heterogeneity is one of the biggest advantagebef3D integration. Layers of the
3D stack can be built with different technologies €ach layer (digital, analog, RF,
MEMS, chemical and bio sensors etc.) — see Figa2-Bhey communicate with each
other, but they do not necessarily have the sameldgy. Even for the same type of
topology (e.g. mesh) in two layers, the NoC linkdth can be different for the two
layers, depending on the respective IP count,ameplacement. As a consequence, not
all nodes in a layer will be connected by vertiogats. Besides, 3D routers occupy larger
areas than 2D routers, because of their higheregoaadonnectivity (7x7 ports vs. 5x5,
for 2D meshes) and the minimum pitch allowed byeac#ic TSV technology. Restric-
tions related to the TSV count, size and positiafso impact the stack vertical
connectivity degree [DMQ09]. Moreover, signal, polgeound and thermal TSVs all
compete for area and routing resources.
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a. Heterogeneous 3D integration b. 3D NoC topology
Fig. 2-8 Heterogeneous 3D integration and 3D NoC pgology

In these conditions, a partially vertically conreettNoC topology (Fig. 2-8.b) is an
efficient solution to the utilization of a reductdte number of TSVs and meanwhile to
adapt to the heterogeneity and the irregularitfedDosystems.

Beside transient and intermittent faults producedngd) runtime, permanent failures
of some components of the NoC-based system (sudmkass routers, IPs) can also
occur, during or after fabrication [Fur06] [HIJSOAccording to safety requirements, a
single failed component should not cause totalesydailure. A failed element must be
deactivated and the system must reconfigure [AN&%] be able to still deliver its
services, even if at a degraded performance. Bgsrdeonfiguration capability should
allow safely shutting down chip regions and redauijgstraffic patterns upon a change in
the software application running on the chip.

Considering the 3D NoC topology characteristiccdmplete vertical connection
and possibly different topologies in each layes)well as the possible failures of routers
and links, the following question rises:

Question: How to route messages in 3D NoCs with partial eaitconnectivity and
possibly different layer topologies, with minimasiyn effort, overhead and time-to-
market, while ensuring an optimal routing insideledayer?

Taking into account the poor yield of TSVs, methtalsmprove the link depend-
ability must be considered before declaring therfadsd. Spare wires and serialization
are currently used to deal with permanent faultsis Taspect is not addressed in this
thesis.

Question: How to deal with transient and intermittent faultdNoC links?

Answers to these questions are discussed in clsaptand 6, respectively.

2.5 Conclusions

General aspects and problems related to the depiitydaf networks-on-chip are
presented in this chapter. Considering the tightalboration among system elements, we
conclude that fault-tolerant mechanisms are necgedsa all components and at all
levels of the communication protocol stack, in ortelimit the propagation and effects
of unavoidable faults and errors, and to obviatefthlure of the entire system. A fault-
tolerance capability vs. performance / cost traflermst be considered for each type of
application, according to its specific QoS. In thantext, adaptability and reconfigura-
tion are key points. Following this analysis, seveuestions have emerged:
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Question: How to achieve acceptable reliability levels wigduced impact on the
QoS requirements by offering adaptability to thelagation specifics (data integrity,
guaranteed throughput, best-effort)?

Question: How the checkpoint and rollback mechanism impaatshe NoC per-
formance can be evaluated and how its scalabibity lse improved?

Question: How to route messages in 3D NoCs with partial eaitconnectivity and
possibly different layer topologies, with minimasiyn effort, overhead and time-to-
market, while ensuring an optimal routing insideledayer?

Question: How to deal with transient and intermittent faultdNoC links?

Answers to the last three questions are discussdidei following chapters, taking
into account answers to the first one.
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-I' his chapter presents the state of the art of feal#rant methods

implemented in NoCs. The first part concerns teges that achieve

application recovery from errors or failures by nmseof checkpoint and rollback.

Failures of NoC elements (routers and links) aredradsed by fault-tolerant

routing algorithms, overviewed in the second pdrth@ chapter. Before declar-

ing a NoC element as failed, fault-tolerant teclusig are used to improve its

reliability. Methods to tolerate transient faultaurthg NoC transmissions are

presented in the last part of the chapter.
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3.1 Checkpoint and Rollback Recovery

The works presented in this section address chaukand rollback recovery in distrib-
uted systems and computer clusters. These tectmigeeome relevant for MP-SoCs
with high number of processing cores where failuaes more and more probable to
occur.

3.1.1Principle, Concepts and Models

The rollback recovery based on checkpoint is usedeicovery after application failures
caused by temporary (transient or intermittentjtéawas well as for porting an applica-
tion between homogeneous or heterogeneous nod@83FBKG09] [LMS+05]. Porting
is useful to recover processes after the failuras{t) of the core they were running on.

The recovery is based on application intermedigaies. Information necessary and
sufficient to reconstruct a consistent state ofdgpplication is periodically saved during
the error-free execution. This informatiazhéckpointis to be used in case of failures, to
resume the application. The state that the appitas resumed from must be consistent
in order to ensure correct resuming. An applicatsteite isconsistentif it could be
reached following a correct and error-free execuid the application from the start
point. Factors that can lead to saving corruptetestare analyzed in [CC02]. Accep-
tance tests [Par96] are used before saving applicatates, to avoid saving corrupted
states.

The checkpoints are saved on a memory whose copasists despite potential
faults and calledtable storagelt can be either global, i.e. localized in a $&ngode and
therefore shared by all nodes, or distributed ahe@de. Some implementations use
only permanent checkpoinf{glirectly saved on stable storage), while otheakeruse of
tentative checkpointstored on the volatile memory and written in staslorage only
after being validated; otherwise they are discartiadable checkpoints have also been
proposed to reduce the overhead in mobile comp{@&®1]. Not all of the checkpoints
saved on stable storage are certainly used foicapipin recovery. Old or unnecessary
checkpoints are removed usiggrbage collectiormechanisms, to free the stable storage
for future use.

A few of the most used assumptions in checkpoingind rollback implementations
are summarized hereunder [EJZ92]. Processes cormatemnly by exchanging mes-
sages. The system is asynchronous: there existsonod on the relative speeds of
processes, no bound on message transmission defa/s,0 global time source. Hence,
the order in which a process receives messagemdeterministic.

The execution of a system of processes is repreddytan irreflexive partial order-
ing of send receiveanddeliveryevents ordered by potential causality [Lam78] [EJZ
Delivery events are local to a process and reptekerdelivery of a received message to
the application. Channels are usually assumed t&IB®-like (i.e. messages are re-
ceived in the order they were sent). Furthermoreemt message will eventually be
received, if the receiver does not fail.

Fail-stop or fail-silent failure model is assumed for the processes. Asfap proc-
essor halts instead of performing erroneous tramsftons. Others can detect halted
state and can obtain uncorrupted stable storagerorThe volatile memory content is
lost when a failure occurs [SS83] [Sch84].
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3.1.2Solutions based on Checkpointing and Message Loggin

Different checkpoint techniques were studied fastribbuted systems [KT86] [GRO09].
The main approaches for saving the intermediang gtzheckpointing) areoordinated
and uncoordinated In the coordinated checkpointing approach [CL&8B§ application
tasks synchronize in order to establish and saxasistent global recovery line. In case
of failure, tasks resume execution from the moseme recovery line. In the uncoordi-
nated checkpointing approach, different tasks thke@ checkpoints independently and,
in case of failure, the most recent recovery lingstrbe determined before resuming
execution from it. This approach induces small bead during the failure-free execu-
tion, but it is prone to thdomino effecfRan75] [KT86] in case of failure, when tasks
force each other to rollback in order to reachstient recovery line. In the worst case,
the application rolls back in time to the startpant.

Message loggings intended to limit the domino effect. It helpsforming a consis-
tent recovery line by using individual checkpoitaken by tasks at different moments in
time and which otherwise do not form a consistéates Thus, a task checkpoint consists
of the task state and, possibly, some logged messagcessary in case of recovery. The
logging of messages isptimistic pessimisticor causal [AM95]. In the optimistic
approach, the messages can influence the systéebstimre being logged, while in the
pessimistic one, they are logged first. Each apprd®as its advantages and drawbacks.
In the optimistic case, smaller latency is incurdkding fault-free execution, but the
recovery is ampler when compared to the pessingstse. Causal log was designed to
improve fault-free performance of pessimistic lddessages are logged locally and
causal dependencies are piggybacked to messagesvéthead of causal log is still non
negligible, but slightly smaller than in the pesisiic case. The fault recovery overhead
is limited, but greater than for the pessimistig.l&nother option in message logging
concerns the end node where the messages are sawsshder or at receivedender-
basedlogging requires no stable storage, but incurdhdrignumber of messages ex-
changed between sender and receiver. Another pnalsl¢hat the previous state can not
be recovered in some cases of concurrent faillresn if a pessimistic logging is
performedReceiver-baselbgging requires stable storage [AHM93].

A comparison between coordinated checkpointing mredsage logging for large
clusters is addressed in [LBKCO04]. The conclusidnthis study is that coordinated
checkpointing performs better when fault frequersyow; the application execution
stops advancing for one fault every hour, for thpli@ation considered in this work. For
higher fault rates, message logging becomes mdeetieke. Algorithms and implemen-
tations derived from the basic protocols have basp proposed, for distributed and
parallel systems.

Several efforts were directed in studyiegmmunication-induced checkpointing
(CIC). CIC protocols were proposed as an improvegpr@ch combining coordinated
and uncoordinated checkpointing protocols. In otdegnhance the overall checkpoint-
ing performance, CIC tempts to reduce the numberasis participating to the global
checkpointing by dynamical analysis of traffic patt However, a more recent work
[AER+99] shows that CIC protocols do not scale weith larger number of tasks.
Hierarchical checkpointing protocols have also beeoposed for large clusters and
cluster federations using coordinated checkpoinbngcombining coordinated check-
pointing and CIC [MMBO04]. An excellent overview obllback recovery in message-
passing systems can be found in [EAWJO02].
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3.1.3Adapted and Optimized Solutions

Because of its simplicity in synchronizing a globahsistent fault-free state, coordinated
checkpointing is preferable in practice. Choosipgrapriate checkpointing interval (i.e.
frequency) is one of the factors that highly infiae the application performance. More
often checkpointing reduces system recovery time.tl@ other hand, frequent check-
pointing increases latency during fault-free exmcut To determine an optimal
checkpointing interval, minimum impact on the sgsteverall quality must be consid-
ered [CYRO09] [HKC+01].

The mainscalability limitation of the coordinated checkpointing is the duratién o
the global synchronization. With the increasing bemof PEs, rollback recovery by
coordinated checkpoint suffers from poor scalapflEP04]. One of the causes is the
contention at the storage system, in the casecofranon storage element, since all tasks
take their checkpoints in the same period of tiBesides, with the increase of network
size, checkpointing duration increases. This isabse global synchronizations necessary
to build global consistent state may induce sigarfit communication overhead for large
systems or they are delayed by existing traffithiem network. Since the protocol allows
no overlapping of checkpointing phases, the possibterval of time between two
consecutive checkpoints enlarges (being lower bedrix the checkpoint duration). In
consequence, after a rollback, re-bringing the iapfibn to a failure-free state incurs
greater latency. This situation becomes even meoastid when the synchronization
latency cannot be reduced below the expected @tbetween two consecutive failures.
In such cases, there is no sufficient time to tak& global checkpoints; therefore
rollbacks to already old checkpoints are performedase of failures. When the prob-
ability of occurrence of such conditions is highe tapplication stops advancing the
execution.

Different approaches were proposed to reduce tleehead of coordinated check-
pointing algorithms, such as minimizing the numbérsynchronization messages and
the number of checkpoints, making the checkpoinm-iblocking or combinations of
these [CS98]. Group-based coordinated checkpoirfingeducing contention at the
common stable storage has also been proposed [GHKPBese techniques become
relevant for multi-processor systems-on-chip (MPSofhere the number of IPs is
projected to increase dramatically (in the ordehwfdreds/thousands) in the near future
[ITRO9c]. Considering also the increased numbefaafts that appear with the signifi-
cant miniaturization of the integrated systems,roumg the scalability of the recovery
by checkpointing becomes decisive.

Severalblockingandnon-blockingcoordinated checkpointing algorithms have been
proposed [KT86] [BCH+08] [GRO9]. In the blockingm@mpach, tasks block their normal
execution to perform the checkpoint, save it oblstatorage, send an acknowledgement
to the checkpoint initiator and wait for the comniihey resume execution only when
they have received this commit. The commit is $snthe initiator when it has received
all the acknowledgements from all the computingesodn the non-blocking approach,
tasks overlap their normal execution with the syantzation phase. Generally, the non-
blocking approach is preferred because of its ldatency. Thus, there are many works
dedicated to proposing new or improved non-blockprgtocols for distributed and
parallel systems [GR09] [QSO03]. A comparison betwédocking and non-blocking
protocols is presented in paper [BCH+08]. Both rots considered in this work rely
on the Chandy and Lamport algorithm [CL85]. In thigorithm, one or more processes
can initiate a checkpoint wave. When a processsstacheckpoint, it records its local
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state and sends a marker to all its neighbors. Uperreceipt of a marker, a process
starts its checkpoint wave. Messages received héeing started its checkpoint wave
and before having received the marker of the seaderecorded in the receiver images
as the channel’s state. The first protocol considéen [BCH+08] is a direct implementa-
tion of this algorithm, while the second consistsynchronizing the different processes
for emptying the communication layer. Thus, during checkpointing, no messages are
exchanged; so there is no need to store the chatatelBlocking andnon-blockingof

the process while the checkpoint is written on dtetble storage are also options that
must be considered for minimal penalty on perforoeafEJZ92].Incrementalcheck-
point has also been proposed [FLO6]. After a chetkpis created, state changes are
logged incrementally as records in memory. Smatl aanstant time is required for
checkpoint creation and state changes recording.

Topology characteristics have also been considered to eethe checkpoint and
rollback recovery overhead. Algorithms for checkpimig and rollback recovery in
asynchronous unidirectional and bidirectional nmegworks are proposed in [MMO04]. In
[GMRVO06], an improved checkpointing algorithm fonidirectional ring networks is
proposed. The algorithm does not take temporargkgwents and has a reduced duration
of checkpoint.

The checkpoint and rollback recovery can be implaegkin different mannergx-
plicit or application-level(managed by the programmesgmi-automati¢guided by the
programmer) andautomatic or system-level(transparent for the programmer/user)
[BCH+08] [BPS06] [dACGKGO04] [GYHPO06]. System-leveiackpointing has the advan-
tage of transparency from the programmer/user miatew, but incurs higher overhead
induced by its generality. Application-level cheokgiing has the benefit of smaller
overhead, at the price of implying the programnmetailoring the fault-tolerant imple-
mentation for the application specifics.

3.2 Fault-Tolerant Routing

Many routing algorithms have been proposed for ZiL8| considering both general and
NoC-specific requirements: adaptability, congestmoidance, low latency, low over-
head, low power consumption, fault-tolerance. Rag@D topologies (mesh / torus,
spidergon, and ring) are generally consideredwioich routing algorithms are simpler
and incur lower overhead. A few fault-tolerant ingtalgorithms have also been pro-
posed for regular 3D mesh and torus topologies.

3.2.1Routing Classifications and Optimizations

The routing function can be simply resumed as b#wegmechanisms that ensures that
packets reach their destinations in a finite irderef time, by steering them through
intermediary nodes in the network. Besides the ngaial, of leading packets to their
destination, there are two main requirements thabuing algorithm must meet, to
ensure the temporal constraint: it mustdeadlock-freeand livelock-free A deadlock
occurs when packets can not advance because of direndirect dependencies among
their paths. A livelock occurs when the packet @ved through the network in order to
reach its destination, but it never reaches it.

When designing a routing algorithm, the efficiermmst trade-offs must be taken
into account. There are several factors to take aticount: topology regularity, hard-
ware-software partitioning of routers, applicatgpecifics, expected failure rate etc. The
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routing is eithedeterministic(static or oblivious [Rac09]) adaptive(dynamic). In the
deterministic routing, the route between a sournmeadestination node in the network is
always the same, while in the case of adaptivanguifferent routes may be proposed
for the same source-destination pair of nodes, riipg on the network instantaneous
traffic. Other classifications are done considemvigereandhow the routing decision is
taken. Thus, the route to the destination is datexdheither at the source node or along
the path distributed routing. Also, the routing is either based on an algarithr on
routing tables.

Various choices about the routing approach (sthti@mic, source-
based/distributed, algorithmic/routing tables) discussed hereafter, regarding the NoC
regularity degree.

Deterministic routing algorithms are very simple fegular topologies, so the cost
of embedding them in each node is smaller when eoeapto a routing table. Thus, the
route is determined on the fly, at each node, reduthus the overhead of a predeter-
mined route that must be carried together withrttesssage (this can be long for large
NoCs). On the other hand, the latency incurred byraplex routing algorithm execution
at each node may be higher when compared to retgigtie next node from the route
carried along with the message.

However, as the NoC irregularity increases, theimgualgorithm becomes more
complex, as well as its cost and latency incuritedlagh node along the path. Thus, for
very irregular and large topologies, routing tabtepresents a cheaper solution to
achieve topology generality [PHKCO09]. Besides, mgittable compression techniques
have been proposed [BCGKO07] [PKHO06].

Adaptive routing algorithms are more complex thatedninistic ones, as they con-
sider dynamic changing of the NoC state: balaneetrffic on links, avoid congestion,
etc.

Deterministic routing algorithms are simply andedity designed to bdeadlock-
free and livelock-free, according to their determined routes constanay.tla other
hand, as all types of routes are possibly deteminbneadaptive routing algorithms, the
deadlock and livelock freedom are ensured by résmesome routing restrictions and/or
using supplementary virtual channels or networks.

Sometimes the characteristics of the path detewhidyea routing algorithm are con-
sidered relevant; thus, there arenimal and non-minimal path routing algorithms.
Minimal path is usually the shortest one, so itnmalty incurs lower latency. However,
this is not always the case, for example when cstiiges occur along the minimal path.
In such cases, the path should be minimal fromatency point of view. Throughput-
centric routing is addressed in [TDBO3].

Taking into accounNoC area and powerconsumption limitations, simple and low
overhead 2D routing algorithms are preferred and Heeen designed for regular NoC
topologies such as mesh, torus, spidergon, andB€6§6] [CIB09]. In [MABDMO6] a
multi-path routing strategy is presented and evatliaT e method spreads the traffic in
the NoC so that to minimize the bandwidth needspwier consumption.

In the embedded system domain, information abaa@agplications that run on the
system can be obtained, enabling therefore theglesi application-specific routing
algorithms [PHKCOQ09]. Both guaranteed throughput best effort services are taken into
account in the router design presented in papeiRRI3]. Moreover, the routing opti-
mization for the system specifics can be consideesty in the design [HGRO5].
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3.2.2Fault-Tolerant Routing

Fault-tolerant methods are used to avoid both &n# router failures. However, not all
the faults that appear can be prevented or treatddhey may produce failures. In paper
[PNK+06], the internal structure of a router is smiered and the impact of soft errors
occurred in the different parts of the intra-routsgic is analyzed. A special case that
adaptability must deal with is when the NoC topglatpanges because of node and/or
link failures. The routing adaptability in thissition is also referred to asconfigura-
tion [ZGTO08] orfault-tolerant routing

When failures of some nodes or links of the netwami taken into account, even
regular topologies manifest some degree of irreguléunless spare nodes are used and
the network reconfigures at lower levels). In saakes, even simple algorithms become
more complex. Also, if routing tables are useduypptementary overhead is incurred for
updating them. However, the routing based on (pbsseconfigurable) routing tables
[ANO5] is always a possible fault-tolerant solutiagven for regular topologies, if an
optimized and specific approach is not available.

Fault-tolerant routing algorithms must not deteternetwork performances in the
absence of faults. Usually, a simple (and possd#yerministic) routing is used in
regular topologies in the absence of faults. Afeerts appear, adaptive (fault-tolerant)
routing is used. Switching between deterministid adaptive routing is also exploited to
reduce congestions thus reducing the overall rgudirerhead [HMO4].

Regarding the fault-tolerant routing, only meshitotopologies have been consid-
ered for NoCs [ZGT08] [FDC+09] [LLP09]. Even in nmaenetworks, fault-tolerant
routing algorithms have been designed only for 2Bsiwitorus topologies [CA95]
[CB97] [CCO1] [HSO04], based on different approactsesh as faulty blocks, turn
models, intermediary nodes, virtual channels owogks etc.

Beside the above-mentioned approaches, anotherofyfailt-tolerant communica-
tion has also been proposed, based on redundasagessin the NoC [DMO03]. Fault-
tolerant communication algorithms are analyzed RhH+04]: two different flooding
algorithms (gossip and direct) and one random veddjorithm are investigated. The
results of this analysis show that the floodingodalyms have an exceedingly high
communication overhead. The redundant random watkhead is significantly reduced,
while useful levels of fault-tolerance and maingmn From the energy consumption
point of view, the random walk is also considerablyre efficient.

3.2.33D Routing

Work has also been done in the area of routingdnmracro-networks. In [NGF+04] an
adaptive and fault-tolerant routing for 3D meshed tri massively parallel computing
systems is presented. The method is based on mdexte nodes and implies storing at
each node a table for routing, containing for edektination the list of intermediate
nodes. When routing, the list of nodes is addethenmessage header. Once an interme-
diate node is reached, it is removed from the hedde method uses virtual networks
and packets change virtual network at each inteiateedode.

A fault-tolerant routing algorithm for 3D meshessbkd on limited-global safety in-
formation is presented in [Wu03]. It is both adeptand minimal. It uses the faulty cube
model, built around faulty nodes and containingltfaand disabled nodes. Before
sending a message, the method establishes a re@gmomimal paths. Regarding the 3D
NoC topology with incomplete sets of vertical lindesd possibly different topologies in
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horizontal layers, building faulty cubes would in@ivery high number of non-faulty
nodes that must be disabled.

Another fault-tolerant routing method for 3D mesheasd tori is presented in
[XSWO05]. It uses the popular fault block model, keeps it in 2D planes, where many
nD unsafe nodes can be activated, enhancing thugeitiermance of the routing algo-
rithm. Each fault-free node keeps its status irassp planes. Safety information of one
node is about three times as much as that of ttemeéad safety levels in [Wu03] in a 3D
mesh/torus and times in am-dimensional mesh/torus. This is because each-fisdt
node needs to keep its safety information insidelftn/2) 2D planes and the proposed
safety measure in the whole system. Virtual sulxoek partitions are used to avoid
deadlocks. The number of virtual channels requibgdhe method is linearly propor-
tional to the number of dimensions of the netw@R.planes considered in this work are
both horizontal and vertical and they have 2D mastorus topologies, which may not
be the case of actual 3D NoC topologies. This faakes the routing algorithm diffi-
cultly applicable to 3D NoCs.

In the paper [LPCO05] a fault-tolerant routing aigfun for 3D torus is proposed. It
can find a fault-free path between any two faulbgles with a probability higher than
90% in a 3D torus with the number of faulty nodpga@ 30%. Only local faulty informa-
tion is used. The algorithm is based on rectangotexes, which are not likely to be
found all along the path in 3D NoCs, at least ni@raacceptable price, paid as disabled
non-faulty nodes count.

3.3 Coding and Recovery from Temporary Errors in
NoC Transmissions

Codes are largely employed #&void detectand correct errors. The code must be
selected depending on the fault type and the desigihe protected system. Several
fault-tolerant solutions based on data coding foCNransmissions are briefly presented
in this section.

3.3.1Fault, Design and Cost Analysis

When designing a fault-tolerant scheme, the tadgédalts (i.e. type, multiplicity, rate
and place of occurrence) must be taken into acc@snivell as the costs they imply in
terms of area overhead, latency, and power consompt

In the SoC domairtransient intermittentandpermanentaults are all likely to oc-
cur and can lead to components or system failuriee. majority of failures (80%) are
caused by transient faults [LLPO7], while the r@fsthem originate mainly in permanent
and intermittent faults. Different techniques angpéoyed to deal with permanent faults.
For example, spare wires and cross points arefosgtkld improvement and self-repair
(based on reconfiguration) to deal with life-tireaults in NoC interconnects [GISPO06].
TSV yield improvement for 3D NoC links is presentedLML+08], based on spare via
insertion. Serialization has also been proposathfwove the TSV vyield [Pas09]. There
are also techniques for protecting on-chip seqaketlements against single event upsets
[NicO5] [KCRO6]. In this thesis we focus on tolargf transient faults in NoCs, based on
coding and retransmission.

The faultmultiplicity is important for choosing the appropriate codetha NoC
case, botlsingle andmultiple errors occur. Face to the high error rates of VDigbh-
nologies, dealing with multiple errors becomes naaoy. Besides, multiple bit upsets
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are likely to occur on adjacent bits. Faults aréhlimdirectional (0’ —> ‘1’ and ‘1’ —>
‘0’) and unidirectional ('O’ —> ‘1’ or ‘1’ —> ‘0") [BBDMO5]. Faults that hst more than
one cycle fulti-cycle are also likely to occur [YAQS].

Faults occur in all types of components of a Sol@ifTrate of occurrence depends
on the design, technology, environment and opearatimditions.

Fault-tolerant techniques based on coding are Bguaéd in communication fab-
rics, computational cores and storage componerggafding the NoC, codes (possibly
combined with other fault-tolerant techniques) aneployed to achieve fault-tolerance
both in routers and links. Coding is applied tdediént types of components: transmis-
sion wires, logic circuits, storage elements etep&hding on the router and link
complexity, none, a few, or all types of componemizy present. The protected area
consists of a single, as well as a group of sugacadt components in the communica-
tion pipeline. For example, a buffer that stores/arg data may be present in the design
between the transmission wires and the switchigg I(depending on the design modu-
larity choice, such a buffer can be considered a$ pf the link or of the router).
Different codes can be applied to protect the trassion wires and the buffer. Also, the
same code can be applied to the wires and therbifftee code is able to deal with all
types of errors that are likely to occur in thes® tcomponents. Fault detection and
location is addressed in [GIS+06]. The proposed haesm uses code-disjoint for
routing elements and parity check encoding for ititer-switch links to distinguish
between faults in the communication links and faultthe NoC switches. Fault-tolerant
router architectures have been proposed, by acigeprotection of different router
components [KNP+06] [FKCCO06] [PNK+06]. However,thmis work we do not focus on
fault-tolerant architectures for NoC routers.

3.3.2Avoidance, Detection and Correction Codes

Specific codes have been proposea@void specific error causes in the protected com-
ponent. For example, mamyosstalk avoidance codé€AC) [PZGG06] [DZKO08] exist
for transmission wires and these codes are moreiegif than other methods to avoid
crosstalks (e.g. shielding [Mut07]). Also, codesattimeet specific requirements have
been designed, e.g. low-power codes. Joint CACearmt correction codes have also
been proposed [PM04] [GPBGO08]. A coding framewdr&ttimplies several codes to
address power, delay and reliability is presentefS504]. Crosstalk avoidance codes,
low power codes and error detection and correcatimales are jointly used in the pro-
posed solution. In paper [RNKMO05], Hamming and duwall coding are considered for
minimizing the crosstalk delays on on-chip bus&es.less than 16 bits, DRC has lower
power and crosstalk-induced bus delay, comparaiblellamming code.

Error detection code¢EDC) anderror correction codegECC) are used taletect
and correct errors whose occurrence could not be avoided.nfdtiple bidirectional
error detection, thédammingcode is widely used [BBDMO5] [SS04]. For burst and
multiple error detectioncyclic codes, parallel blocks, and interleaving are used
[BBDMOS5] [ZJ03]. The authors of [BTEF03] present application ofm-of-ncodes for
on-chip interconnects. Turbo codes are very popigdarcorrection in communication
systems, but they have a high implementation coxitgland high latency. For the low
latency and hardware overhead requirement of Sa@mig the use of Turbo codes is
prohibited [BSCMO6].
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3.3.3Recovery from Transient Faults

The main methods to recover from transient fauitsNoC transmissions arferward
error correction(FEC) anderror detection with retransmissigiED+R). FEC is imple-
mented by ECC, while ED+R makes use of EDC andmsmits data when errors are
detected. These methods are applied either for Eachn the NoC gwitch-to-switch
S2Sor link protection) or only at network interfacemn(l-to-end E2Eor transport level
protection). Regarding the flow control, the fatdterant techniques are applied either at
each flit flit-based or to the entire packepdcket-based

The retransmission is eithgo-back-Nor selective repeatdepending on the receiver
complexity [BBDMO5]. When a packet (or flit) is erreous, the receiver signals this fact
to the sender. In the go-back-N scheme, the serdets by retransmitting the corrupted
packet, as well as the following ones in the d&w .f This way, the receiver does not
have to store packets received out of order anohegauct the original sequence. When
the receiver has the capability of packet reordgrihe corrupted packet is resent only
(selective repeat).

In paper [BBDMO02], the authors present power vepréormance results for point-
to-point error control in an on-chip protocol based AMBA bus. The error correction
and retransmission error recovery mechanisms argaced. The main finding of this
work is that retransmission strategies are morecg¥fe than correction ones from an
energy minimization point of view, in particularrféong wires and high reliability
constraints, because of the larger detection chiyadand the small decoding complexity.
A similar analysis is performed in [BBDMO5], thisne for a NoC link and the conclu-
sion is the same. However, the FEC overhead isotegedo subside in emerging NoCs
that span large designs using increasing numbleops and complex buffering/signaling
structures. As the network size increases and, ityithe error rates increase, the energy
and latency overheads of ED+R become unacceptaBIEN06].

Different fault-tolerant schemes for NoC links @m®posed in [LLPO7]. They deal
with transient, intermittent and permanent errditse methods to deal with intermittent
and permanent errors include spare wires with feguomation circuitry and time-
information redundancy. For transient error praotegt error coding (Hamming and
interleaving) and retransmission are used. Botblsiand burst errors are considered for
the fault-tolerance properties analysis. Handslsakeals are protected using TMR.

An analysis of S2S and E2E data coding in NoC lisksresented in paper [JLVO05],
from the power consumption point of view. The aushconclude that end-to-end error
protection is more power efficient than both notpetion and switch-to-switch protec-
tion. When voltage levels are reduced, signalingrermay occur, but they can be
tolerated by using the error protection. This exygeéhow error protected schemes can
consume less energy than non protected ones.

From the transferreshformation point of view, not all data is equally criticalp&
cific codes can be designed to reduce the overhgamtotecting the most critical data.
An unequalerror protection code against soft errors in pechke proposed in [DTO7].
Critical parts of the packet such as packet headeprotected more than data itself. The
proposed code corrects all single errors and de#dictiouble adjacent errors in the entire
codeword. Additionally, it corrects all double achat errors in the header. The code is
implemented for a router usirggore-and-forwardrouting. Unlike thewormholerouting
strategy, where the flow is at flit level, in theore-and-forward approach, the entire
packet is stored in the router buffer before itfasvarded to the next router or the
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destination core. The overhead and latency incubgethe code are approximately as
those of a single error correction code.

3.3.4Hybrid and Optimized Error Control Schemes

Multiple power-performance-reliability trade-offgeaexplored in article [MBT+05].
Error control mechanisms at data link and netweskels are investigated considering
the energy efficiency, error protection efficienagd performance impact of different
error recovery mechanisms. Static routing with patét up at the sender NI and worm-
hole flow control for data transfer are employelrée classes of error recovery schemes
are identified: end-to-end, switch-to-switch andotg. For the end-to-end detection
scheme, parity and cyclic redundancy check at pgdekel are used. For the switch-to-
switch error detection, the mechanism can be agpalidlit or packet level. In the hybrid
scheme, the receiver corrects any single error diit, ut for multiple bit errors, it
requests end-to-end retransmission of the data fihensender NI. The experiments show
that for networks with long link lengths or hop ots; end-to-end detection schemes are
power efficient. Switch-level detection mechanisa® power efficient when link
lengths are small and when the end-to-end scheqguires large packet buffering at Nis.
All schemes incur similar latencies for low erratas. At higher error rates, the hybrid
error detection and correction mechanism providetseb performance than the other
schemes. ECC and EDC+R are also addressed in [NKKRMO

To reduce the energy wasted by error detectioavorible noise conditions, the re-
dundancy of error detection schemes can be adapsat on the number of errors found
over a fixed time window by a victim line operatiaghalf supply voltage [LVKIO03].

Low-density parity-check (LDPC)-based FECs areté®an paper [BSCMO06].
LDPC codes are linear block codes suitable for la@ncy, high gain and low power
design. Error detection with retransmission, ewmorrection and hybrid schemes are
considered. The error detection with retransmissias implemented both for end-to-
end and hop-to-hop communication types. The erghtbscenario provides for better
energy and latency performance at low error raths.area overhead for the hop-to-hop
scenario is four times larger when compared tcetiteto-end case. For high error rates,
the degradation in latency and energy becomesfisigni. In this case, the error correc-
tion with retransmission is more efficient: it isore energy efficient for long hop
distances and has a reduced latency. The hybrehselises the first scheme for shorter
hop distances and the second for communication longr hop distances and with real-
time communication constraints.

An adaptive error control scheme targeting multienand multi-cycle errors is pro-
posed in [YAO08]. The scheme takes advantage ohtliacent error characteristics and
configures a set of SEC codes and simple blockl@aeing to obtain different error
correction capabilities. It is reported that thegiilve ECC scheme can achieve a 19%
better energy efficiency than a fixed ECC schentgleamaintaining the same reliability
level.

3.3.5Adaptability to QoS

Several schemes have been proposed to achievadkuéince while data is transmitted
through the NoC. In order to obtain optimal effrag, the impact on the application
QoS level must be reduced, while the area, latency mder cost must be kept at

minimum.
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In [Z2J03], the authors present a fault model folCNarchitectures, by analyzing the
faults probability of occurrence, their charactiesand a distance metric influenced by
the physical bus layout. The authors also propa$erent protection schemes for four
QoS classesnaximum bandwidtfno encoding in this caseuaranteed integrityerror
detection methods and retransmission are used)mum latencyerror correction) and
high reliability (error correction and uncorrectable error detechce used, at the ex-
pense of lower bandwidth and higher latency). Tinergrotection schemes are applied
for switch-to-switch links.

The fault-tolerant schemes proposed in [VBCO5] aers QoS for guaranteed
throughput and best-effort traffic. One of the sobe implements single error detection
using a parity bit and retransmission in the presesf error. The hardware overhead is
negligible, but the latency per packet increasesdse of retransmission. The other
scheme implements single error correction using Haenming code. A configurable
error control scheme for NoC links that consideffedent QoS levels in terms of error
control was also proposed in [RAMO7].

3.4 Conclusions

= Checkpoint and Rollback

Different checkpoint and rollback protocols haveerbedeveloped for macro-
networks. The main checkpointing approaches aredawated, uncoordinated check-
pointing and communication induced. Different typ#smessage logging (optimistic,
pessimistic, causal) are used to complement thekplenting, and the log is done either
at the sender or receiver. Coordinated checkpgnsrthe approach the most preferred
in practice because of its simplicity and low oeatl. Scalability improvement has been
addressed, by reducing the number of synchronizatiessages and that of checkpoints.
Non-blocking protocols have also been proposedyelsas group-based checkpoint at
common storage. Checkpoint portability approaclee®lalso been addressed. These can
be very useful for heterogeneous SoCs [LMS+05]. elmw, the proposed protocols treat
equally all application tasks. In SoCs, communaapatterns can be heterogeneous, and
different sets of tasks can be run on the same 8weépendently or simultaneously.
Therefore, QoS requirements must be met with mimnpenalty incurred by the fault-
tolerant mechanisms.

= Fault-Tolerant and 3D Routing

Many routing approaches have been proposed foro2bng in distributed systems
and NoC as well. A few routing algorithms also €% 3D mesh and torus topologies.
All these algorithms propose quite complex solwtiomdapted rather for macro-
networks, where overheads and latencies incurredhair as critical as for systems-on-
chip. Besides, they all deal with regular 3D mesltoaus topologies, models that are not
easily implemented for actual 3D NoCs, as showrthm previous chapter. 3D NoC
topologies may have incomplete vertical connegtiaihd/or different topologies in 2D
layers. Still, each 2D layer may have a regulamokogy. A possibility of using the
above-mentioned 3D routing algorithms in 3D NoCsuldobe to model the 3D NoC
irregularities as faults of the regular 3D mesbris$ topologies. However, considering
the high irregularity of 3D NoCs, these algorithare likely to substantially degrade
their performances for these cases. General-topalogting algorithms are always a
possible solution. However, routing algorithms {partially) regular topologies are
usually preferred over them, since generality iegplhigher costs in overhead and
latency.
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= Error Control Schemes

Codes are largely used in different componenthefsystem (links and routers, in
the case of NoCs) for tolerating temporary errdreey complement other techniques of
improving the system dependability (e.g. spare svaad serialization to improve the
wire yield). Recovery from transient errors in samssions is achieved either by error
correction or by error detection and retransmissitimese mechanisms are applied at
each link or end-to-end, at flit or packet levebdés with high detection/correction
capability can be implemented, but cost restriciapply. Minimizing power consump-
tion is one of the main requests that constrairt-falerant mechanisms, as a general
characteristic for SoCs. Latency is critical esplgifor guaranteed throughput services.
Hybrid and adaptive solutions have been proposausidering different levels of fault-
tolerance for specific QoS requirements of the iappbn. However, these propose
different types of codes and recovery mechanismgdoh case. Dynamically switching
among them implies high overhead, due to the poesefh all these schemes in the
design.
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T his chapter presents application fault-tolerant fmaols based on roll-
back recovery concept. We evaluate the effectigesued impact on NoC
performance of the checkpoint and rollback recowany propose enhancements
to improve their scalability and to deal with diéat QoS requirements. The main
classes of recovery algorithms are based on coatdoh and uncoordinated
checkpointing. Different solutions aiming to impeoalgorithm performance by
exploiting the application partitioning and the blong feature of the checkpoint
are discussed. Scalability improving solutions e protocol and routing levels
are also proposed.

By disposing of a library of solutions, the mospigpriate one in terms of
performance/overheads can be selected for eachicapipin, depending on
different factors such as application charactedstand QoS, and expected failure

rate.
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4.1 Checkpointing and Rollback Recovery

The checkpoint and rollbackC&R) mechanism allow the system to resume the execu-
tion after a failure from a lataonsistent stat@.e. global checkpoinbr recovery ling,

prior to the failure. The rollback recovery concejgmpared with a failure-restart
process is illustrated in Fig. 4-1.

restart

/”/_—\

Y N
7\
failure t

start
rollback
1l

recovery rollback

A \
— N
consistent state  failure ¢

start

Fig. 4-1 Rollback recovery vs. restart

In the context of NoCs, the checkpoint and rollbseghnique is meant to deal with
transientor intermittentfaults (see chapter 2) that may provoke applicat&élures, as
well as with IPpermanentfailures. In the first case, the application exmgcucan be
resumed on the same IP, while in the latter it nnestesumed on another IP. If proper
serialization of checkpoints is employed, the fhiend new IPs can have completely
different architectures [ZP06] [DMO05] [RS97].

The checkpointing mechanism implies periodical sgwon stable storageduring
error-free execution, of the information necessarg sufficient to reconstructansis-
tent statein case of failure. Thetable storageds a memory element whose content
persists and is not corrupted by the toleratedifad. An application state is consistent if
it could be reached following a correct and erreefexecution of the application from
the start point.

Before saving any state, the application must pas®cceptance tesfPar96]
[ASKO8b], to avoid saving a state already contameideby errors. Writing the accep-
tance test is the most critical part of the cheakpand rollback mechanism and needs
good knowledge of the application [ASK08a]. Becaok#s strong dependence on each
respective application, the acceptance test isl@iatiled in this work.

4.1.1Consistent State in Multi-Tasking Applications

The state of an application is represented by tdtes of all its components. The state of
a task refers to the totality of information ne@egsand sufficient to resume task execu-
tion (context, registers, stack etc.). In the catanono-task applications, this state
represents the checkpoint. In a multi-processdrnitcture, the application is formed of

several concurrent tasks mapped on the procesdmscommunication among tasks can
be done by different mechanisms, such as sharedsnesnmessage exchange or both.
In this study, we focus on the case when tasks aamuate by exchanging messages.
However, the checkpoint-based recovery can alsamipdemented in shared-memory

42 Claudia Rusu



Chapter 4. Checkpoint and Rollback Recovery in NoC

communication. In this case, the shared-memorye stansistency with the rest of the
system must be managed [AG05] [SSC96].

A complete state of the multi-processor system ists1én the totality of states of its
elements (processing nodes, shared-memories, solitédes etc.). Different approaches
can be implemented to save the state of the sysiem.of them would be to perfectly
synchronize all system elements and save theg stahe same time. To realize this, all
elements must be able to save their states aiea gnoment. Another approach is to save
only the states of computing nodes, as the firgibtsvery realistic in complex systems.
The latter approach is considered in this thesishis case, thglobal checkpoinbf the
system is formed of thendividual or local) checkpointof its tasks. When a task saves
its state as a part of the global state, we saythlestaskake a checkpoindr that the task
checkpoints

Even in the ideal case of the perfect synchroromatf all tasks for checkpoint,
there may be messages flowing in the network wihenstates of tasks on different
processing nodes are saved. These messages ca&e imdonsistencies in the global
state of the system. Four possible types of messagst, as detailed in the following
paragraphs and illustrated in Fig. 4-2. Messagesrgpresented as arrows from their
source to their destination task. Consider twodaslenominated byland T. Their
individual states saved during the checkpointinggghare Sand $, respectively. The
global state of the application formed of &nd T is composed of Sand $. The
dashed curve joining the two states depicts thevesy line.

« A message sent before its source checkpoint areivezt before its destination
checkpoint is callepastmessage. Past messages do not affect the congisten
the global state; they do not appear neither asémeler or at the receiver after
the recovery lineMessage 1n Fig. 4-2 is a past message.

« An early (or orphan)message emerges when the source checkpoints lsefwte
ing it, while the destination task checkpoints iafezeiving it; as an example, see
message th Fig. 4-2. The global state is inconsistent wkarly messages exist,
as they appear as received, but never sent.

« When a source task checkpoints after sending aagessd the destination task-
checkpoints before receiving it, the respectivesags is callethte (seemessage
3in Fig. 4-2). A system state with late messageasoisconsistent, as late mes-
sages appears as sent, but never received.

« A message that is send after the checkpoint ofatgler and received after the
checkpoint of the receiver is calléature message (semessage 4n Fig. 4-2).
Future messages do not affect the consistencyeakttovery line.

Fig. 4-2 Inconsistent global state with early andate messages

As a conclusion, early and late messages affeatdhsistency of the global check-
point. On the visual plan, these messages intetkectecovery line (Fig. 4-2). If the
number of tasks involved in the global checkpasnhigh and the inter-task communica-
tion is dense, recovery lines without early ane lstessages may not exist, at least for
certain laps of time. Tdeterming(or establish possible recovery lines, precise synchro-
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nization of tasks and global view of the dynammwflof messages in the network are
necessary. To facilitate the existence of a rethtivecent recovery lindate messages
are allowedin our model. These are sent before the recoveeydnd are not normally
resent after it, even if they are expected by tregieivers. The solution consistssaving
theselate messagewgether with the checkpoimind replayingthem after the recovery
thus not affecting the global consistency. Accagtinthe information that a task saves
as its checkpoint can include, beside the progsirstate, a set of late messages.

In Fig. 4-3, a consistent state with late messa&gesesented. The same situation as
in Fig. 4-2 is considered.

Fig. 4-3 Consistent state with late messages

Early messages must however be avoided. The reasohe found in their particu-
lar nature: they appear as received before theveegdine and sent after it (message 2 in
Fig. 4-2). Originally, an early message was semt seteived before the rollback. It
remains received even after the rollback. As taslssime their execution after the
rollback, early messages are sent again (sincedbeding moment is after the recovery
line). However, a task execution after recovery loaifferent than the execution before
it. Therefore, the message content could also thereint. Moreover, the message send-
ing could not exist after the recovery. In additidghe global state of the system is
already influenced by the old version of the eanlgssage, thus logging them is not a
solution as in the case of late messages. Theredarey messages are avoided in our
model, by transforming them in future messages ifsegsage 2 in Fig. 4-2 and Fig. 4-3,
respectively). The transformation method will betaled for each checkpoint and
rollback approach.

4.1.2Checkpointing and Message Logging Classifications

Several recovery approaches using checkpoints aliithck have been proposed. The
difference consists iwhen andhow the consistent state is determined. The main ap-
proaches are depicted in Fig. 4-4.

checkpainting

| coordinated | | uncoordinated || communication-induced

| blacking || non-hlacking |

Fig. 4-4 Checkpoint and rollback classification

 In the coordinatedcheckpointing(CC) approach, tasks synchronize during the
failure-free execution and save a consistent statgtable storage. In case of fail-
ures, they rollback to the last consistent stateor@nated checkpointing is
preferred in practice, given its simplicity and lowerhead.
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 In theuncoordinated checkpointing/C) approach, tasks take checkpoints during
the failure-free execution without any coordinatiddhen a failure occurs, they
synchronize in order to establish the most recensistent state from the indi-
vidual checkpoints; then, they rollback to thistastalrhe main advantage is that
no synchronization is needed to take the checkpomit it is subject to the dom-
ino effect [EAWJO02] in case of failure. The domieffect occurs when, starting
from the most recent set of individual checkpomit$asks, the recovery line re-
gresses for one or several tasks at a time, tprnous individual checkpoint.
The cause of this regression is the inconsisteridye recovery line. In turn,
each regression can lead to new ones. This operati@peated as long as a con-
sistent state can not be established. In the wasst, the first consistent recovery
line that could be established is identical tostating point of the application. A
solution to limit the domino effect is to complemé¢he UC with message log-
ging.

e The communication-induced checkpointif@IC) is a hybrid method between
coordinated and uncoordinated checkpointing, wiasks save individual states,
but from time to time they synchronize to take ardanated consistent state.
However, it was shown that it does not scale wélha large number of tasks.

Message logging is meant to complement the chenkpas presented up to now.

The main types of message logging are depictedyindrs.

message logging

| nptimrstic || pessimistic || causal |

Fig. 4-5 Message logging classification

Message logging can haptimistic or pessimistic depending whether the message
influences the system before being logged on stateage or not. The optimistic
approach has lower overhead during the failure-fpesrution, as it avoids synchronous
access to stable storage.

The causalmessage logging tries to combine the advantagesgtohistic and pes-
simistic loggings, at the price of tracking thetbrg of events that have influence on the
state.

In this thesis, coordinated and uncoordinated gb@icking approaches are consid-
ered for implementation and analysis. Each of tlemtetailed in one of the following
subsections. In our implementations, optimistic sage logging complements both
approaches, but it takes place in different ph&mesach of them, as it will be detailed in
the respective sections.

4.1.3Recovery Management Unit

A global synchronization phase of all communicatiagks is necessary for both uncoor-
dinated and coordinated checkpointing. It is méamstablish a recovery line in the case
of UC and to take the checkpoint in the case of CC.

Several protocols presented in literature stipulas any task of the application can
be the globatoordinator of the global synchronization phase. Sometimessjritiator
of the global synchronization phase is also therdioator. Several initiators can start
different global synchronizations in the same tifoe at least overlapped in time). In
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such cases, supplementary communications in the &mlClocal logic are necessary to
elect a single coordinator and to take decisionsodies when messages from different
coordinators are received. Besides, since any ¢askbe a coordinator, they all must
contain the coordination module. The coordinatiogid can be quite complex, espe-
cially for establishing the recovery line in theseaof UC. Unlike in macro-networks, not

all PEs in NoCs are general enough to execute algirithms beside their normal

function. Often, they are dedicated to specificctions and are minimal, in order to

reduce the chip area and unnecessary power dissipat

To avoid the above-mentioned costs, we considerghescoordinator for a group of
communicating tasks. However, any task can initgdal synchronization phases, by
sending a message to the coordinator. In this weekuse a unique coordinator, called
recovery management uihd denoted bRMU, both for UC and CC.

The RMU is a critical element to the checkpoint anlitback mechanism. In order to
deal with failures that can affect it, the RMU halso a stable storage where critical
information like the last recovery line is storés already assumed, errors do not affect
the stable storage. Using this critical informat@mnstable storage, a new instance of the
RMU can continue the coordination task. The new Rd4ld determine if a synchroniza-
tion phase was in progress. The other tasks areammerned by the RMU failure if the
latter occurred during an idle phase of the RMU.

If the RMU failure occurred during a synchronizatiphase, a solution to recover is
to stop it and restart it later. In the case of @aew checkpoint will be taken. As for the
UC, the recovery line will be recomputed.

The synchronization phase interrupted by a RMUWifaimust be stopped by inform-
ing the participating tasks; otherwise tasks caelthained blocked in an intermediary
phase of the global synchronization. Stopping dalsynchronization phase can be
done by the use of an exceptiomahcelmessage to all tasks. The tasks must be pre-
pared to treat such a command, even if they are imatlved yet in a global
synchronization phase, assuming that the failurth®fRMU can occur any time. Other
(complementary) solutions to deal with RMU failurage: spare copies and hard-
ware/software redundancy and voting.

4.1.4System and Application Models

The objective of this chapter is to evaluate thpaot of different C&R protocols on the
NoC performance, considering the overhead inducedhé NoC to achieve global
synchronizations of tasks. Therefore, the corredpgnglobal synchronization protocols
are developed. The tasks are seen as entities sbiuth and receive messages. In this
context, the fault-tolerance at application levahsists in having all messages delivered
at their respective destinations, even after earitulures of one or several tasks. The
assumptions regarding the application and systedtelaare synthesized in the follow-
ing paragraphs.

« The application is formed of several tasks, eacthem mapped on a node of the
system. Tasks communicate by exchanging pointia-ptessages. Each task is
seen both as a traffic generator and as a trafiikk SRegular application messages
are sent from a source task to a destination Hs.message is transferred either
locally, if the two tasks execute on the same nodesing the NoC, if they run on
different nodesNo messages are lost (locally or in the NoC) am$sages reach
uncorrupted at their destinations, in a finite petekmined time.These latter
statements usually are based on other mechanisaiketlevels of the communi-
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cation protocol stack, such asmmunication failures do not partition the network
[SS94],the routing algorithm can find a path between aayr pf nodes andlost

or corrupted messages are retransmitted or correbctdiese assumptions will be
guaranteed at transport, routing and data linkléelrg providing appropriate fault-
tolerant mechanisms, as described in chapters B.and

« Each task is provided with mechanisms for on-liaeltferror/failure detection
[ACTOOQ] [JS04] [LYMCO07] [ZLKKO7]. The fault detection mechanism checks that
the current state is error-free and the messageived are error freeThis
mechanism ensures that all checkpoints are ereer-fr.e. theacceptance tekpt
Otherwise, if a checkpoint contaminated by an esased for recovery, the failure
will occur again after the application executionrégsumed, thus the recovery is
compromised. If dask failureoccurs, the task will stop execution and no longer
send or receive messagéal{stop or fail-silent mode). Data in task volatile mem-
ory is lost. Only the content of the stable storégeot corrupted and can be
retrieved after the failurdJpon the failure of a task or node, a failure megses
automatically sent to the recovery management {RiU). This message is sent
by a module of the respective node, not affectethbyfailure. If the node does not
have such modules, a possible option is represdmtéde node neighbors. In this
case, we assume that any non-faulty node is awdateedailures of its neighbors
(e.g. by exchanging'm alive” messages [ANO5]).

« Each task has a stable storage memory, which iaffetted neither by the failure
of the task nor by the failure of the nodlgformation stored in it can be retrieved
even after the above-mentioned failures. Severahoas of implementing a safe
stable storage can be used. Some examples carube iio [CMH96] [CKSO01].
The stable storage is local to each task and re@dind writing operations are
atomic and instantThis assumption is unrealistic, considering theetto transport
the data to/from the stable memory and the onedd/write it. Nevertheless, these
operations can be considered instant if they caddme in parallel with the appli-
cation task; otherwise they can be back-annotat#dtiming information.

« Each task can save its state at any moment.

4.2 Uncoordinated Checkpointing and Rollback
Recovery

In this subsection, we present the uncoordinategtkgointing and rollback we devel-
oped for the application model presented above.sltbased on the classical
uncoordinated checkpointing, complemented with mgs$ogging to reduce the domino
effect.

The principle of the uncoordinated checkpointinglistrated in Fig. 4-6. It consists
in saving the task state independently by each #ask recovering from failure in a
centralized recovery phase. A global synchronizai®also necessary to delete older
and no longer necessary checkpoints (garbage tolgcas explained subsequently.

Each task can take several checkpoints beforellzaotl is necessary and the mem-
ory occupied to store a checkpoint can be largeeaaslly for big message logs. With
several checkpoints, the stable storage must bsidenably large or it will be over-
flowed. On the other hand, as newer checkpointsaden, older ones can no longer be
useful to construct a consistent recovery line.réfoge, a garbage collection mechanism
for recycling the recovery memory is necessary. Gasdage collector we developed is
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centralized and non-blocking, allowing thus a sntatkncy overhead during the failure-
free execution of the application.

narbage collection rollback
To =0 0——0—F0
’
/
Tg —0 ¢ 0 0
l %
Te0g—p—9—0 = »
local global recovery line
checkpoints synchronizations  (consistent state)

Fig. 4-6 Uncoordinated checkpointing principle

The message logging is performed at the receimeani asynchronous manner, by
keeping a volatile log, which is periodically flleshon stable storage. The approach is
optimistic, since it assumes that the log is sdvestable storage before a failure occurs.
This reduces the latency during the failure-freecexion, but must be treated during
recovery. Logging the messages at receiver (vsdesgrincurs smaller latency and
network overhead when replaying them, after evemtlilbacks.

4.2.1Local Checkpointing

We use an optimistic approach to log messages. Vehersk takes a checkpoint, the
information is at the beginning stored in a vo&atihemory. Thus, until the moment it is
flushed in the stable storage, it can be completéa small latency. When task.saves
on stable storage its checkpoint'dt saves: T task state and the message log. Mes-
sages received since the previous checkpoirt!,Gare considered. Also, messages
already in the current replay list must be storem@ with the checkpoint, as explained
in the following paragraphs.

A task may need to replay a set of messages (teefees) after a rollback. If this
entire set is not replayed before the next checkpdine remaining messages must be
saved on stable storage during the next checkpbims$. ensures the continuity from one
checkpoint to the next one and, in the mean tilme,independency of the next check-
point. An example is presented in Fig. 4-7.

b
C,? ___r_O__?%____H C,t C,3 C,4 ’rfnﬂtzackz
C..t'" i . .

’ / : Ta : T O_,—?’

o %"\ '," ’_'—"
/&Mr <€ mega.'z- RL,
RL,
a. a first rollback b. a second rollback

Fig. 4-7 List of late messages at each checkpoint

After a first rollback to G° (see Fig. 4-7.a), messages 1 and 2, stored irkjobiet
Ca*, are identified as late. A list of late messagesreated. In our case, it is formed of
these two messages.

Observation After the rollback, all past checkpoints (relatito the recovery line) are
erased. All future checkpoints are processed, deroto identify all late messages; then, these
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checkpoints are erased, too (see the subsect@mtyehe rollback). Therefore, messages 1 and
2 are not necessarily received befogé.C

The task continues its execution and at proper mesné replays its late messages
(see Fig. 4-7.b). After being replayed, a messagdeleted from the list. Suppose the
new G* is taken after message 1 was replayed, but béfereeplay of message 2. After
a second rollback (to the new ), the message 2 must be replayed. Thereforeisthe |
late messages must also be stored in the checkpomr case, it contains only message
2. After the rollback, the list will be completedtlw all other messages that will be
identified as late.

The task state is saved for restoring the taskecomtfter eventual rollbacks. The log
contains the messages, which are saved for fugplays, in case the established recov-
ery line identifies them as late messages. Botinese elements will be used locally, to
recover the respective task. They are not usefdétermining the recovery line.

To determine the recovery line, each task sentiset®MU the state consistency in-
formation (SCI) they possess. This is formed byftlewing elements:

- The list of the available checkpoints;

- For each checkpoint, the additional informationt thieust be saved in the log.

This contains the following elements:

o A list of checkpoint IDs of other tasks. Checkpsiim this list are the
last ones taken by the sender of the received messance the previous
checkpoint, G™;

o0 The number of sent and received messages to/frioothal tasks.

The additional information and its role are detile the rest of this subsection. As
presented earlier, it is used at RMU to establisboasistent recovery line. This is
realized by determining dependencies between diftecheckpoints, based on this
additional information. Adependencyetween two checkpoints means that a rollback to
one of them implies the rollback to the other oReey can be unidirectional or bidirec-
tional. Another role of the additional informati@nafter the rollback, to offer support for
identifying the late messages.

Index of the sender last checkpoint: Avoid orphassages and identify late ones

During the recovery phase, a consistent globaé staist be determined using in-
formation from all tasks. Orphan messages (receivetinot sent) must be avoided. This
is done by forcing a rollback of the receiver testate previous to the receipt of the
otherwise orphan message. This transforms the orphmassage in a future one. An
example of such a situation is depicted in Fig.al-& message is exchanged between
Ta (receiver) and g (sender).

rollback

rollback c,? JUPEL S -
CAS I ___CA4 T e - -‘V
T - e A 0
2 40 07 ; Omessages Al
DEP received from Tg &
L #QF' * C.6 “ﬁ@ CB?
DEP 'y < V T B <E 0—
TEI {:} 0 messages 1 message
C.6 [\ send to T, send to T,
B "n_h‘ rollback et . rollback S

T = ~ - ae

a. Dependency induced by the failure of the sendbr Dependency induced bglhth?e- ;‘éilure of theeinaar

Fig. 4-8 Different types of dependencies

The most recent checkpoints of the two tasks afea@d G°. However, a recovery
line formed of these two checkpoints classifiesriessage as an orphan one. To avoid
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this, Ta must rollback to a checkpoint prior to the recesptthe message. The most
recent checkpoint that respects this condition4% The condition appears as a restric-
tion when establishing a consistent recovery lmeollback of E to Gs° forces always a
rollback of Ta to Ga*. This results in a dependency betweef @hd G2, labeled by G°
—>Ca3, and depicted in figures (see Fig. 4-8.a) by aheldsbold arrow (DEP). This
dependency will be used by the RMU to establishréoevery line. The dependency is
determined at the receiver. Upon the receipt oheaessage, the receiver establishes a
dependency between the last checkpoint of the s¢nthen the message was sent) and
its last checkpoint (in the moment of receptiomr Ehis, all messages piggyback the
index of the last checkpoint of their sender. Tikia first item of the additional informa-
tion to be stored in the checkpoint as part ofrtlessage log. This information is also
useful to identify late messages, as it will beadetl in the subsection treating the
rollback.

Avoid late messages loss

In our implementation, the message log is storethatreceiver. However, in the
case of optimistic logging, the receiver is subjectfailure before accomplishing the
transfer of the last log on stable storage. In dase, after recovery, the eventual late
messages that are not on stable storage are lostx@mple is presented in Fig. 4-8.b.
The receiver () fails before saving on stable storage its nextckpoint (that is &).
The most recent recovery line that can be estaish formed by checkpointsa€and
Cg’. After the rollback, the message appears as atejt does not exist in the log,
therefore it can not be replayed. The messagests Aosolution to this situation is to
foré:e the sender to rollback to the checkpoint ipttothe message sending, in our case,
Cs".

To realize this, some information related to thestexce of the message must also
be tracked in another checkpoint related to thesages That is a checkpoint of the
sender. However, saving all sent messages at samtlges a high overhead and redun-
dancy (the messages are logged both at the sendetha receiver). Our solution
consists in tracking at each task only the numlbeseat and received messages to/from
all other tasks. At recovery, these numbers ard usdetermining additional dependen-
cies for avoiding the message loss due to the wecéailure. In the example in Fig.
4-8.b, the number of messages received Ryrdm Tg is 0, as recorder in & The
checkpoint where the number of messages sent frgtio Ty is also 0, is €. A de-
pendency is therefore created betwegh @hd G°. Thus, a rollback of Tto Ca® forces
a rollback of E to Gs°, transforming in future message the otherwiseruesisage.

4.2.2Synchronization Protocol for Recovery and Garbage
Collection

Checkpoints are memory intensive. However, checkpw should take place at shorter
intervals than expected application failures (egpeel in MTBF), in order to ensure the
progress of the application execution. In our salewhen a rollback is performed, all
checkpoints, both previous to and succeeding thevezy line, are removed. At such
moments, the amount of required memory overheacbeareduced. However, memory
allocated for checkpoints can grow significantly f#ilures do not occur regularly.
Moreover, a part of these checkpoints may no lohgeuseful, as a consistent recovery
line can be constructed by newer checkpoints.

The garbage collection determines the most reaamgistent recovery line and de-
letes all checkpoints preceding it. This is domailsirly to a recovery procedure, except
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that there is no failed task and the start-up roiteis the amount of memory occupied
by checkpoints.

Therefore, a recovery line is necessary both foovery after failures and for gar-
bage collection. The recovery / garbage collectsymchronization to determine a
recovery line for the uncoordinated checkpointingtg@col is depicted in Fig. 4-9.

The RMU sends atate consistency informatiogequest (SCI_REQ) message to all
application tasks. Consequently, they send tB&ate consistency informatiofsCl).
After receiving all SCls, the RMU builds a recovgnaph. Based on the recovery graph,
the RMU establishes a recovery line and broadaa@&EC_LINE) to the tasks.

RMU Non-RMU
- broadcast SCI_REQ — Pon SCI_REQ receipt
- when SCI received - send SCI to
from all tasks <« +f—coordinator
- compute the - on REC_LINE receipt
recovery line /"- garbage collect
- broadcast and rollback (if
REC _LINE necessary)

Fig. 4-9 Uncoordinated recovery protocol

Observation The termbroadcastis used identify the situation when a messagens fsom
a specific task to all others.

The rollback procedure in the case of uncoordinatextkpointing is more complex
than in the case of coordinated checkpointing. fHmevery line indicates for each task
the checkpoint to resume execution from. It alsticates its type: a rollback recovery
line or a garbage collection one.

In case of aollback recovery line receipt, the task must rollbackte indicated
checkpoint. The message log associated to thikpbet and the previous checkpoints
can be removed. The following checkpoints messagariust be processed considering
the recovery line: all late messages from thess kg added to the replay list of the
recovery line checkpoint (these include the evdnteplay lists of these checkpoints).
Then, the following checkpoints can also be removéde: task resumes execution from
the recovery line checkpoint state, and, besiderd¢igelar application messages, mes-
sages from the replay list are also replayed. Hfeasr checkpoint is taken before the
replay list is exhausted, the remaining messagesdded to the replay list of the new
checkpoint, so that in case of garbage collectiomotiback, the previous checkpoint
could be safely deleted, as detailed in the nexsection.

In case of garbage collectionrecovery line receipt, there is no need to rokithe
task. The checkpoint in the recovery line corresiiag to the current task is part of the
most recent possible recovery line. Therefore ctierkpoints before this checkpoint are
removed (together with the message log of thislqhaat).

4.2.3Recovery Line and Rollback

Upon receiving state consistency information fraintasks, the RMU is able to deter-
mine the global recovery line. The recovery linec@mputed using a recovery graph
built from the consistency information. The recovgraph is a directed graph. The
nodes are the task checkpoints and the edges fesultdependencies. Beside the two
types of dependencies presented in the precedes¢ation, a dependency is considered
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from each checkpoint of a task to the next one.réason for adding this dependency in
the graph is to direct the recovery line towardstrttost recent checkpoints.

The recovery line is determined by traversing tbeovery graph in a recursive
manner following all possible edges from the curmode to unvisited nodes, marking
each traversed node asited The oldest visited checkpoint of each task walgart of
the recovery line. An example of how a recoverg lia established is depicted in Fig.
4-10.

a. Failure scenario b. Dependency graph and recovesy li
Fig. 4-10 Establishing a recovery line

In the scenario presented in Fig. 4-10.a, messagerepresented as arrows. In Fig.
4-10.b, the dashed arrows represent the dependeriete example, a dependency
induced by a message receipt i§ €> G°. The dependency£—> G is created from
the number of send/received messages betweenTgsksd Ta. The reversed depend-
ency, G’ —> Gi*, induced by the last message fromt® Ta was lost because of the
failure of Ta. The entry point of the algorithm is given by thst available checkpoint of
the failed task, &' in this case. Then checkpointss’CCs°, C3, C*, Cc°, Co° and G
are visited (the order is not important, it dependsthe specific implementation of the
algorithm). The recovery line is formed ofaCCs’, C° and G°, i.e. the oldest check-
points visited for each task. After the recovemyeliis thus established, the RMU
broadcasts it to all involved tasks.

Upon receiving the recovery line, each task perforoilback to its corresponding
recovery checkpoint. At this moment, late messagesidentified. Each message re-
ceived after the recovery checkpoint is proceslats source rollbacks to a checkpoint
placed after the message was sent, the messagjeeduted for replay. The task execu-
tion is resumed from the recovery checkpoint. Ig. B-11, the rollback is illustrated for
the same example considered earlier for determithiegrecovery line. Taskclhas to
schedule for replay the late message sent by tasksTk will not resend it.

C. Gy

message
to be

Fig. 4-11 Rollback

Another operation executed upon rollback is theawath of all checkpoints, except
those belonging to the recovery one. Thereby,fdilare occurs before a new recovery
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line can be determined using new checkpoints, |8t recovery line is still available.
The removal of all other checkpoints is permittethce they are useless. The check-
points after the recovery line can be deleted withany loss, since tasks resume
execution and new checkpoints (maybe different) b@ generated. The checkpoints
before the recovery line can also be deleted, i@snibt possible to form a future consis-
tent recovery line which would contain checkpoiolger than those in the current
recovery line. This is a direct consequence of rimovery line establishing method,
which considers the oldest checkpoints that caredehed by recovery graph dependen-
cies. New dependencies from future to past are ssipte to occur, since all orphan and
late messages are already treated.

4.3 Coordinated Checkpointing and Rollback Recovery

In this section we present the coordinated checkipg protocol developed and opti-
mized for our NoC application model.

4.3.1Principle of Coordinated Checkpointing

The goal of the coordinated checkpoint is to exeautglobal, consistent checkpoint.
Thus, when recovery is performed, all tasks restnorm the latest global checkpoint.

The coordinated protocol we developed requireke léktra information to be stored by
each task and does not use time markers, therefoam be used both for synchronous
and globally asynchronous, locally synchronous (SANoCs [CCCMO6].

In the CC approach, the application tasks execateally and from time to time
they perform synchronization in order to save a pemsistent global state, as illustrated
in Fig. 4-12. The interval between two successiveckpoints is called “epoch”. In the
case of CC, unlike the UC, each individual checkkpbielongs to a recovery line, thus

the epoch is also the interval between two suceegsissible recovery lines.
epoch rollback

B (.
A A

M/

consistent states global synchronizations

Fig. 4-12 Coordinated checkpointing principle

After a new recovery line is established, it carubed for resuming the application
execution in case of failure. The previous recoverg can be removed. Thus, at any
moment, at most two checkpoints must be kept dnieststorage for each task. Usually,
after the coordinator is informed by all tasks ttieg new local checkpoint is taken, it
replies with a broadcast message that validatesdherecovery line.

In our protocol, any task can initiate a checkpoina rollback, but the coordination
of both checkpointing and rollback is done by thene dedicated coordinator, tRMU
(as stated in the RMU section). Having a uniquesitds coordinator has several advan-
tages. One of them is that the validation broadcastbe skipped. Instead, a task knows
that its last checkpoint is valid either upon retef a new checkpointing phase or upon
rollback, since in both cases the RMU communicttesindex of the respective check-
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point. Besides, the unique coordinator approachdawvte synchronization needed when
several initiators start a checkpointing phases tiedlucing the associated overload in the
communication network. Moreover, passing rollbaeuests by the unique coordinator
avoids the situation when, in case of rollback esfirom another task, some processes
have already received from the former initiator ¥aédation of the latest checkpoint and
others have not.

As there may be messages flowing in the networknwthiéerent processes take
their local checkpoints, the fault-tolerant protocwst handle early and late messages in
order to obtain a consistent global checkpoint.

In order to avoid early messages, if each messagg/tmacks the index of the last
checkpoint of its source, upon receiving the messdge destination can checkpoint
before processing it. Thus, the first message vedefrom a future epoch forces the
destination to take a checkpoint. Besides, thissamss (that piggybacks the index of the
last checkpoint of its source) can also serve farking the end of the list of late mes-
sages. Thus, the first message sent after the hegkpoint of its source can end the list
of late message received by the destination frasmgburce. The main inconvenient of
the piggybacking solution is that the first messafgier checkpoint can be produced a
long time after the checkpoint was taken. This gedua significant prolongation of the
checkpoint phase. As each task must be informeelveny other task (about the end of
its checkpointing phase), the above-mentioned tsitnishas a significant occurrence
probability. To avoid very long checkpoint duratsomduced by the piggybacking
method, we choose the marker solution to deal fatin early messages and late mes-
sage list ending. It consists in informing all atkeesks upon taking a new checkpoint.

On the left side of Fig. 4-13, an inconsistent glatiate is depicted, with message 1
being early and message 2 being late. Markers eagén on the right side of Fig. 4-13,
depicted as dotted arrows. They serve either tadaaarly messages (marker 1) or to log
late messages (marker 2).

\
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a. Inconsistent state b. Consistent state with late messages

Fig. 4-13 Using markers to obtain consistent globaitates

A task is considered to have taken its checkpoity after both its state and the
complete list of the late messages received ardaie storage. Late messages are to be
replayed after an eventual rollback. In practidee task cannot effectively take its
checkpoint before knowing that there are no mote haessages, i.e. all tasks begun the
new epoch.

Two types of markers have been proposed in eavbeks: piggybacking the current
epoch index on the application messages and semddeglicated message to all other
tasks.

The acceptable arrival delay of the piggybackedkera(NEW_EPOCH) is condi-
tioned by the communication pattern. In order teespup the checkpointing protocol, in
our implementation, dedicated marker messages engpit epoch piggybacked mark-
ers.
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4.3.2Checkpointing and Recovery Protocols

The checkpointing synchronization protocol executed by tasks in otdeestablish a
consistent recovery line is presented in Fig. 4-14.

The RMU broadcasts a checkpoint request, CK_RE@ea@pplication tasks. Then,
these exchange markers (CK_START) in order to éshal consistent state. After its
local checkpoint has been taken, each task infanen&MU about this fact, by sending a
CK_TAKEN message. Then the RMU can validate thebglacheckpoint, which is
formed of the local checkpoints.

When a task knows its new local checkpoint is dlgbalidated, it can remove its
previous checkpoint from stable storage; thus, @trtwo checkpoints must be stored at
any moment.

RMU Non-RMU

- broadcast CK REQ -] [>on CK_REQ receipt
broadcast marker

- when CK_TAKEN « when markers received
received from all ™\ from all other tasks
tasks - take its checkpoint

validate global send CK_TAKEN to
checkpoint RMU

Fig. 4-14 Coordinated checkpoint protocol

The coordinated checkpointing can be executed reithélocking (B) or non-
blocking (NB) approach, depending if the task blocks itsnmad execution during the
checkpointing protocol or not. More details areegivn subsection 4.5.2.

Therollback protocol is coordinated by the RMU. Actually, when a fa@us de-
tected, the RMU broadcasts a rollback messagd taskis. The index of the checkpoint
to rollback to is contained in this message. Eask will resume the execution from the
designated checkpoint.

Failures must also be dealt with during checkpomtnd recovery [AHWO05], be-
sides the normal operation. Failures of both RMW aon-RMU tasks are tolerated,
independently of their moment of occurrence:

« Non-RMU task failures

o During normal operation. In this case, a rollbazkhe previous checkpoint is
performed. Therefore, the failure is discarded.

o During checkpointing (before CK_TAKEN is sent). this case, the new
checkpoint can not be validated and it is discarderbllback to the previous
checkpoint is performed.

o During rollback. The rollback procedure is re-opedao the same checkpoint.

« RMU task failures. In this case, the RMU functismiigrated to a spare RMU, us-

ing the stable storage of the failed RMU.

o During normal execution of application tasks. Ttagure does not influence
the application tasks.

o During checkpointing (before the new checkpoint tenvalidated). In this
case, the new checkpoint is discarded.

o During rollback. The rollback procedure is re-opedaby the new RMU, to
the same checkpoint.
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4.4 Uncoordinated and Coordinated Checkpointing
Features

This subsection synthesizes the common charadteraftthe uncoordinated and coordi-
nated checkpointing protocols that we have develogred adapted for NoCs, briefly
pointing the benefits of the choices that were madewell as the differences between
the two approaches.
Thesimilarities of uncoordinated and coordinated checkpointing are
- A unigue RMU is used, thus avoiding coordinatorceten phases and related
synchronizations;
The checkpoint is combined with the message loggdimgs facilitating the exis-
tence of recent recovery lines;
Messages are logged at the receiver; i.e. replayiem does not induce traffic
load on the NoC,;
Consistent states with late messages but no or@raronsidered;
Messages piggyback the index of the last checkmdititeir sender;
The log is done in an optimistic manner, reducimg fault-free execution over-
head;
Multiple failures are tolerated. They can occurtang, even in the checkpoint-
ing synchronization phase of the coordinated cheicitimg.

The differences between the uncoordinated and the coordinatedkpbeting pro-
tocols are presented in Table 4-1.

Table 4-1 Uncoordinated vs. coordinated checkpointg

Differences Uncoordinated Checkpointing CoordinatedCheckpointing
logged messages all late messages
necessary checkpoints at least 2 at most 2

All messages are logged in the case of uncoordingteckpointing, as in the mo-
ment of logging, there is no information about whaf the messages are late. In the case
of coordinated checkpointing, only late messagedagged, as these can be identified at
the moment of log.

The number of necessary checkpoints in the cas@adordinated checkpointing is
at least two: one belonging to the most recentwegoline and the new one that is taken.
Several checkpoints can be taken until a new regolee is established and older
checkpoints can be deleted. Having a very recexvery line is important, as the goal
is to reduce to the minimum the amount of processinbe redone after the failure.
However, having a recent recovery line implies tiexap checkpoints. On the other hand,
the checkpointing implies an overhead in the norexalcution of the application. Also,
having a lot of checkpoints implies frequent gasbamllection phases, which also
induces latency. Considering these facts, the giwok frequency must be upper lim-
ited. On the other extreme, if the checkpoint fleamy is too small when compared to
the failure frequency, the recovery line can notaamte between two successive failures.
Therefore, the checkpoint frequency must be sedrdowy to the failure frequency.

In the case of coordinated checkpointing, at mest¢heckpoints are necessary, the
one already validated and the new one. Once theamews validated, the previous one
can be removed.
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4.5 Checkpointing Adaptability to QoS and Scalability
Improvements

4.5.1Coordinated Checkpointing with Reduced Number of
Broadcasts

Considering its simplicity in synchronizing a glébeonsistent fault-free state, coordi-
nated checkpointing is preferable in practice. Havewith the increasing number of
PEs, the coordinated checkpointing suffers fromrgoalability [EP04]. This is because
global synchronization required to build a globahsistent state induces a significant
communication overhead for large systems, whicheages the checkpoint latency (the
time the protocol takes to save a new checkpamestuding the global synchronization).
The checkpoint period is lower-bounded by the chetk latency. Therefore, larger
checkpoint latency forces larger checkpoint periogisich result in ampler rollbacks,
and consequently in larger recovery times (as teewion interval from the checkpoint
is wasted), impacting the performance of the systdareover, if the synchronization
duration stretches more than the MTTF, there i$ime to take new global checkpoints
between two successive failures. In such casdbaobis are performed to the same old
checkpoint and thus, the application execution du#sadvance. In the case of coordi-
nated checkpointing, the duration of the globalctyanization is also called (global)
checkpoint duration. Therefore, in the case of dmated checkpointing, not only the
overhead induced by taking local checkpoints mestdaluced, as in the case of uncoor-
dinated checkpointing, but also the duration of gtebal synchronization, as local
checkpoints have no sense alone in this caseCCe.

Our objective is to improve the scalability of ttieeckpoint recovery mechanism by
reducing the duration of the global synchronizatod thus the checkpoint latency.

The acceptable arrival delay of the piggybackedkerais conditioned by the com-
munication pattern. In order to speed-up the cheicitimg protocol, a second type of
marker supplements the epoch piggybacking, bug iat done by messages sent from
all-to-all tasks, which can significantly overlo#lte network traffic. Instead, it results
from a centralized communication phase with the RMUtasks inform the RMU about
their new epoch (CK_START) then, in turn, the RMtbddcasts the marker message
(CK_START_ALL) to all tasks. Thus, the marker owertl is reduced fron®(’) to
O(n), wheren is the number of application processes. The tywesyf markers have the
same role and can be used interchangeably, whiclagkrees first. The one that arrives
second is ignored. In Fig. 4-15, the coordinategckhointing protocol developed in this
work is presented.

RMU Non-RMU

/A* .
- broadcast CK_REQ on CK_REQ receipt
- when CK_START | |E} send CK_START to

RMU

jon CK_START_ALL receipt
[ take local checkpoint
end CK_TAKEN to RMU

received from all
- broadcast CK_START_ALL
- when CK_TAKEN
received from all
- validate global
checkpoint

Fig. 4-15 Coordinated checkpoint with reduced numbeof broadcasts
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The RMU broadcasts a checkpoint request CK_REQ @&ith). As soon as possi-
ble after receiving it, each application task sadtestate and sends the marker of its new
epoch, CK_START, to all other tasks. It continuessaxecution until markers from all
other tasks are received. When all markers arevexteit saves its checkpoint on stable
storage and informs the RMU that its checkpoint Hheesen taken by sending
CK_TAKEN. When the RMU receives CK_TAKEN from aligks, it can validate the
global checkpoint. Normally, the validation is dobg broadcasting a message to all
tasks. We consider that a checkpoint is validapahuhe receipt of the CK_REQ for the
next checkpointing phase, in order to avoid theliexalidation broadcast. As soon as
a task knows its new local checkpoint is globalilidated, it can remove its previous
checkpoint from stable storage.

When the classical coordinated checkpoint protdEay. 4-14) is used to take a
global checkpoint, at leastbroadcasts are executed, wherepresents the number of
PEs in the system, as explained in subsection.4TBR broadcasts significantly loading
the communication fabric are the CK_STARTS thatsaet among tasks, introducing an
overhead of approximately messages in the network. This number becomedisayti
when the number of tasks increases: 12 messages fod mesh NoC, but 65280
messages for a NoC built on a 16x16 mesh! Bessagling these messages is a bursty
process, and will tend to create congestion, caredty increasing the checkpointing
latency.

In this checkpointing protocol, the all-to-all bdzast among tasks is replaced by a
single message transmission per application takk 8TART sent to RMU by all tasks)
and a broadcast (CK_START_ALL). The number of syonlzation messages is thus
reduced fromO(rf) to O(n). The associated rollback protocol is unchanged.

4.5.2Blocking and Non-blocking Coordinated Checkpointing

Both the basic coordinated checkpointing protocal the reduced number of broadcasts
version can be executed with blocking on not oftds& normal execution.

In the non-blocking (NB) approach, tasks continwemmal execution during the
checkpointing phase; synchronization messages amnt and received together with
application messages. The same sequence of adsiogrsecuted in both approaches,
except that the task execution is blocked betwden €K _REQ receipt and the
CK_TAKEN sending, as indicated in Fig. 4-14 and.Hgl5, by the lattice block.
However, during the checkpointing, late messagesl@yged and will be part of the
checkpoint. This choice (instead of waiting forwetk channels to be empty) reduces
the checkpointing duration. Since the blocking and-blocking protocols are the same,
each task can participate to the global checkpangither by blocking or not its normal
execution, regardless of the other tasks. A cosrsigjlobal state will be checkpointed,
independently of the configuration of blocking amah-blocking tasks.

The decision of blocking or not its normal execntgan be taken for each task and
for each global checkpoint, depending on the appto QoS requirements and the
actual traffic load in the NoC. For example, if taeecution of a task is critical to the
application or real-time and should not be intetedpduring the global checkpoint, it
will participate at the checkpointing without blaieg its execution. On the other hand, if
a task incurs a high traffic load but its executi®mot critical, it will be blocked. This is
due to the fact that the checkpointing period carstoetched exactly by the high traffic
on the NoC, thus blocking the tasks inducing suafiit can contribute in reducing it.
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In our model, the B-NB decision of a task is indegent of the other task choices,
since tasks can save their state at any momentowtithis possibility, other restrictions
on B-NB choice must be considered, such as commoisidn for groups of communi-
cating tasks.

4.5.3Smart Broadcast

In subsection 4.5.1, we have shown that when tinebeu of broadcasts is reduced in the
CC synchronization protocol, the scalability is noyed. However, a single broadcast
can induce congestion in the network, if classmaiht-to-point routing is used. This
subsection proposes the use ofmart broadcastfor the global synchronization among
tasks. We consider mesh topologies to illustratbut similar reasoning can be applied
for other topologies.

Classical algorithm of broadcast monodes injectsm messages in the network. As
there are no unique links among all different RBsssages sent by a broadcast follow
some common links before reaching to their respedatestinations. Thus, a node closer
to the source of broadcast must pass several nessgagfurther nodes, while their
contents are identical. Fig. 4-16.a illustrateslda&ling of links in a classical broadcast
scenario from the central node in a 9x9 mesh ustagc XY routing. The horizontal
links on the same line with the sender node haveety a very high traffic load, espe-
cially the links closer to the sender. It can bsestsed in the figure that the load on the

links is highly unbalanced.
| g j H’DJ
| H i

a. Classical broadcagskN routing b. Smart broadcast

Fig. 4-16 Classical vs. smart broadcast

An example of one-to-all efficient broadcast forsmeretworks is illustrated in Fig.
4-16.b, for the same 9x9 mesh. This efficient boaatl is based on a simple algorithm
[YW99] that implies multiplying a broadcasted megsan the fly. The source node
sends the message to be broadcasted only tostsofater neighbors. Then, each node
provides the message to its associated PE and ridswaopies of it to its first-order
neighbors, in a way that each node receives thesagesonly once. The traffic load on
the links is balanced and minimum.

The simulation results will show the effectivene$ghis technique applied to the
coordinated checkpointing when compared to a dabXiY broadcasting. Nevertheless,
it can also be used by uncoordinated checkpointing.

4.5.4Partition Configurations

Applications running on MPSoC platforms can beiparted in several communicating
groups. Also, several distinct applications caniruthe same time in an MPSoC. Thus,
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we can consider separate checkpointing for diffeygartitions of the application(s).
Thus, the critical characteristics of the faultetaint protocols can be improved, i.e. the
time to determine the recovery line (in the cas&J@) and the global synchronization
duration (in the case of CC) can be reduced. Wpqga® two optimized recovery con-
figurations for the coordinated checkpointing, whian also be adapted and applied to
the uncoordinated checkpointing approach.

The optimized recovery configurations take advamtafythe NoC operation phases
when the communication pattern is partitioned. Thurder to reduce the checkpoint
latency, each task could take its checkpoint inrdioation with the tasks in its own
partition only. In Fig. 4-17, the two optimized RMidnfigurations are depictedhared
RMU andmultiple RMU The nodes running tasks in the same patrtitiorrgeesented
with the same texture (in this example we suppbatit several tasks are running on the
same processing element, they belong to the saplieatpn partition).

RMUs Wi v 4
/ s g

d LT LT T ST
nodes ./  —— = /7,7 T T 70 5T

poongay F 4 A A T R
LT T A B Y LT

a. 8ifthRMU b. Multiple RMUs
Fig. 4-17 Optimized RMU configurations

For the shared case (Fig. 4-17.a), the same RMIdad by all partitions in all their
intra-partition synchronizations. The shared RMuhisre complex that themple RMU
as it has to be able to manage several partitiorchspnizations. Symbolically, it is
depicted as being formed of several parts, oneefmh partition. However, partition
synchronizations are not treated serially (i.e.ea partition synchronization does not
have to wait the end of the current one), as tiNBJReduces such latency overheads by
allowing overlapping synchronizations of differgartitions.

In the multiple RMU configuration (Fig. 4-17.b), aka partition has a dedicated
RMU for intra-partition synchronizations. Each RMY represented with the same
texture as the corresponding patrtition. In thisfigumation, RMUs only need to handle
synchronizations in a single partition; they a&elisimple RMUs for their respective
partition. This solution requires higher costssaseral RMUs must be available in the
NoC. However, this configuration allows better pemiance when the communicating
tasks are localized, as each RMU can be locatex ¢tw its partition, or, ideally, in the
central point of the partition. Thus, the commuhaa latency between tasks and their
corresponding RMU is reduced.

In order to suggest the localization advantagehefmultiple RMUs, tasks in the
same partition are depicted as localized in Fig.74 and not localized in Fig. 4-17.a.
However, both configurations can be used whethep#ititions are localized or not.

4.6 Experimental Results

4.6.1NoC Simulator and Application
4.6.1.1NoC Simulator

The NoC modeled for simulations is a homogeneofrastructure built of routers and
links. Functional cores communicating through tleCNare denoted here By (Intellec-
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tual Property cores. Routers and nodes can be connected togletbagh links to build
NoCs ofarbitrary topologies and sizes(irregular or regular. mesh, torus, tree-based
etc.).

The switching protocol that governs the data transmissiomwi@mhole, in which
packets are divided into basic flow control unii#s). The first flit of each packet,
called theheaderflit, reserves the routing resources (buffers hnkis) along the path
between a source and a destination. The datad#tsying the useful information, follow
the path reserved by the header, while the tdil(ttie last flit of the packet) ends the
transmission and frees the resources reservecdelyetider.

Thesimulation abstraction levelis timed-TLM (transaction level model) [CGO03].

The NoC simulator has the ability to work with varstraffic sources: traces files
collected from applications running on real syst@mgenerated synthetically off-line.

Safety featuresare also implemented, such as: deadlock dete¢bpnlogy consis-
tency checking (check whether unconnected NoC ei&snexist), routing consistency
checker (i.e. check whether a route between a soamd a destination exists before
sending a message).

The structure of theimulation environment is presented in Fig. 4-18. The core of
the simulator is the simulation engine, writtenJawva, that simulates the NoC elements
which process the messages at flit level, implenmeating policies and flow control
etc., and the simulator also collects measuremnesat d

topology.xml |
routing.xml —

traffic.txt

Simulation

— Engine

(Java)

XML parser

output.txt

Fig. 4-18 Block diagram of the NoC simulator

Two of the simulator inputs refer to NoC topologydaouting policy. This informa-
tion is contained in two different input filetopology.xmlandrouting.xm). These files
can be generated automatically for regular, hidiaat and ad-hoc topologies, and semi-
automatically for irregular topologies (see Fig2 Zer examples of topologies). The
relevant data is extracted from these files by &mL)parser and fed to the simulation
engine. Another input of the simulator is the Nout traffic information, defined in
text format in filetraffic.txt, which is read during simulation. Data packetscaeated by
the simulator according to the traffic descriptianthis file. Finally, status information
and measurement data are written indbgout.txtfile.

Routers, links and IPs are each modeled by a dedickava class; their main char-
acteristics are presented hereatfter.

The NoCswitch model getworkswitchlava class) is based on a three-stage pipeline
corresponding to an input/output buffering scheaseshown in Fig. 4-19.a. The three
stages correspond to input buffering, routing/aatibn, and output buffering operations,
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respectively. In cases where the NoC uses switalitesless or more than three stages,
the switch model can be modified accordingly bytiadithenetworkswitclclass.

Switches and IPs exchange data thropgtis (as depicted in Fig. 4-19.b, which are
unidirectional in the current implementation. Thember of ports depends on the
particular NoC topology and is definedtopology.xminput file.

t 1

port 1 port 2
(out) (in)

port 8 I l port 3

(in) hd hd (out)
ROUTING
port 7 = = port 4 ==

(out) I l (in)

port 6 port 5
(in) (out)

[

a. NoC switch model b.,IBwitches and links connected in a NoC

Fig. 4-19 NoC switch model and NoC based system exgle

Each switch has a number of virtual channels thathe set by the user. The capa-
bility of each virtual channel (in terms of numhérflits it can store) can also be set by
the user.

Each NoClink connects two router ports or a router port andPaport. In the cur-
rent implementation, all links are unidirectionbr bidirectional communication, a pair
of links in opposite directions must be instantiateThe latency (in number of cycles)
along the link can be set by the user. The defekltatency value is one.

The NoC-based system’s functional nodes | are modeled with respect to their
communication interfaces (Fig. 4-20). They serve tain purposes:

- Extract messages from the traffic input fiteaffic.txt) and place them into their

internal communication queues, whose size is usefigurable.

- Inject/extract data flits to/from their output/irtquorts.

out
traffic.txt PE‘ céJ
=
FIFO e
communication _ L
gueue n 3
port == ©

IP

Fig. 4-20 IP model and traffic injection

Messages are moved from the traffic input file itie IP internal communication
gueue in one simulated clock cycle. From therea dabves into the output port of the
IP, one flit per simulated cycle (if free spacesexin the IP output buffers).

4.6.1.2Application and C&R Implementation

Theapplication consists in several tasks; each task is seendsaditraffic generator and
a traffic sink. Considering the traffic generatanétionality, each task injects messages
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of a given length, with a given frequency. The ohedion of the message is usually
randomly chosen among the other tasks. With thasgngeters, uniform traffic patterns
are generated. The traffic sink part consists enrtteipt of the messages destinated to
the respective task. In this application model,dependencies are considered between
the sending of a message and the receipt of otlemsages. Similarly, there are no
dependencies between the receipts of messagedfffament sources. Considering this
application model, the role of the NoC is to enghia all messages injected reach their
intended destinations.

Theinput traffic is implemented using the file that contains alssages injected in
the NoC by all tasks, in a chronological ordeaffic.txt). We call this fileinput file. The
messages that are received representulygut traffic and are flushed in asutput file
A readerfrom the input file is implemented for each ta8ker the rollback, the reader
repositions to the next message after the rollldckpoint. In order to validate the
correct operation of the NoC (i.e. all messageshréa their intended destinations), the
input traffic must be identical with the outputffig i.e. all messages sent must be
received in the same order they were sent, betwaeh source-destination pair. After
the simulation is completed, the input and the oufie are analyzed and compared, as
explained hereafter. In the output file, only thessages from the same source are
ordered; message from different sources can hadéfexent order than in the input
traffic file. For the comparison of input and outpiles, messages from each source to
each destination, in chronological order, are idiedt and written in an intermediary
file. Such an intermediary file is created for batle input and the output traffic files.
Then, considering the same order for the sourcerdéi®n pairs, the two intermediary
files must be identical if all messages injecteathed their respective destinations.

The pointer of each task in the input file keepgkrof the sent messages. Because
of eventual rollbacks, a message can be sent $éwvees. However, at the receiver, only
the most recent version of the message must bedeved. In the following paragraphs
we detail the implementation of this feature fothbthe coordinated and the uncoordi-
nated checkpoint approaches.

* In the case of theoordinated checkpointing a list of messages received since
the previous checkpoint is maintained at each ndfleen a global checkpoint is taken,
the list of the received messages can be flushdeteoutput file. Indeed, if a failure
occurs from this moment on, the task will rollbattk this checkpoint and thus, the
received messages will not be received in the éutlinis happens because their sending
moment is before the checkpoint of the sender (ofilse they would be early messages)
and the sender will also never rollback at any po&fore this checkpoint.

* In the case of thencoordinated checkpoint a list of messages received since
the previous local checkpoint is also kept for eadk. However, they can be flushed in
the output file only when they are certainly befar@irtual recovery line. This can be
established after computing a recovery line, eithiéer a failure or upon a garbage
collection process. More exactly, the list of reeel messages since the previous check-
point can be flushed on the output file when theckpoint is deleted or it belongs to a
recovery line.

After rollback, each task must resume its execution from thevesgocheckpoint;

I.e. it resumes its message injection starting Withnext message after the last one sent
on the checkpointing moment. Concerning the futnessages sent before the rollback
took place, they are discarded.

The checkpoint and rollback protocols we develogexlindependent of thaap-
ping of the application tasks on PE. Thus, severalstasin be executed on the same
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node. However, all simulations consider the sampping: one-task-on-each-PE. This
mapping is considered to evaluate the worst casteofprotocol impact on the NoC
performance. This way, the any-to-any task comnaiti@n involves the NoC for any
pair of tasks. Besides, tasks sharing PEs are ipedah their communication with tasks
on other PEs, as the access to the NoC is alsedhiloreover, the local managing
overhead of several tasks on the same PE can bee@n

Messages from a source to a destination must beedsd to the destination in the
same order they were sent. This requirement isrebdeby the XY routing, as all
messages from one PE to another follow the sante.rblowever, to comply also with
routing policies that do not respect the in-ordelivery of messages, messages from a
source to a destination are indexed and buffermgsage reorderingare implemented
at the receiver.

4.6.2Simulation Results

The simulator presented in subsection 4.6.1 is tmethe simulations presented in this
chapter. The NoC topologies used are direct-coedetieshes and the routing policy is
XY. A task is mapped on each PE and the RMU taakesha PE with one of the applica-
tion tasks. The traffic injected is uniform; itnseasured in messages/cycle/task and each
message has a constant length of 64 bytes. Howdifferent message granularity could
also be considered. In this subsection, the temassageand packetare used inter-
changeably, as each message is formed of a simglee to reduce the exploration
space.

4.6.2.1Blocking and Non-blocking Protocol

This section presents the results obtained by sitioul using the blocking and non-
blocking coordinated checkpointing protocol, undiferent traffic loads and failure
rates. All simulations are run on a 4x4 mesh dioecinected NoC.

The first results evaluate the average checkpairdittbn and overhead (Fig. 4-21)
for the blocking and non-blocking approaches, atersng different uniform traffic
loads, from a very light one to one approachingnia&imum throughput of the NoC.
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Fig. 4-21 Checkpoint duration and overhead for B-NBCC

We observe from Fig. 4-21.a that for very low ti@fbads, the checkpoint durations
of the blocking and non-blocking approaches are@pmately the same. However, as
the traffic load increases, the checkpoint duratiothe non-blocking case significantly
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increases (the diamond-marked curve). In the blarkiase (the square-marked curve),
the checkpoint duration presents only a slightaase. This is explained by the existence
or non-existence of the application traffic in tN@C. In the non-blocking case, the
recovery traffic is significantly delayed by thepdipation traffic. In the blocking case, as
the application traffic is stopped, recovery t@fs not significantly delayed. However,
the amount of application messages that flow thincing NoC when the blocking starts
is proportional to the traffic load, which explaitie slight checkpoint duration increase
with the traffic load in the blocking approach.

Fig. 4-21.b depicts the checkpoint overhead instimae scenarios. The same signifi-
cant ascending trend with the traffic load increeae be noticed for the non-blocking
approach.

As the traffic load and the checkpoint durationréase, the probability of late mes-
sages becomes more significant, which explaingnitrease of the checkpoint overhead.
On the other hand, the blocking approach keep®vieehead at very reasonable limits
when compared to lower traffic load situations.

The checkpoint overhead analyzed here refers tarttmint of memory occupied by
a checkpoint of a task, measured in bytes. It oetuthe task state and the message log.
The state of each task depends on the task itselfree way it is implemented (at the OS
level or at the application level). When done & @S level, the state takes more space,
as all the necessary information is saved, but doésequire the programmer interven-
tion. When done at the application level, the paogmer is aware of the checkpointing
mechanism and can establish points where the chatkgquires smaller memory to be
stored. In our estimation we considered a fixed @mof the task state for all tasks (140
bytes in our simulations). The message log siz®msputed by summing up the sizes of
the messages actually logged and the sizes ohtbarmation necessary for their man-
agement (message id, size, source, arrival tintsrarumber etc.).

The next experiment studies the latency inducethénapplication execution. The
latency performance is evaluated relative to tlealidase when there are no failures and
no checkpoints are taken. Two traffic loads areswmmwred: 0.01 and 0.03 mes-
sages/cycle/task (Fig. 4-22 and Fig. 4-23, respelgdi and different failure rates.
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Fig. 4-22 Application execution latency for B-NB CG traffic load of 0.01 (messages/cycle/task)

Normally, the application execution is delayedhe blocking approach as the ap-
plication is blocked during checkpointing phasdsisican be observed for relatively low
failure rates (the failure rate is expressed in Ipemnof failures/cycle/task). However, for
higher failure rates, we can observe (Fig. 4-2thb, intersection point zoom) that the
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blocking approach induces smaller latency thamtieblocking one (intersection point
at 7E-4 failures/cycle/task).

Moreover, the non-blocking approach becomes ing¥edor higher failure rates,
which is not the case for the blocking one. In fastthe checkpointing duration is larger
in the non-blocking case than in the blocking dhe,time interval between two succes-
sive failures is not long enough to take a new blmaking checkpoint, for higher failure
rates. Thus, in the non-blocking approach, the godity to rollback to the same old
checkpoint increases. In consequnce, parts of pipdication are re-executed several
times, which leads to extremely high latency pegnalt

For a three times higher traffic load (Fig. 4-2arad b), the same trend is main-
tained, but the intersection point between the @yproaches occurs for a lower value of
the failure rate (3E-4 — see right side of Fig.3}:2
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Fig. 4-23 Application execution latency for B-NB CG traffic load of 0.03 (messages/cycle/task)

This is due to the fact that the difference betwiencheckpointing duration of the
blocking and non-blocking approaches is largerhigher traffic loads (as seen in Fig.
4-21).

Thus, if the expected failure rate is between the traffic intersection points, dif-
ferent approaches (blocking/non-blocking) are peddfie for different traffic loads.

4.6.2.2Scalability Improvements

This section presents simulation results that tiiie two scalability improvements
applied to the coordinated checkpointing: one atlotocol level, aiming at reducing
the number of broadcasts, and the smart broadcast.

The XY routing algorithm is used as a baseline levtiie smart broadcast presented
in section 4.5.2 is used as the improved broad&sst.used for simulations uniform
traffics with a constant rate of message injectmrevery task (0.005/cycle).

Several mesh sizes (4, 16, 64 and 256 nodes) edldC system were simulated, as
illustrated in Fig. 4-24.
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Fig. 4-24 Different sizes of NoC meshes used fonsilations

Simulation results are presented in Fig. 4-25 aigd 426. The checkpoint latency
for the four different sizes for the NoC-based sists presented in Fig. 4-25.
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Fig. 4-25 Scalability improvement of global checkpiat duration

The diamond-marked curve represents the checkfaigricy for the checkpointing
protocol with no optimization, using a classic XYobdcasting. The square-marked
curve represents the case when the number of lastdis reduced in favor of the more
centralized synchronization. The checkpoint latewbgn the smart broadcast method is
applied is depicted by the triangle-marked curve. Mgte that the overhead of executing
a checkpoint can be significantly reduced (withtomne order of magnitude in case of
large systems) when less synchronization messageseguired to implement the
checkpointing protocol and the broadcasts are apsith
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Fig. 4-26 Scalability improvement of local checkpoit message log size (bytes)
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The size of memory occupied by the log of late rages was also measured. In Fig.
4-26 the message log size for a task is presefdedhe same three checkpointing
method implementations as those used for Fig. 4ARS5important reduction of several
orders of magnitude of the log memory can be oleskm Fig. 4-26 when using the
optimized implementations. As the checkpoint lajemiecreases, the probability to
receive a message from the previous epoch alseass. This explains the decrease of
log size with the decrease of the checkpoint Iatenc

Simulation results indicate that the relative im@ment in terms of latency and
memory overhead becomes more significant as thebauwof PEs increases, effectively
enhancing the scalability of the recovery mechanism

4.6.2.3Uncoordinated vs. Coordinated Checkpointing

The number of checkpoints stored on stable stoaag@my moment is higher in the UC
than in the CC protocol. This is because CC savestable storage up to two local
checkpoints, while UC needs at least two checkppintorder to ensure the advance of
the recovery line.

With the following simulations, we perform a comigan between the two recovery
methods considering the necessary memory for desafgckpoint (the task state and the
corresponding message log and dependencies). Tdragevcheckpoint memory over-
head was measured using three traffic loads, asrshioFig. 4-27. The simulations were
run on a 4x4 direct NoC.
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Fig. 4-27 CC vs. UC: Memory overhead per checkpoint

Considering the same application (having the saaféc pattern), UC needs more
memory than CC. UC logs during a checkpoint all sagses received by the task since
the previous checkpoint, while the CC approach logly late messages. As the task
state is constant for the two methods, the siza ofieckpoint depends on the message
log size.

As it can be seen in Fig. 4-27, the size of a cpeitk also increases with the traffic.
Since the checkpointing frequency is the same locases, this increase is directly
determined by the increase with the traffic of thenber of received messages, and
respectively, of late messages (for the coordinebtetkpointing).

The coordinated checkpointing synchronization isgeened in the same way, inde-
pendently of the traffic. Nevertheless, higherfitcaibads can lead to an increase of the
checkpointing period, as it can be seen in Fig84V¥e also measured the checkpointing
period of the CC using all-to-all markers. When eamed to it, a reduction of the
checkpointing period is obtained for higher trafbads (0.03 and 0.06) by using central-
ized markers (series CC). Thus, the scalability roupment at the protocol level
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provides better scaling also with the traffic loadt only with the NoC size (as shown in
the previous results).
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Fig. 4-28 Coordinated checkpointing duration for dfferent traffic loads

A significant increase of the traffic load (relatedthe maximum throughput of the
network) delays the synchronization messages ilNth@, increasing the checkpointing
duration. Thus, the increase of the traffic incesathe probability of late messages also
by increasing the checkpointing duration. In therdmated checkpointing approach, a
new checkpointing phase begins only after the pressone has ended. Therefore, longer
checkpointing durations determine the reductiothef number of checkpoints that can
be performed in a given interval of time.

However, in order to be effective, a rollback remgvmethod must assure the exis-
tence of at least one recovery line between twaessive failures. Therefore, the
checkpoint frequency must be set according to ttEeded failure rate. In the next
experiment the effectiveness of both methods idyaed versus the expected failure
rate.

A traffic of 0.01 sent messages/cycle/task is abergid. Fig. 4-29.a depicts the ap-
plication latency measured for the two rollbackoreary approaches, for different failure
rates.
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Fig. 4-29 CC vs. UC: Application latency

For lower failure rates, the coordinated checkpogitmethod has lower latency.
Moreover, it is preferable in practice becausetsfsimplicity and also to its smaller
overhead. However, as the failure rate increabescdordinated checkpointing approach
becomes more and more ineffective. This happens dikires occur more often than
the checkpointing duration. Therefore, a new chetkpcan not be established during
the failure-free period. In these cases, rollbaaies always performed to the same old
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recovery line and the execution of the applicatioes not advance. The uncoordinated
checkpointing becomes relevant for higher failuaées because of its ability to set
incremental recovery lines from individual checkpsi The cross point between the two
curves occurs for 1E-3 failures/cycle.

The same experiment is performed using a six tinmgiser traffic load, as shown in
Fig. 4-29.b. In this case, the same trend is oleskfar the two recovery methods la-
tency. Unlike in the previous comparison, the crogst between the UC and CC curves
occurs for a more than one order of magnitude smtlllure rate. This can be explained
by the increase of the coordinated checkpointingtien with the traffic load, as seen
earlier.

The simulations show that the coordinated checkpmjmethod is more efficient
than the uncoordinated one for lower failure ratess also preferable because of its
smaller overhead, especially for higher trafficdsaHowever, if the failure rate in-
creases, the coordinated checkpointing becomededatiee. In these cases, the
uncoordinated checkpointing combined with messaggihg becomes relevant, despite
its significantly higher overhead. Moreover, thdéeefiveness cross point of the two
rollback recovery methods occurs much earlier agrtffic load increases.

4.6.2.4Partition Configurations

This section presents the results obtained by sitimul for the partition configuration
presented in section 4.5.1, under different traffigds, failure rates and NoC partition
sizes. The results presented here use the coadicheckpointing protocol presented in
Fig. 4-14. Nevertheless, the partition configunatapproach can also be applied to the
uncoordinated checkpointing. The same coordinaketkpointing protocol is used for
partitions in either the shared or multiple RMU figuarations. The performance of the
two recovery configurations is evaluated relativghe configuration with no partition-
ing, calledsimple RMU

The first results are obtained by simulations ofixd mesh NoC. The checkpoint
overhead and duration are represented in Fig. A3tiform traffic load of 0.01 sent
messages/cycle/task is used.

Significantly smaller checkpoint overhead and dorat(Fig. 4-30) are obtained
when the checkpointing is executed per individuatipon (shared RMU and multiple
RMUSs). This occurs because the number of late gessdecreases with the number of
tasks participating to the global checkpointing, thoee same traffic load. Shorter check-
pointing durations also contribute in reducing ldte message probability of occurrence.
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Fig. 4-30 Checkpoint overhead and duration for diféerent RMU configurations
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The checkpoint overhead of the shared RMU configumas comparable to the case
when multiple RMUs are used. Thus, the shared RMtibo can successfully replace
(at a lower cost) the multiple RMUs when memoryrbead is a limiting requirement.

The checkpoint duration influences the applicateerall latency and can impede
the execution advancement when the failure occoergeriod becomes comparable with
the checkpoint duration. In Fig. 4-31 the execut@ency of the tasks running on the
same NoC-based system is represented as a futtiba failure rate. The failure rate is
expressed as failures/cycle/node.
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Fig. 4-31 Execution latency for different RMU confgurations

As the failure rate increases, the simple RMU apiition becomes ineffective be-
cause of its high checkpointing duration. The oth&o optimized configurations
maintain a lower latency for higher failure ratBsth the shared RMU and the multiple
RMU configurations significantly enhance the systesnovery capabilities for higher
failure rates. In the considered case (4x4 mekb)performance of the shared RMU case
is comparable to the case of multiple RMUs, inespitits lower cost.

With the following simulation we analyze the traffoad influence on the optimized
RMU configurations. The checkpoint durations foe tthree RMU configurations are
presented in Fig. 4-32.a, considering three traffi@ds (0.01, 0.03, and 0.06 mes-
sages/cycle/task).

For the considered traffic loads, the most effecis the multiple RMU configura-
tion, followed by the shared RMU one. Neverthelefss, higher traffic rates, the
performance difference between multiple RMUs arateth RMU slightly increases. We
also represented the number of checkpoints thabedaken in a given period of time, in
Fig. 4-32.b. It can be observed that it decreas#s the increase of the checkpointing
duration.
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Fig. 4-32 Checkpointing parameters for different taffic loads and RMU configurations
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For very high traffic loads, the checkpointing dioa increases significantly and
the number of checkpoints decreases, therefor@vheall execution latency increases
faster when the failure rate increases. Consequetttt simple RMU configuration
becomes ineffective for lower failure rates thathe case of lower traffic loads. Thus,
the optimized RMU configurations are even more rééée for the applications having
higher traffic loads.

Using the following simulations, we analyze the aopof the NoC size on the
checkpointing duration for different RMU configuiatis. For doing this, we consider
PEs partitions of the same size (2x2 PEs), but dlo@ size four times larger, an 8x8
NoC, as represented in Fig. 4-33.a.

¢ communication N
“7  partition super partition

ﬁ#ﬁﬂlﬂiﬂﬂ!ﬁ
i

a. Slmple 2x2tpiens b. Super partitions
Fig. 4-33 8x8 mesh NoC with 2x2 partitions

Sixteen RMUs are necessary for the multiple RMUfigomation. As a solution for
reducing this high extra cost without a significaetformance reduction, several shared
RMUs can be used. The NoC partitions can be groupedper partitions, as shown in
Fig. 4-33.b, each handled by a shared RMU. Thuly, fmur RMUs instead of sixteen
are necessary. The checkpointing durations obtausety the four recovery configura-
tions are represented in Fig. 4-34.

We notice that the shared RMU configuration redubescheckpointing duration to
about 44% compared to the simple RMU configurattaee. When compared with the
4x4 NoC case (with the same traffic load), we capreciate that the shared RMU
maintains its capability of reducing the checkpoigtduration to more than a half. As a
conclusion, the shared RMU approach scales atdsastll as the simple RMU.
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Fig. 4-34 Checkpointing duration for 8x8 NoC with dfferent RMU configurations

When the multiple RMU strategy is employed, a mionportant reduction is ob-
served (5%) when compared to the 4x4 NoC (24%Fspeb). In fact, the performance
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obtained by the multiple RMU configuration when qmared to the simple RMU case
strongly depends on the ratio between the partgipa and the NoC size (1/4 for the 4x4
NoC and 1/16 for the 8x8 NoC). However, this impattreduction is obtained at the
cost of several RMUs (one for each partition).

As for the multiple shared RMU configuration, therformance is about 9% of the
simple RMU configuration. The performance losshewt 4% with the costs reduced to
a quarter, when compared to the multiple RMUs gumétion.

Note that in practice it is not necessary thatdb@municating tasks are mapped on
neighboring PEs or that the partitions are regolahave the same size. Moreover,
different combinations of the proposed recoveryfigomations can be used for different
NoC partitions, depending on the application spexif

4.6.3Limitations

There are two main limitations in the model we weleich are in fact due to the general-
ity of the model: one concerns the application nh@ohel the other one the checkpoint
moment.

The application model is limited because no synoizadions among tasks are con-
sidered. The model can be enhanced consideringathaéssage can not be sent before
the receipt of other messages, for instance. Immdel, the moment of message sending
is modeled, but there are no restrictions concgriire message receipt moment. The
model can be restricted by imposing also the messageipt moment; thus, the task
blocks until it receives the specified messagé#hef latter has not already arrived at the
node. However, imposing more restrictions aboutagglication restrains its generality.
On the other hand, for each specific applicatioaramestrictions increase the simulation
accuracy.

The second limitation regards the moment when kieekpoint can be taken. In the
current model, a checkpoint can be taken at ang,tiat pseudo-regular established
moments in the case of uncoordinated checkpointamgl at RMU requests for the
coordinated checkpointing. This assumption is s#ialiwhen a general checkpoint can
be done, for example at OS level. It correspond$heocase when the application state
content can be well delimited at any moment andi#s is small. If this is not the case,
the checkpoint must be done at the applicationllevieich implies the contribution of
the programmer. In this case, only well establispeiits can be used to save the appli-
cation state; outside these points, there is noagee that the state can be completely
saved (for instance, a heap zone can be tempollapated between two checkpoints)
or, if it can, the state size can have great flattus from one checkpoint to another. In
such a case, as the checkpoint can not be taketimm@yat once, the protocols must be
adjusted (i.e. the early messages can not be aljoidlgotential solution is presented in
[BMPSO03], where non-deterministic events that ieflce early messages are logged and
replayed at sender. Adding restrictions about theckpointing moments adds more
variables to the exploration space. However, thegtrbe present when special applica-
tions are targeted and the checkpoint can notkemtat the OS/middleware level.

4.7 Conclusions

This chapter presents the effectiveness vs. costefms of overhead and latency) of
checkpoint and rollback recovery protocols andrtirapact on the NoC performance.
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Two main types of protocols were developed (uncoatéd and coordinated check-
pointing) and scalability improvements were apptiedhem.

Concerning the coordinated checkpointing protoae ,developed a protocol allow-
ing both blocking and non-blocking modes, which bandynamically set, depending on
the actual traffic load and expected failure rétso, the protocol allows performing the
same global checkpoint with subsets of tasks bimckheir normal execution and the
others, not. This feature is very useful when legfeneous tasks (in terms of QoS and
data integrity requirements) share the NoC. Thia realistic case in NoC many core
mobile and multimedia system, where certain tadisulsl not be blocked as they
perform real time computation, while others mayuinslight blocking especially for
entertainement applications.

A second flavor of the coordinated checkpointingtpcol was also developed,
which improves its scalability by reducing the nnlof broadcasts. It maintains the
same B-NB features as the first one.

A comparison between the uncoordinated and codetineheckpointing protocols
in terms of efficiency and cost was performed. Gunulations show that the coordi-
nated checkpointing method is more efficient tHauncoordinated one under “normal”
conditions of operation (i.e. low failure rates)dais preferable because of its smaller
overhead, especially for high traffic loads. Howeuwender hard conditions (i.e. very
high failure rate), the coordinated checkpointirgdimes ineffective. In these cases, the
uncoordinated checkpointing combined with messaggihg becomes relevant, despite
its significantly higher overhead. The effectivemegoss point of the two rollback
recovery methods occurs much earlier as the triaféid increases.

We presented different configurations of the NoCowery management units
(RMUs) for improving the rollback recovery lateneand overhead. The proposed
recovery configurations exploit the localizationtddffic in NoC systems. We analyzed
these configurations under different traffic loaasd failure rates and compared their
effectiveness and costs. It results that the shaidt approach is almost as efficient as
the multiple RMU one, but more cost-effective.

A smart broadcast is proposed for use in the ch@nkpnd rollback recovery proto-
cols. Its contribution in reducing the overall sigranization duration was estimated for
the coordinated checkpointing. We presented resldtained by simulation on mesh
NoCs of different sizes, which show a significaetiuction of both the checkpoint
latency and the recovery memory size overhead whig the smart broadcast.
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T his chapter presents a Reconfigurable Inter-Layarting Mechanism
(called RILM) for 3D NoCs. As exposed in the seodmapter of this
thesis, 3D NoCs with partial vertical connectivéye preffered, with each layer
topology being different. These irregularities & 8loCs are taken into account
by RILM, while much optimized 2D routing algoritharg used in each layer of
the stack. We prove that RILM is fault-tolerant.aadition, if 2D routing algo-
rithm in each layer is fault-tolerant, routing fattblerance is achieved for the
entire layer stack.

First, we state on assumptions about: 2D and 3Dkogy, 2D routing poli-
cies in each layer and NoC element failures. Tthga, 3D routing algorithm
composed using RILM is presented. The next seaxpese the initial configura-
tion and the reconfiguration of RILM, both for tharticular case of undirected-
graph topologies and for the general case of migexph topologies. RILM
builds vertical node trees (VNTSs) that are usedrémonfigurations. Simulation
results show the reconfiguration effectiveness. iffifgact on routing latency of

topology and traffic patterns is also analyzed.
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5.1 3D NoC Model and Assumptions

We consider a 3D NoC composed of several layersamind by vertical links that
respects the following assumptions. Note that tleasemptions held in the case of node
or link failures that may occur. In the network tiag context, bynodeswe denote the
routers.

A5-1. Between each two adjacent layers, there adeast two non-faulty vertical
links (one for each direction) connecting non-fauibdes at both ends, i.e. the stack of
layers is not partitioned.

A5-2. All non-faulty nodes in the same layer aract@ble from one another, by
non-faulty links, i.e. the layer is not partitionethe 2D routing algorithm of the layer
can find such a path, if it exists; otherwise, ldnger is considered as partitioned.

AssumptionsA5-1 and A5-2 can be back-annotated with realistic data abowgrtay
and stack connectivity and with realistic failunelpability that has to be computed for
particular architectures.

A5-3. The routing of each 2D layer is deadlock-{i2894] [CA95]

A5-4. In case of non-faulty links and nodes aldmg rioute, messages between any
two non-faulty nodes are delivered to the destorain a predicted maximum time.

In case of failures, we assume that:

A5-5. Nodes and links are fail-silefALRLO4]. A fail-silent component is a per-
fectly self-checking component that, as soon asirteynal fault is activated, inhibits all
outputs and ceases to provide any service.

A5-6. All non-faulty neighbors of a failed node areare of the failure?lI’'m alive”
messages can be used to detected node failuregiohdtidetection and diagnosis steps
are necessary to detect link failures [ANO5].

A5-7. Both end nodes connected through a faildddne aware of the link failure.

A5-8. The routing algorithm in each 2D layer isltatolerant.

Observation RILM can also be used with non-fault-tolerant &itings, while still tolerat-
ing vertical link failures and ensuring the recgofiation of inter-layer routes. However, for
achieving a fault-tolerant routing for the entir® 3tack, 2D fault-tolerant algorithms are
necessary.

Note that no assumption is made about the topotdgihe 2D layers in the 3D
stack. They can have any regular or irregular gl as long as their routing algorithm
complies with assumptioA5-8 Besides, the fault-tolerant capability of the thog of
each layer must be sufficient to the expected faihate; as an extreme (an idealistic)
example, if no failures can occur in one layer, tbgpective 2D routing could be non
fault-tolerant at all, without affecting the ovdriult-tolerance capability.

5.2 3D Routing with RILM
5.2.1Routing Algorithm

The basic idea of the 3D routing algorithm usind.Mlis to move a message to the
destination layer first (if not already there), th®ute it in this layer, to the destination
node. To reach the destination layer, the messagp span through other layers, called
intermediarylayers. To leave an intermediary layer for thetrame, the message may
need to move first inside the current layer in orereach a vertical node that has an
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output port to the next layer. For intra-layer rogs, the routing algorithm of the current
2D layer is used.

The 3D global routing algorithm is presented in @gighm 5-1. We denote the
source and the destination of a messag® &rydD, respectively, and the current node by
C. By z we denote the vertical dimension; the index ofldy@r a nodeéN belongs to is
denoted byy. We denote by+ro/Vrom a vertical (or 3D) node that has output/input ports
to/from vertical links. If the direction is spe@fl, the vertical node is denoted Moy,
Vropbown Vrromup VErompbown FOr example, in Fig. 5-1, node 1VWgopown @and node 13 is
both Vromup and Verompown NOde V1o in the 3D routing algorithm is determined in a
specific way that is detailed in section 5.3.

Algorithm 5-1. 3D Routing — Global View

1: while z p<>Z ¢

2: ifz p upper of z c
3: then V o=V ToUp
4. elseV 7o =V Tobown
5. endif

6: 2D routing to V To
7: Move to the next layer

8: end while

9: 2D routing to D

Let's see the routing algorithm executed by a noupeon the receipt of a message
header (Algorithm 5-2). The decision about theigaltnodeVr, to be used in each layer
depends on the arrival node in the respective lajkis node becomes the message
source in the layer, noted IS8/p. A supplementary field is added to those alreasidu
for the 2D routing implementation, namddgp, which designates the destination of the
message in the current lay®,p, changes in each layer 8ip and is either a vertical
node or the final destination (lines 1-11). Inigahnd just before moving to a new layer
(lines 16-23),D,p is set to null (line 17), indicating that the adtwalue has to be set.
When the message reaches the final destinatisddlivered to the respective IP (lines
12-15).

Algorithm 5-2. 3D Routing — Algorithm Executed byRauter
1:ifD  ,p=null

2. ifz D=2 ¢

3. D p»=D

4: else

5. ifz p<Z ¢

6: D 2=V Toup
7. else

8: D 20=V Tobown
9: endif

10: end if

11: 2D routeto D 2D
12: else

13: ifD oD = C

14: ifz D=2 ¢
15: Deliver to local IP
16: else

17: D oD = null
18: if z p<Z ¢
19: Route to up

20: else

21: Route to down
22: end if
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23: endif

24: else

25. 2D routeto D 2D
26: end if

27: end if

Note that a 3D node may not necessarily have baditkaowards upper layer and
another one towards lower layer. Therefore, twdicarnodes must be known by each
node in the 3D NoC, one for each vertical directddfu, andVropown A single vertical
node is enough for the uppermost and lowest lagéthe stack. The wayro.up, and
Vropownare determined is detailed in the following settio

5.2.23D Routing Example

In Fig. 5-1, a 3D routing example using the aldomtpresented above is depicted.
Suppose that the source of the message is nodel&yerrL, and the destination is node
12 in layerLo. Let’'s assume some nodes and links are faultyltyfraades are marked in
dark (8, 24 and 31) and faulty links are markedwies.

Lo

L

S 34|

Fig. 5-1 3D NoC Routing Example

The route is determined according to the proposatng algorithm. First, the rout-
ing mechanism must route the message towards gtmalgon layerL,, i.e. upwards. At
the beginningDyp is null, therefore the direction is decided foe tfirst time at the
source node, 34. Since 0 <2 € zc), aVtoup NOde must be used. Node 34 is a node that
belongs to this category. Normally, the messaget mesouted to th&r,y, node, by
using the 2D routing algorithm of the current layler. But in this case, the message is
already in node 34. Anyway, the routing algoritheneecuted again at node 34. This
time, Dop = C, that is to say the message has reached a vemnbda for this vertical
direction. As this is not the final destinatidyp becomes null (for the next layer). Since
the direction is up, the message will be routedaimode 23, in laydr;.

To move to layeL,, the vertical node 14 (the closest one, in thse#s used; there-
fore Dyp is set to 14. To reach node 14, the 2D routingrétlgm is used in layet;; thus
the message passes through nodes 18 and 19. FdmnlApthe message moves in layer
Lo and reaches node 2. Before moving to ldyemD,p is set to null. At node 2, as the
message is already in the destination layger=(zc), the 2D destination of the message
becomes the final destinatioDzp = 12. By using the 2D routing in layks, node 12 is
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reached, passing through nodes: 3, 7 and 11. ¥irlhode 12, the message is delivered
to the local IP.

To summarize this routing exampl&f andD,p) in each layer are: (34, 34) in,
(23, 14) inL4, and (2, 12) ino. The nodes the route passes by are marked withodids
(Fig. 5-1): 34, 23, 18, 19, 14, 2,3, 7,11 and 12.

5.2.33D Routing Correctness

Let’s prove the correctness of the 3D routing atpar, for any topology, layer size and
layer stack size, as long as the assumptions isysEm model are met. Since the 3D
routing algorithm is obtained by 2D routing algbnits composed using RILM, its
properties strongly depend on the 2D routing atbariproperties.

Theorem 5-1. a) The 3D routing algorithm is sca¢atdl any number of layers, since
it is composable, by using 2D routing in each lay@r The 3D routing algorithm is
deadlock-free for one packet if all 2D routing algioms used in layers are deadlock-
free. ¢) The 3D routing algorithm is fault-toleraihill 2D algorithms are fault-tolerant.

Proof. The message passes through a numblelagérs, wheré = zs—zp| + 1. This

is a consequence to the fact that the messagertisallg routed only up or only

down; there are no coming backs to the previousiyed layers.

In each layer |, where i =z_,z_, the 2D routing of Lis used. Thus, a number lof

horizontal routes RH} are determined. These horizontal routes are @hmletely
distinct from one another, as they are locatedfferént layers.

The route between layer Bnd the next layer (L4 or L1, depending ifzp < zs or
vice versa) consists in one non-faulty verticaklihis short vertical route, denoted
by RV is deadlock-free and fault-free. The 1 vertical links are distinct; since there
are no coming backs to the same layer, so it i9gsiple to use again a vertical link
that is already used in the same route.

The complete8D route (3DR) followed by the message is obtained by chainimg t
{RH} and the RV} routes. They are all completely distinct. If §RH} are also
deadlock-free3DR is deadlock-free. If all RH} are also fault-free3DR is fault-
free. (Q.E.D.)

Theorem 5-D) states that a single packet (consisting of ipielflits) will not cause
dealock either within a single layer or across ipldtlayers. The case dfeadlocksof
several packets (or messages, if formed of a sip@bket) is discussed in the following
paragraphs.

The routing in 2D is ensured by the 2D routing alyon of the layer, which is
deadlock-free, according to assumptiéb-3 Therefore, no deadlock occurs in 2D
between intra-layer messages. Inter-layer messhegkave like 2D messages in one
particular layer. Besides, an inter-layer messaggsgs through one layer only once,
according to the 3D routing algorithm. Therefore,supplementary channel dependen-
cies can be created between an intra-layer andtanlayer message. In consequence,
deadlocks in such cases are treated by the 2Dngputi the layer of the intra-layer
message.

Regarding inter-layer messages that go in the sameal direction, deadlocks in
2D layers are also treated by the 2D routing ohdayer. New dependencies can be
created at next layers, but this implies that thevipus deadlock has already been
solved. Thus, each deadlock is treated in its 2f@rlalnter-layer messages use also
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common vertical links, but since these messagesrneturn, cyclic vertical dependen-
cies can not occur.

On the other hand, deadlocks can occur betweenlayer messages that go in op-
posite vertical directions, independently of the &ibting policies in 2D layers. Such
deadlocks are created by channel dependenciesecstdm the routing of inter-layer
messages that go up and those that go down. Sdepeadency is depicted in Fig. 5-2.a.
An inter-layer message Mhat goes to an upper layer can follow for exampilate k,
vertical link uy, and route ;. An inter-layer message Mhat goes to a lower layer can
follow: route hiq, vertical link d, and route h(for the horizontal routes, only parts of
them could be considered). If common parts of ®muieand k., are used by both
messages (Mand M), a deadlock occurs.

" __ h o h. U
i LT S 7] Li+1 f:’—:""“:zilzrg:::::g
A X hi+1
ul di Ui dl
] e . Yo7 !
o L
a. Cyclic channel dependency b. Avoid deadlocks by virtual networks in 2D

Fig. 5-2 Deadlock of inter-layer messages in opptsidirections

In order to avoid such situations, two distinctwél networks can be used in hori-
zontal layers to break cycles: a virtual networkrfiessages that go up and the other one
for those that go down (Fig. 5-2.b). Horizontaltemiin these virtual networks in layer L
are denoted by;hand K, respectively. Now, Mwill follow: route h", vertical link y,
and route h1". Mg will follow: route h.,% vertical link d, and route fi.

In general, the routes of inter-layer messagesghatp are formed only of {#} and
vertical links to up {i}. The routes of inter-layer messages that go davenformed only
of {h;%} and vertical links to down {@, where i =0,n-1 (n is the number of layers in the
3D stack). Thus, no common virtual channel is sthémginter-layer messages that go in
different vertical directions, avoiding deadlockddions.

Intra-layer messages share the virtual network with of the inter-layer message
types, either with those that go up or with thds® go down, i.e. use {f only or {h;%}
only, where i is the index of the layer. This isspible since no deadlock can occur
between intra-layer messages and inter-layer messag one vertical direction. To
balance the traffic between the two virtual netvgoirk 2D layers, other options for intra-
layer message routing should be explored.

5.3 Assigning Vertical Nodes for Routing with RILM

The 3D routing algorithm presented previously detees a 3D route composed of 2D
routes, by using RILM. One of the most importantisiens in each layer is to determine
the bestnode V1, for inter-layer routing. The best vertical noderédative to many

criteria (hop or geometric distance, congestioma@lthe 2D route, congestions on the
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respective vertical node etc.). A basic algoritlendelectingvr, vertical nodes (denoted
by Vroup @ndVropownin Algorithm 5-1 and Algorithm 5-2) is presentedthis section, for
2D layers with any topology. The second part isickdd to the adaptability feature of
the algorithm, showing how the vertical node assignt can be optimized considering
different criteria.

5.3.1VNT Construction in 2D Layers

The main goal of the VNT (Vertical Node Tree) caustion phase is to initiallgssign

to each node in the layer two vertical nodes ingame layer\{roup and Vyopown, for
inter-layer transfer of messages. The VNT mechamiambe used for assigning vertical
nodes in any regular or irregular 2D topology. Teetical node assignment phase must
be executed at the system initialization phaseifbuay also be re-executed later in case
of higher probability of failures developed durififetime). The process of assigning
vertical nodes is started at vertical nodes andagjw to the other nodes, using a con-
trolled gossiping technique [PGCO06]. Through thisgess, trees rooted in vertical nodes
and calledvertical node treegVNTs) are built. The VNTs resulted are maintained
order to ensure the possibility of local reconfagions (see subsection 5.3.2 and section
5.4).

Two strata of VNTs must be created in each layeahef3D NoC, one for each ver-
tical direction. For simplicity, a single directiors considered in the following
paragraphs, i.e. a single stratum of VNTSs.

Vertical links from one layer are likely to be fewtan the nodes in that layer;
therefore, several nodes will use the same vetiigdal(we say nodes arm@tachedto the
respective vertical link). A VNT contains all nodagached to the root node. The most
economic implementation of a tree is to maintaireath node @ointer to the parent
node.

The messages exchanged for VNT construction andnfigeiration are simply
calledVNT message$-or the VNT construction phase only a type of ViM&ssages is
used, theattach messages, denoted byA They are also calledonnector join mes-
sages.mA messages are sent only to neighbors of a node.chstruction phase is
initiated by vertical nodes, which set themselves/AIT roots and then semdA mes-
sages to their neighbors. Upon the receipt ofrréh message, a node executes the
Algorithm 5-3. Initially, all nodes are in th@J state, i.eunattachedor unconnectedo
any vertical node. After the VNT construction phaske nodes must be in theA state,
i.e. attachedor connectechode in a VNT.

Algorithm 5-3. VNT construction

1: if node.state = nU /1 unattached
2: Connect(node, message)

3: node.state = nA

4: Send mA to node neighbors

5: end if

1: function Connect(node, message)

2: node.root = message.root

3: node.parent = message.source

4: end function

Upon the receipt of A an unattached node will be attached to the muditated
in the message. It joins the same VNT as the messagder, which is one of the current
node neighbors. The sender becomes the paren¢ authnent node and the current node
becomes the child of the sender in the same VNE.Adw attached node, in turn, sends
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mAs to its neighbors. The VNT construction phasefigite process, as once attached to
a VNT, nodes stop sending VNT messages.

Observation To assign a/t, node fiode.rootin Algorithm 5-3) to each node in the layer,
the node.parenis not necessary. However, this fieltb@e.parentis necessary to maintain the
VNTSs, which are used for later reconfigurations.

5.3.1.1VNT Examples

For different topologies, different types of VNTi® @btained, depending on the connec-
tivity of the respective topology. The topology méawve only bidirectional links
between each pair of neighbotsmdirected graphor may also have only unidirectional
links between certain neighbomiked graph We will illustrate VNTSs in both types of

topology.
a) VNTs in 2D Undirected Graph Topologies (bidireabnal links only)

Examples of VNT strata for a single vertical difentare depicted in Fig. 5-3, for
different undirected topologies. Vertical nodes emeircled and nodes in the same VNT
are filled with the same texture. Block arrows pdrom each non-faulty 2D node to its

respective VNT parent; these represent the VNT £dge
AT
I*I i I*I i
%,

' IEiLAI!
Ao ﬂ)}

a. VNTs in ring topology b. VNTs in spiden topology c. VNTSs in torus topology

f

1','_ ¥
it (&

d. VNTs in mesh topology e. VNTs in fede topology  f. VNTs in irregular topology
Fig. 5-3 VNTs in undirected graph topologies

The first three examples (Fig. 5-3.a, b and c) eaesegular topologies with the
same degree of all nodes: 2 for ring, 3 for spidergnd 4 for torus. Therefore, all VNT
nodes will have at most the degree of the respedtipology. The mesh is a particular
case of torus, having the maximum degree of 4dh@iniside nodes) and smaller degrees
for nodes on sides and corners.

Observation The degreeof a node in an undirected graph topology is theler of inci-
dent edges (bidirectional edges). In a mesh, fstaice, the maximum degree of a node is 4.
Nodes on sides have the degree of 3 and thoseriersochave the degree of 2. The degree of a
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VNT node in undirected topologies is at most itgrde in the topology. The number of VNT
children can be up to the node degree (for the \¥didt nodes). Non-root nodes can have a
maximum ofnode degree — ¢hildren (as one edge is used for the connectidhe parent).

In Fig. 5-3.d, a fat-tree topology is considere@c&use of the tree-like topology,
VNTs rooted in nodes closer to the root level f tat-tree spread faster than those
rooted in lower levels. The example in Fig. 5-3égents an irregular topology, where
nodes have different degrees.

Observation Note that the VNT edges (block arrows in Fig.)58 not determine the route
of messages from 2D nodes to 3D nodes. They awm tosmaintain the VNTs. All messages
(both intra- and inter-layer ones) from 2D to 30des are routed using the routing algorithm of
the respective 2D layer. However, for any regulairegular undirected graph topology (as
those depicted in Fig. 5-3), the VNT path from thet to any node in the VNT is bidirectional.
In case of necessity, it could also be used fotimgunter-layer messages to the VNT root. Thus,
2D link and node failures are tolerated by usirgg¥iINTs for 2D routing. However, this can be
done only in intermediary layers, where the defitinas the VNT root, but not in the destination
layer, where the destination is independent ofiN& configuration.

b) VNTSs in 2D Mixed Graph Topologies (bidirectional and unidirectional links)

VNTs are created also in mixed-graph topology, gidime same algorithm presented
above, as long as the assumptidb-2 is met. Examples of VNT configurations in
mixed-graph topologies are shown in Fig. 5-4. Galyng and a mesh with incomplete
set of links are depicted in this figure. In mixg@dyph topologies, the distinction between
VNT paths and the 2D routing paths is more obvitha in undirected graph topolo-
gies, as sometimes the VNT path from a node t¥MM$ root does not even exist (see
the case of node 3 in Fig. 5-4.a).

Observation In mixed-graph topologies, two different degreee definedin-degreeand
out-degree The in-degree refers to the number of incomingesdto the node, while the out-
degree refers to the number of outgoing edges fftmmode. The maximum number of VNT
children in these topologies is limited only by th&-degree of the node (VNT root or not).

a. VNTs in ringptmogy b. VNTs in mesh topology
Fig. 5-4 VNTs in mixed graph topologies

Since there is a lack of bidirectional links, sonoeles make attachments to vertical
nodes that do not ensure an optimal path for rgutiter-layer messages. For instance,
node 3 in the mixed-ring topology (Fig. 5-4.a) ieehed to vertical node 1. To reach it,
inter-layer messages have to follow the clockwiseation from node 3 to node 1 (by
nodes 4, 5, 6, 7, 8, 9, 10, 11 and 12). If themoglity of a path is measured in the
number of hops, then this is obviously not an optipath. Attaching to vertical node 5
would be more convenient for node 3.

Similar cases may also occur in other topologiesh ss the attachment of node 4 in
VNT in Fig. 5-4.b. Joining VNT; would be a better solution from the minimal distan
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point of view. A method that allows more conveniestonnections of nodes in VNTs
(for both undirected and mixed graph topologiegresented in the next subsection.

5.3.1.2VNT Construction Correctness

By executing Algorithm 5-3, all nodes in a non-giamhed layer will be attached to a
vertical node. The following theorem is used tovarthe VNT construction correctness.
Theorem 5-2. If vertical non-faulty nodes to onection exist in one layer, the VNT
stratum for the respective direction covers all @@dh the layer, for any topology of the
layer, if the layer is not partitioned (assumptifh-2). That is to say, after the VNT
construction phase, all nodes will be attached norafaulty vertical link for the respec-
tive direction.
Proof. LetV+, be any vertical node for the considered direcéiod letUy be any 2D
(not vertical) node in the same layer. Accordind\E52 at least one horizontal route
betweenVt, andUy exists. We consider such a route frdfig to Ug and refer it by
RH. LetU, be the first node iRH. U, receives amA from V1, when the VNT algo-
rithm starts. IfU, is not attached, it attaches itself and spreafsmessages to its
neighbors. Thus, amA message reaches alsolg;, the next node in thRH route
from V1, to Up. On the other hand, W, is already attached, the attach message chain
from V1, stops atU,. This means that), has already spreamhA messages to its
neighbors when it has attached, sonaf have already reached,.;, too, as it is a
neighbor ofU,. Thus, in both casedJ{ not attached or already attached),na is
sent fromU, to Un.1. Applying the same reasoning for the following esdn theRH
route fromVy, andUy, anmA has been sent frokd; to Ui.;, wherei = n 1. Thus an

mAis sent fromU; to Uy, so it can attach itself if not already attach&slU, repre-
sents any 2D node in the considered layer, we sthalagg any 2D node of the layer
receives (at least) omeA message, so it can attach itself to a verticabr(QIE.D.).

5.3.20ptimization

In Fig. 5-5 .a, a VNT configuration in a 2D laysrdepicted. Two vertical nodes to the
same direction are present in the layer: node Ghade 15.

a. Initial VNEbnfiguration b. Balanced VNTs
Fig. 5-5 Different VNT balances

In this example, fifteen nodes are attached in YYNWhile only five in VNTs: nodes
1, 2, 3, 5 and 6. This may not be an optimal répamtof the 2D nodes to the 3D nodes
in the layer, especially if the throughputs of tive vertical links are not proportional to
the vertical traffic injected in them. However,ghin real-life systems, several factors can
contribute to uneven repartition of nodes in VNFsr the example in Fig. 5-5 .a, the
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uneven repartition can be due to an earlier sfavtNdI' construction phase by node 15
relatively to node 6 or to congestions around rhde

A weight function added in the VNT algorithm balasdhe VNTs by the selected
criteria. The weight function is also a solutiontt@ non-optimal attach regarding the
routing path length, as presented for mixed-graypologies in subsection 5.3.1.1.b. A
weightis associated to each attachment of a node in g Yfidicating the worthiness of
the respective attachment by the selected criteflibe optimum attachment is that with
the minimum or maximum weight.

The VNT attachment phase can be completed with awghight function, as shown
in Algorithm 5-4 (the lines added in the algorittare highlighted). A supplementary
weight field must be stored at each node.

Algorithm 5-4. VNT construction with weight functio

1: if node.state = nU /] unattached
2: node.weight = message.weight + 1

3: Connect(node, message)

4: node.state = nA

5: Send mA to node neighbors

6:else // attached

7: if (hode.parent = message.source)

8: node.weight = message.weight + 1

9: Send mA to node neighbors

10: else

11: if(message.weight + 1 < node.weight)
12: node.weight = message.weight + 1
13: Connect(node, message)

14; Send mA to node neighbors

15: endif

16: end if

17: end if

1: function Connect(node, message)
2: node.root = message.root

3: node.parent = message.source
4: end function

The connection itself is not modified, but it isnditioned by the relation between
the actual and the potential weights of the nodéhen current and the new possible
VNTS, respectively.

A simple example of a weight function is preserttede — the number of hops from
the VNT root to the current node. It can be comgudeectly at each node, upon the
reception of attach messages, by simply incremerttie parent weight value by one.
The weight of the root node is 0. We implementas fiinction in the simulator, so that
in case of lack of uniform propagation of VNT megess, it will be used to balance the
VNTS.

Fig. 5-5 .b presents the balanced VNTSs resulteaggplying this weight function,
starting from the VNT configuration in Fig. 5-5 M/hen receiving the attach message
from node 6, nodes 7 and 10, already connected\im;}/ disconnect themselves from
VNT 15 and rejoin VNE. This is happening because their weight functiongNTs are
smaller then those in VN¥ (1 hop from node 6 versus 2 hops from node 15eN®3
and 9 also leave VNF and join VNTs (weight is 2 in VNTE and 3 in VNT5). Reconnec-
tions can also be done in the same VNT, but byremngiarent. Regarding the routing or
the traffic balance on vertical nodes, a reconoedin the same VNT presents no inter-
est. However, this can be useful for other purposesh as faster disconnection
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information spreading in the VNT, in the case af@ght function equal to the number
of hops from the root (as the height of the VNmisimized).

After each reconnection due to the weight functibe, node send®A messages to
neighbors informing them about the reconnectiore Ghildren of the node update their
weight function and later can decide of other ewahteconnections.

Other types of weight function can be implementedhie VNT construction algo-
rithm, depending on the requirements of the sysfemother example of weight function
is the number of nodes in VNTs. However, for itsnpaitation, centralized information
about the entire VNT is necessary.

In some cases, uneven distribution of nodes onceélinks can be desirable. It is
the case of nodes that incur (or just transfer fagher levels) unequal traffic loads on
vertical links. Adaptability can be achieved bynsgerring lower traffic loads on links
with smaller number of fault-free TSVs, for examplegeneral, an adapted VNT weight
function obtained from the analysis of the actuaitical traffic load induced by the
nodes in the layer can “balance” the VNTSs.

5.4 Reconfiguration in the Presence of Failures

When failures occur, systems reconfigure in oraerestore the connectivity of the
communication network [ANO5]. Not only 2D route® affected by failures in a layer.
In the mean time, in case of failures, the VNTsraydonger consistent. Re-creating the
VNTSs in the new topology configuration with Algdrih 5-3 is a possible solution to
obtain consistent VNTs. However, the VNT reconfajion presented in this section can
be done only locally, in the region(s) affectedtbg failure. From the point of view of
nodes affected by failure, the reconfiguration amel in two phasegisconnection(or
detaching from VNT, thenreconnectior(or rejoining or reattaching in VNT.

5.4.1Detaching from VNT

VNTs are composed of nodes and the paths usedfyessages during node attaching
phase. In case of failure along these paths, th& ®ixucture is considered corrupted.
Nodes in the entire (sub)VNT of the failed noddiok (from a parent to a child node)
are affected by failureAF. The roots of these (sub)VNTs are neighbors offéied
node/link. The neighbors of a failed element araravof the failure, as stated in assump-
tions A5-6 andA5-7. Therefore, the detaching phase of affected nedestiated by the
neighbors of the failed element, callddtaching phase initiatoydDPI. They start the
detaching phase by disconnecting themselves fr@MtdT and sendingletachmes-
sages to their first-order neighbomSetach (or disconnedt messages represent the
second type of VNT messages and are denotesiySimilarly to mA messagesnD
messages are sent only to neighbors of the sender.
Upon the receipt of amD message, an attached node executes Algorithm 5-5.
Algorithm 5-5. VNT detaching phase
1: if message.type = mD
if node.state = nA
if node.parent = message.source
node.state = nD
Send mD to node neighbors
end if

end if
8: end if

Nogahkwn

86 Claudia Rusu



Chapter 5. Reconfigurable Fault-Tolerant Inter-LajRouting in 3D NoCs

If the node receiving theaD message is attached and the sender ahiDés its par-
ent for the respective direction, the node detachiegets into statenD (node
disconnected) and senad messages to its neighbors.

Let’s identify theAF andDPI nodes in all possible cases of failure:

1. 2D node failure All nodes in the failed node sub-VNT a&e€s. TheDPIs are the

child nodes of the failed node.

2. 3D (vertical) node failurelf the failed node ¥+, all the nodes in its VNT(s) are
AF. The DPI nodes are the child nodes of the failed one.dfribde is &/kom,
then the VNT(s) rooted in its correspondiNg, node(s) in the upper and/or
downer layer areAF. The DPI nodes are th&+t, nodes. The adjacent vertical
links in both directions of the failed 3D node arelonger used.

3. 2D link failure If this link used to be a VNT edge, the child aaahd its sub-
VNT areAF. TheDPl is the child node.

4. Vertical link failure The nodes in the VNT rooted in thfg, end node of the link
areAF. TheDPI node is th&/t, node.

In cases 1, 2 and 3, beside the VNT reconfiguratiah we present, the 2D routing
must also reconfigure, but this aspect is not ékat this work; it is specific to each 2D
routing policy.

ObservationIn cases 1, 2 and 3, the failed element belomgs2D layer, therefore it can be
part of two VNTSs, each belonging to one of the Vétiiata created in each layer (marginal layers
have only one VNT stratum). Both strata need todyesidered for reconfiguration.

We showed previously which nodes must detach a&téailure and pointed the
nodes that initiate the detach phase (all of thesralh neighbors of the failed element, so
they are aware of the failure). We show that thacexsub)VNT rooted in the initiator
node (DPI) detaches, i.e., tA&s

Theorem 5-3. In case of a failure, the whole (std)\Yooted in the detach initiator
node is detached and no other nodes are detachemlibbe of mDs sent by the initiator,
for any topology of the layer.

Proof. LetIp be the detach initiator node. L& be a node in the (sub)VNT rooted

in Ip, denoted by VN| First we demonstrate thaAp is reached by amD message

from its parent, so that it can then disconneaic&, belongs to VN, there is a

path of nodes A}, wherei = n,0, fromIp to Ay (the VNT connection path). In the

detach initiation step, amD message reaches frdmto A,. This node A,) detaches,
sincelp is its parent, then sendsDsto its neighbors. The same process repeats at
each nodé\ in the VNT path, so the nod® is reached by amD message from its
parent and disconnects.

The second part demonstrates thdt i5 a node that does not belong to the WNT

(external node), it does not detach in the detacpirase initiated bls. Indeed, even

if E receives amD message from a disconnected node, it does nairdiect unless

the message is sent by its parent (see Algoriths). inceE does not belong to

VNT p, neither does its parent. This,does not disconnect. In fact, the disconnec-

tion process is stopped at neighbor nodes of thd@ y.NVith the two parts of the

demonstration we showed that exactly the \\detaches (Q.E.D.).

5.4.2Reattaching in VNT

The second phase of the reconfiguration is théa®at(reconnection) phase. It is initi-
ated by attached nodes that recawb messages. These nodes are cakadtaching

phase initiatorsRPI. They are indirectly affected by the failure, tieey do not need to
detach and reattach, but participate in the regardition procesRRPIs are neighbors of
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the detached (sub)VNTs and border the expansidgheofietaching phase. Instead, they
are potential initiators of the reattaching phafstheir neighbor detached nodes.

The reattaching phase can be done differently moliracted (graphs with only bidi-
rectional links) and mixed graph (unidirectionalkis also exist) topologies. A simpler
algorithm can be implemented for the undirectece céowever, the one proposed for
mixed-graphs is general and works for both typesopblogies (undirected and mixed
graphs).

5.4.2.1Reattach in Undirected Graph Topology of 2D Layers

Upon the receipt of amD message, BPI sendsmA messages to its neighbors. This is
the initiation of the reconnection phase, as presem Algorithm 5-6, lines 1-7.

Algorithm 5-6. VNT reattach in undirected graphatmy

1: if message.type = mD

2: if node.state = nA

3: if node.parent <> message.source

4: Send mA to node neighbors

5. endif

6: endif

7: end if

8: if message.type = mA

9: if node.state =nD

10: Connect(node, message)

11: node.state = nA

12:  Send mA to node neighbors

13: endif

14: end if

Upon the receipt of amA message, a node in th® state (disconnected node) will
behave like the initially unconnected nodes (stdt® in the VNT construction phase
(Algorithm 5-3). So, the algorithm must be comptkte include this case (lines 8-14 in
Algorithm 5-6).

In Fig. 5-6 an example of initial VNT configuratigfor a single direction) and the
configurations resulted after successive failusgarésented for a regular mesh network.

=
a. Initial VNTs YNTs after node 18 fails c¢. VNTSs after node aifsf

Fig. 5-6 VNT construction and reconfiguration in regular mesh

Nodes from 1 to 9 belong to the Viliiooted in node 5 and nodes 10 to 18 belong to
the VNT,7 rooted in node 17 (Fig. 5-6.a). Failed nodes aietpd in dark. No nodes are
failed in the initial configuration. If node 18 Igj its sub-tree nodes (15 and 12) detach.
They rejoin VNTSs through some of their non-faulgighbors: node 15 rejoins VNAby
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neighbor 14 and node 12 joins VNihrough neighbor 9. After an additional failure of
17, all nodes in the old VN7 reconnect in VN3. The reconnection phase is initiated by
border nodes of VNJthat are reached byD messages from VNY. These nodes are:
7, 8 and 12. They speadA messages to their neighbors and detached neigitatas
rejoin VNTs. These nodes are: 10, 11 and 15. After reattackiney spreadnAs so the
reconnection continues until the whole detached W\fEconnected.

Using the following theorem, we prove the correstef the reconfiguration phase
in the case of undirected graph topologies.

Theorem 5-4. In the case of a failure in an undedagraph topology, all detached
nodes from the VNTs they belonged to will reconr®cjoining another (or the same)
VNT, usingAlgorithm 5-6

Proof. Let By be a detached node after a failure.

Case aNodeBy has at least one attached neighbor that is nettaff by the failure,

E. An mD message from nod& reaches nodE. NodeE will then send amA mes-

sage to its neighbors, according to Algorithm 5FBe link betweerBy and E is

bidirectional, hence amA is sent equally td,. Thus, By reconnects througk,
which becomes its parent.

Case b NodeBy has no attached neighbor that is not affectednbyfailure. This

means thaBy is surrounded by disconnected nodes (and possélity nodes, but

only non-faulty nodes are considered for the VNTX)nforming to assumptioA5-

1, there still is a vertical node for the consideda@ction,Vr.. As stated in assump-

tion A5-2, a route betweeNr, andBy exists and, in the case of undirected graphs, it

is bidirectional. Let the nodes on the path frBgto Vr,, inclusive, be B}, wherei

= 0,n, with B, = V0. Let Bj, whergj is an integer in the interva, n, be the closest

node toBy, which belongs to the path Y&, and is not affected by the failure. In the

worst caseB; is Vro. As B; is the closest node &) not affected by the failurdg;.; is
affected, sdB; disconnects and sendtD messages to neighbors. According to case

a, B, can reconnect througB;. After reconnection, is send®iA messages to

neighbors, thereforB;., can also reconnect. The same operation repeatshemA

messages rea@y, so it can also reconnect (Q.E.D.).

Casea can be considered as a particular cade(tdr j = 1).

Observation The nodes affected by failure can change thetustseveral times during the

reconfiguration process, depending on the actaffidrin the network and the structure of the
VNTSs. This incurs temporary steps until a stableTv@dnfiguration is reached [Dij74].

5.4.2.2VNT Reattach Phase in Mixed Graph Topologies of 2Dayers

Mixed-graph topologies present more general andpéexnreconfiguration cases. In
these graphs, links from reattaching phase inisaf@PIs) to disconnected nodes may
not always exist. ThereforenA messages may not reach the detached nodes. In such
cases, the initiation of the reconnection is ddweugh a third type of VNT messages,
denoted bynR (reconnectionreattachor rejoin messages). These messages are not sent
to neighbors of the node, but are directed to tiseotinected node; they are sent as
ordinary messages. In undirected graph topologiresyvhole VNT can be reached only

by mAmessages starting from any node that reconnemtsnixed-graph topologiesmR
messages are used to direct the reconnection tdivandot of the tree, as links towards
child nodes can be unidirectional.
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5.4.2.2.7Algorithm

The reattach operations for mixed graph topologrespresented in Algorithm 5-7.
Algorithm 5-7. VNT reattach in mixed graph topology
1: if message.type = mD
2. if node.state = nA
3: if node.parent <> message.source
4. Send mR to source
5. endif
6: endif
7: end if
8: if message.type = mR
9: if node.state = nD
10: Rejoin(node, message)

11: else /1 node.state = nA
12: message.root = node.root
13: endif

14: if message.destination <> node

15 message.source = node

16: Route message to message.destination
17: endif

18: end if

19: if message.type = mA

20: if node.state = nD

21: Rejoin(node, message)

22: endif

23: end if

1: function Rejoin(node, message)

2: node.root = message.root

3: node.state = nA

4: Send mA to node neighbors

5: Send mR to node.parent

6: node.parent = message.source

7: end function

Lines1-7 refer to the reattach initiation phase. Li8e$8 present the actions done at
nodes on the route of anR message. If the node is disconnected, it rejoiN& by
the neighbor through which it received tim&k message. If it is already attached, it just
transforms thenR message for reconnection in its VNT. In any cése,new source of
MR updates as the current node. Lid€s23 present theejoin when anmA message is
received. SendinghA messages is still used in the algorithm, and ttyplemenmR

messages.

5.4.2.2.Examples

A scenario whemA messages are necessary is presented hereaftercdmsider a node
which has a single neighbor: its parent in the Vi&bnsider also that the parent is not
yet reconnected when receivingD from its child node. Later, when the parent recon-
nects, ifmMAmessages are not sent to neighbors, the child reodains disconnected.

An example for mixed-graph topology reconnectiorptissented in Fig. 5-7. The
importance of routingnR messages like ordinary messages is shown. Evbée #xam-
ple considers an irregular topology, similar reagunfation cases can occur in regular
topologies that have links for only one directi@ivieeen certain neighbor nodes.
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a. Initial VNTs b. Reconfigured VNTs after nodefdils
Fig. 5-7 VNTSs in irregular mixed-graph topology

In this example, three initial VNTs are created: MNVNT;; and VNT,,, each
rooted in a vertical node, which are encircled i9. B-7. Nodes in the same VNT are
filled with the same texture. Let’s analyze the VMNTonfiguration in case node 15 fails.
Neighbor nodes of node 15 are aware of the failmdes 11, 14, 16 and 19. Child nodes
(14, 16 and 19) disconnect themselves from thegmanode 15. They will continue the
spreading omD messages and, as a result, node 20 also discennect

Let's see now what happens to the disconnectedsnddieof them will spreaanD
messages to their neighbors. We detail here a tssilple reconnections initiated by the
neighbors of node 14. Both direct and indirect neztions are presented hereafter, in
the initially designated VNT or not, as well asttwe-fly reconnections (reconnections of
nodes through messages intended for the reconneaftmther nodes).

* Node 14 spreadsiD messages to its neighbors: 9, 13 and 17. Nods 44eaf node
(it has no children), therefore its neighbors d& RPIs.

0 Nodes 9 and 13 will send anR message to node 14, therefore node 14 can re-
connect in VNT. Supposing these messages are directly sent te béd1
hop), one of thdRPIs (9 or 13, depending whose message reachesdfifst,t
for example) becomes the parent of 14.

o Node 17 belonging to VN will also send amR message for reconnection in
VNT .. There is no direct link from 17 to 14. Let’s dhpat thismRmessage is
routed by the following nodes: 17, 18, 19, 20, 15,11, 10, 9 and 14. At node
18, which is attached, the message updates itses¢iar 18) and its VNT root
(it remains 22 in this case). TheRmessage reaches then node 19.

0 Node 19, supposing it is not yet reconnected amuguse mR coming
from node 18, will be attached in VN;J by node 18, which becomes its
parent. The same thing happens at the detached 2@dand 16. Node
20 reconnects by node 19.

0 Node 16 reconnects by node 20. WhenniiRmessage leaves node
16 for node 12, the source miRis 16. As 12 is already connected (in
VNT13), it changes thenRmessage source to 12 and the VNT root to
11. Similarly, at nodes, 11 and 10, the sourcehaf message is
changed to 11 and 10; respectively. The VNT romaies 11. At
node 9, thenRsource changes to 9 and the VNT root to 1.

0 Node 14 can reconnect in VNTpon the receipt of thimR mes-
sage, even if it was initially sent for reconnewtio VNT,,. Node 9
becomes the parent of 14, even if th® message was originally
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sent by node 17. The same reconnection of 14 ieasth by sim-
ply using themRmessage sent by node 9.

An example of reconnection in the initial desiga¥NT by anmR message that
can not be sent directly (1 hop) is the reconnadtitiated at node 24 for node 19, if the
mRmessage is routed through nodes 23 and 18.

At the end, all disconnected nodes reconnect byodrikeir neighbors (which will
be the parent). However, the reconnection can lated by a different neighbor, as
exemplified earlier. A possible reconfigurationeafthe failure is depicted in Fig. 5-7.b.
Node 14 reconnects in VN Dy node 9, node 19 in VNI by node 18, and nodes 16 and
20 in VNTy3, by nodes 12 and 16, respectively.

5.4.2.2.Froof of Correctness

The correctness of the reattaching phase for thergecase of mixed-graph topology is
proved in the following theorem.

Theorem 5-5. After a failure, all detached nodesf'VNTs of a layer with any to-

pology reconnect, by joining another (or the saMl)I, usingAlgorithm 5-7.

Proof. It is sufficient to demonstrate the reattach ofles in a single sub-tree af-
fected by the failure, as all detached VNTSs beliheesame way.

Let's show first that once a node is reattacheel dtached sub-tree reattaches. This
is due tomAsthat are sent immediately after attach (Whi@ functionRejoin), simi-
lar to the initial VNT creation. Any detached ndigin can reattach and inform its
neighbors. Thus, the whole detached sub-tree obatsa

It is sufficient now to show that there is at leastmRthat reaches the root nodg,
of the detached sub-tree.

R sends aimmD. mD messages are sent to all neighbors, not onlyitdreh. Thus,
mD reaches also the neighbor nodes of the detacleed . These nodes are at-
tached. LeEy be such a node.

Let Fr, be the detached node that sentrtii2to E; (see Fig. 5-8). Leffj, wherej =
1,m, be the patimD spread fronR to Fy, If E is attachedE, sendsnRto Fy,

It is important to note that physically, there nmet be a link from a node to its par-
ent, but a link from the parent to the node is ested. ThussnA andmD messages
rapidly span the whole tree, going only one hop @ime. On the other hand, amR
message can not be always directly sent to a dedawokighbor. This is why it is sent
as a regular message.

If a direct link exists fronk, to Fr, Fr, attaches itself t&,. Otherwise, a longer path
from Eop to F, is followed, composed of nod&s wherei = 1,n. If E; is detached, it
attaches itself first t&,. E; sets itself as the source of iR (see algorithm, lines
15-16. Thus,E; can directly be attached F if it is detached. Consequently, all de-
tached nodes along the path connect to the previods in the path. WheR,, is
reached, it also connectskq. Then,F, acts for its old parentf,.;) like Eq acted for
Fm, by sending amRmessage t&n.1 (line 5in functionRejoin). Then, aimRis sent
from F; to Fj.4, until j=0. Then, amRis sent fronF, to R (Q.E.D.).
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Fig. 5-8 VNTs. Reattach Theorem 5-5

Note that; (i = 1n) andF;j (1 m) are not necessarily distinct. In such a caseba s

tree reattaches earlier that its root.

In this paragraph we demonstrate thatised inTheorem 5-%exists. Suppose there
is no neighbor of the detached zone suchE@sTherefore, all neighbors dd; are
detached, which means thg is just an island in a larger detached ai2a,An Eg
neighbor ofD, will determine nodes i, to reattachmA messages fror®, must also
reachD; (A5-2), otherwiseD; is isolated. IfD; is the largest detached area that includes
D1, Ep exists (otherwise all nodes in the layer are detdcwhich means that no vertical
links are available anymore; this contradicts agstion A5-1). Thus,E, exists.

Node Rejoining

Using the fail-stop (or fail-silent) model makestta node, which self-detects er-
rors, stops processing and consequently, the nuofbleoles in the NoC (i.e. inactive
nodes) should increase inexorably. Therefore, aham@sm to reactivate nodes which
encountered a transient error and stopped shoultbbgidered. RILM can be directly
used for this purpose. After a node failure, thdenwill be detached from the VNTs and
excluded from routing. Then, if the test and diagieandicate that the failure was caused
by a transient error, the node can rejoin the ndtwith RILM, the rejoining is simply
started by the respective node, by sending detadsages to its neighbors (exactly like
in the case of nodes affected by failures). Thiea réattaching phase will be initiated by
its neighbors already attached. If none of thecursently attached, the reactivated node
will be reattached later, when one of its neighbail be attached. Regarding the
routing algorithm of the concerned layer(s), theysirbe able to deal with node rejoin-

ing.
5.5 Properties and Evaluations of RILM in 3D NoCs

In the first part of this subsection we assesscim@plexity and overhead of the 3D
routing relatively to the existing 2D routing, iarins of supplementary fields stored at
each node and in each message and in terms ofestigy virtual networks to avoid
deadlocks.

The reconfiguration capability of RILM resides ihet VNTs. The overhead and
complexity of construction and reconfiguration diVs (presented in the previous two
sections) are also assessed, in terms of numbetcbiinged messages and their routing
overhead.

» 3D Routing with RILM: Generality and Heterogeneity

Any type of routing algorithm used in the 2D layean be integrated in the 3D

routing by RILM. Routing algorithms can be diffeten different layers. If fault-
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tolerant capabilities are not necessary in laysiraple routing algorithms can be
used (such as XY in mesh topologies). However,tlier layers where faults are
likely to produce, fault-tolerant routing algoritsmare required. Minimal fault-
tolerant algorithms can be used for regular topelgbut if no such routing algo-
rithm is available for the targeted topology, gehedgorithms using routing tables
and dealing with irregular topologies can alwaysibed [ANO5].
For the 3D routing algorithm using RILM (sectior?2h.nodes of the NoC do not
need to keep global information about the topol(sych as routing tables or lists of
failed nodes or links), minimizing thus the routimgemory overhead. Yet, if a 2D
routing algorithm in a layer uses such approadhesay remain as it is.
RILM Effectiveness
The 3D routing algorithm works for any number ofdes and for very high number
of missing vertical links (from design or becauséadures). If the number of layers
is L, then the minimum number of available unidirectiovertical links is:
V0Lm = 2*%(L-1) (5-1)
RILM Constant Overhead => Scalability
For the 3D routing, only a small and constant anafirdata needs to be added in
application messages and nodes. Thus, the roulgiogithm scales to any number
of nodes in each layer and any number of layera f8ID application.
= Additional Fields in Messages or Packets
Each application message has a supplementarycigithining the local destina-
tion, D2p (i.e. V1o), used by the 2D routing in intermediary layers.
= Memory for VNTS
For VNTs,two field setgone for up and the other for down) stdte parent
V1) must be kept at each node to define the nodeextiom in a VNT. A weight
field can also be added, if necessary.
= Virtual Networks to Avoid Deadlocks of Inter-Lajessages
Separate virtual networks have to be used for-ialggr messages that go in op-
posite vertical directions, as presented in subs®d.2.3. Thus, the overhead
induced by a supplementary virtual network in eabhlayer must be considered
for implementation. In fact, if the 2D routing inayer already makes use of vir-
tual networks, these have to be doubled in tharlag set for the messages that
go up and the other for those that go down. Thehmazl induced by these virtual
networks in 2D may be considerable, but it doesdegend on the stack size,
maintaining thus the scalability feature of thetnog algorithm. Also, no over-
head must be added for the vertical links. Theltbei also a latency induced by
the virtual network selection, but in the mean tirtkee latency experienced by
messages when routed horizontally (inter-layer kedl intra-layer messages)
will diminish, because several resources will bailable.
Messages for VNTs
The VNT messages are very short, containing twid Bets (one for VNT to up and
the other for VNT to down) ottype Vro). The latency the VNT mechanism incurs is
similar to that of the reconfiguration of the 2ufiatolerant routing after a failure.
The number of VNT messages exchanged for VNT coaistn and reconfiguration
can be estimated as follows.
= Messages for Assigning Phase
The number of sufficientnA messages exchanged to achieve an initial attach-
ment of all nodes in the layerig,a:
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Npa = Zn: o} (5-2)

wheren represents the number of nodes in the layercamlthe number of 2D
output ports of node Nna is independent of the number of output verticakdi
available for the layer.
For example, for a regular med¥i,a ~ 4*n, as each node has 4 neighbors (ex-
cepting corner and side nodes). If a weight fumci®used, additionahAs are
exchanged to achieve a more convenient VNT cordignm than the initial one.

= Messages for Detaching Phase after Failure
In case of failure, the numbe1D messages exchanged is:
NmD = Zoi

i=1

wherenar is the number of nodes in the sub-tree affectethbyfailure AF) and
0; is the number of output 2D ports of nade

= Messages for Reattaching in Undirected Graphs
The reconnection in undirected graph topologieg@Athm 5-6) is done through
mMA messages. In this cadePls sendmA messages to their neighbo#d:s also
sendmA messages after their reconnection. Thus, the nuwibmA messages
used for reconnection in undirected graph topokge

NNiR

(5-3)

Npau = Zoi (5-4)

i=1
wherenyris the total number afodes involved in the reconfiguratiddiR, and:
NIR =RPI+ AF (5-5)

All messages considered above are short messagesdp).

= Messages for Reattaching in Mixed Graphs
In the case of mixed-graph topologies (Algorithni)5the reconnection is done
through bothmA (one hop) andnR messages. The latter span variable path
lengths. The number ofA messages (sent after node reattachments) is:

NaE

Nowa v = 2.0, (5-6)

It can be observed thBk,a m= Nmp, as only reattached nodes semllmessages.
The number oimR messages exchanged during reconfiguration in ragxagh
topologies is:

Nmr_m=nn+ (WAF—nCF) (5-7)

wherenn is the number of (unidirectional) links froAF to RPI nodes (as each
AF sendsnmD messages to neighbors a@rBI respond bynRg. The second term
(nAF — nCF) represents the number iR messages sent to the old parent after
the reconnection of each affected node. This nunsbegual to the number of af-
fected nodesnAF) minus the number of children of failed node€F).

The number oimR messagesNur ) can be reduced. For example, suppose a
node reconnects through its old parent. In thiec#se parent is already con-
nected. Therefore, sending theR message from the node to the parent is not
necessary and can be skipped.

Observation The numbers of messages exchanged for initiatlhents or reconfiguration
estimated with the above formulas represents minmebers. In reality, these numbers can be
greater, because of temporary attachments duer édheeight functions or to the distributed
nature of the algorithms (i.e. temporary stateshmreached before stabilization).
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5.6 Experimental Results for 3D NoCs with Mesh

Layers

5.6.1Simulation Environment

« 3D Topology
For simplicity, the 3D NoC architectures used fiomdation are based ageneric 3D
meshes noted byLXxRxG whereL means the number of horizontal layers, each layer
havingR rows xC columns of nodes. In our simulations, differermidimgies are con-
sidered, with_ up to 6, andR andC up to 9.

« 2D Links
Mixed graphs (both unidirectional and bidirectiohaks) and directed graphs (unidi-
rectional links only) usually induce unequal uglibn of links. Weight functions
specific to each concrete topology must be impleetem these cases. Therefore, for
the analysis generality, and since they are the omed in practice, undirectedesh
graphs are considered for 2D layers; i.e. 2D liatesbidirectional. The weight func-
tion given as example is section 5.3.2 is usedatarte the VNTs in 2D layers.

« Vertical Link Number
The most complete configuration of a generic 3D mM&xRxQ hasVL,g; Vvertical
unidirectional links between each pair of adjacent layers:
V0madj = 2*R*C (5-8)
Thus, applying (5-8) for each of thie-1) pairs of adjacent layers, the maximum num-
ber of available vertical links in the 3D NoC is:
VLy = 2*R*C*(L-1) (5-9)
The minimum number of available vertical links e tsame as in the general case,
given in formula (5-1)VLy, = 2*(L-1).
A minimum number of vertical linksVL,) are always necessarily non-faulty, in order
to ensure the connectivity between layers (asswm@tb-1): at least two links are
necessary between each pair of adjacent layers. mhg&imum number of
failed/missing vertical links allowed ¥y — VLy).

« Vertical Link / Node Pattern
Vertical nodes to the same direction (to up/dowar) be located in various patterns.
We consideregular patterns delimited bydifferent number of hops between verti-
cal nodes, as depicted in Fig. 5-9 for verticalesilinks to down.

L] &
a. 1 hop b. 2 hops c. 4 hops
Fig. 5-9 Regular patterns of vertical link distribution
These patterns can be different for different lay&ven for the same layer, the pat-
tern of the links to up can differ from that of theks to down. Therefore, different
vertical linkdistributionscan be obtained.
 Simulator

The simulator presented in section 1.7.1 is used for RILM sirtiafes. The2D fault-
tolerant routing algorithm presented in subsection 5.6.2 is embeddeach node,
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since the routing decisions can dynamically chaRjeM is also embedded in each
node. Using these two together, a 3D fault-toleraating algorithm is obtained.

« Traffic Injection
Uniform traffic loads are injected in the NoC at each cycle and at eade, with the
same probabilityp. All messages injected have the same numbertefffliThe uni-
form traffic injected is denoted bp:messages/cycle/nodefxlits, or simplypxf. The
destination of each message is usually randomlgariobut we also consider some
restrictions to obtain different rates of intradanter-layer messages.

5.6.22D Fault-Tolerant Routing Algorithm

The 2D fault-tolerant routing algorithm used in @imulations for 2D layers is pre-
sented in Fig. 5-10. It is designed for 2D meslologies and does not require routing
tables. The routing algorithm is embedded in eamtterand the route is determined on
the fly, using information about the faulty nod&&e algorithm uses a combination of
the North-Last and South-Last routing strategiesthBstrategies avoid deadlocks by
numbering the links. The numbering ensures thaethee no deadlocks if the message
follows links with numbers that strictly increadéne routing algorithm uses two virtual
networks, one for North-Last and the other for &didst routing. Depending on the
location of the destination relative to the sourcee of the two virtual networks is
selected. Fig. 5-10 shows a 2D routing exampleguiiis algorithm.
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Fig. 5-10 2D fault-tolerant routing for meshes

Let's suppose four failed nodes: 3, 5, 7 and 1& Jdurce and the destination of the
message are nodes 1 and 12, respectively. As Stmal®on is south of the source, the
North-Last virtual network is used and the messageuted through the following links:
N(0,0), N(1,0), N(3,0), N(5,0), N(6,1), N(6,2) ahg7,0).

An improved implementation of this algorithm forsggms with many cores is pre-
sented in [CAZN10], where it is shown that no paskare lost for high percents of
failures.

5.6.3Simulation Results

Simulation results regarding two main aspects agegnted in this subsection:
- VNT reconfiguration after failures, in terms of:mhber of nodes involved, dura-
tion and number of messages exchanged,;
- Effectiveness of RILM 3D routing algorithm in a 3C, considering different
parameters and assessing their impact on the systdormance.
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5.6.3.1VNT Reconfiguration after Failure
a) VNT Reconfiguration Expansion

Different vertical link patterns and different iaié rates are considered in a 2D layer to
analyze the VNT reconfiguration expansion, in teaghsodes involved.

For this analysis, the four patterns depicted ig. B9 are applied in a 9x9 mesh
layer. For these patterns, the number of nodeslvadoin reconfiguration in the 9x9
layer was counted for several node fault multigksi (from 1 to 5). The results are
presented in Fig. 5-11. Each bar represents théoauof theNodes Involved in Recon-
figuration, NIR. This number represents the sum of the numberodes Affected by
Failure (AF) and the number d?eattaching Phase Initiato(RPI).

Based on the results shown in Fig. 5-11, for déiférvertical link patterns and fault
multiplicity, the following observations can be neadFor a given fault multiplicityNIR
increases with the increase of the VNT hop distamedeed, for greater VNT hop
distances, the VNTs are larger in terms of humlberodes contained, so the (sub)VNTs
affected by the failure also contain a greater nenmdd nodes. For a given VNT hop
pattern, theNIR increases with the fault multiplicity, since sealefsub)VNTs (eventu-
ally partially overlapped) are affected by theuded!.
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vertical link distance (number of hops) and node fault multiplicity

Fig. 5-11 Number of nodes involved in reconfiguratin

For thel hoppattern, no nodes need to reattach, since allswdthe layer are 3D
nodes. For the other patterdd; increases with the fault multiplicity. It can bbserved
that the ratioAF:NIR increases with the increase of the VNT hop digtanis is
explained by the fact that with the increase if YT size, the number of nodes in the
VNT increases more when compared to the numbeh®fMNT vicinity nodes IAF
nodes).

The results presented in Fig. 5-11 are averageput@t on several simulations (a
few dozens are enough to converge, for this togokige), where the failed nodes are
randomly picked among the 81 nodes in the layer. daxh particular fault case, the
number of concerned nodes varies depending oratliedattern, the affected VNT sizes
and the topology.

For the same layer and patterns of vertical links,analyze the impact of single
failures of 2D and 3D nodes on the number of nadeslved in reconfiguration. The
corresponding numbers of nodes are depicted in 32, series2D and 3D. The
average number of nodes involved in reconfiguratinodependently of the failed node
type (2D or 3D), is the third series of data, deddatyall.
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Ereattaching phase initiators, RPI
Enodes affected by failure, AF

number of nodes
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Fig. 5-12 Number of nodes involved in reconfiguratin for single failures of 2D and 3D nodes

In the case of 3D node failures, nodes in adjalzsmrs can also be involved in re-
configuration, in the case A&from Nodes, as detailed in section 5.4.1. Their number
varies depending on VNT configuration in the respeclayers. For simplicity, only
nodes in the same layer as the failed node aradmyed in this experiment, since only
V1, Nodes are taken into account.

The number of nodes involved in reconfiguratiogrsater in the case of 3D nodes,
than in the case of 2D nodes. This is explainethbyfact that the entire VNT is affected
by 3D node failure, not only sub-VNTSs, such ash@ tase of 2D node failures. Also, the
probability of temporary attachments in the samelyihich in the final configuration
may not exist, is also higher.

As the number of hops in the vertical link patterareases (Fig. 5-12), the gap be-
tween the2D and3D series becomes significant. However, the averageber of nodes
involved in the reconfiguratiomall series) is closer to the 2D cases. Large VNTs are
determined by relatively small number of 3D nodBserefore, if all nodes in the layer
fail with the same probability, the probability tre3D node fails is significantly smaller
than the probability that a 2D node fails. For epbanfor the8 hopspattern (Fig. 5-9.d)
applied in the 9x9 layer, the 3D node failure phuliy is only 5% (4 nodes out of 81)
and the 2D node failure probability is 95% (77 rodet of 81). This explains why the
number of involved nodes in reconfiguration remaiatively low.

b) VNT Reconfiguration Duration
The same four patterns of vertical links (Fig. 5a@plied in the 9x9 layer are used to

assess the duration (in cycles) of the VNT recamfijon after a single failure. The
results are presented in Fig. 5-13.a.
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Fig. 5-13 VNT reconfiguration vs. VNT constructiondurations
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As expected, the duration of the VNT reconfigunatiocreases with the distance be-
tween the vertical links. However, this durationinslependent on the layer size. For
comparison, the duration of the initial VNT constran (5.3.1) in the 9x9 layer is given
in Fig. 5-13.b. Both durations are measured withotieer traffic in the NoC beside the
VNT messages, as the durations can vary with tietieg traffic. The reconfiguration
duration is smaller (with about 50%) than the VNdnstruction duration. In case of
runtime reconfiguration of the system after faikjrehe VNT reconfiguration is prefer-
able to the VNT reconstruction. The latter wouldoatomprise the phase of informing
all nodes to pass in the unattached state befarenst the VNT construction, phase that
is not considered in these simulation measurements.

The VNT runtime reconfiguration affects only inlager messages. If a 2D node or
link fails, the 2D destinatiorMyo) of an inter-layer message is not affected byfailare.
Even if its source will have anoth¥f, after the reconfiguration, the initial one can be
used to move to the next layer. Note that the VHdes are not used for routing; the 2D
fault-tolerant routing is used for this purposealfertical node of link fails, inter-layer
messages already headed toward that local destin@tie vertical node) are lost (or, if
the local destination is changed along the rouwadbbcks can occur). The smaller the
VNT reconfiguration duration is, the lowest the Ipability of headed inter-messages
towards a failed/r.. Therefore, a minimum VNT reconfiguration is dabile. However,
the VNT reconfiguration is only a part of the systeeconfiguration. Messages can also
be lost because of the failure of their final destiion, the task migration from the failed
node, the 2D routing reconfiguration etc.

c) Number of Exchanged Messages during VNT Reconfigutian

Single Failure
The reconfiguration overhead to the traffic loadthe NoC depends on the number of

VNT messages. The same four patterns of vertio&kli(Fig. 5-9) are considered for
comparison. The numbers of messages exchangedydwwonfiguration are given in
Table 5-1. For the initial VNT construction in t®x9 layer, 288 VNT messages are
exchanged. Thus, the overhead in terms of numbegxohanged messages is also
significantly smaller in the case of a reconfigioat

Table 5-1 VNT messages for reconfiguration

Vertical link pattern VNT messages
1 hop 0
2 hops 2.04
4 hops 7.17
8 hops 20.06

Considering the 3D vs. the 2D node failures, athécase of the number of nodes
involved in reconfiguration, the number of exchahgeessages is higher, but this
compensates with the smaller probability of ocauresof 3D node failures (considering
their number when compared to the number of the@dkes).

Multiple Failures

With the following simulations, the case of muldphode failures in one layer is ana-
lyzed (Fig. 5-14). The same 9x9 mesh layer is usedsimulations. The pattern of
vertical links is2 hops as in Fig. 5-14.b.
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As expected, the number of exchanged messaged\forrgconfiguration increases
with the number of failures. However, for lower tiplicities of the failure rate, the
increase is more significant than for very high tiplitities. In fact, for lower multiplic-
ities, the probability that the failed nodes aresel to each other is low. Thus, the
reconfiguration is done as for single failures. the other hand, for high number of
failures, since the probability that the nodescose is higher, reconfigurations overlap
(the same message can be used for different rgewafions). Besides, for very high
failure multiplicity, the number of nodes that nédedeconnect is smaller.

5.6.3.2Evaluation of 3D Routing

Using the following simulations, the performancdloé 3D routing is analyzed, in terms
of message latency, considering different variatdash as number and pattern of
available vertical links, traffic load and nodeldiag rate and pattern.

The latency of a message is the time to propagate the fits{tl the destination
node), considered from the moment the messagady t® be injected in the NoC. The
latency also includes the time of waiting for tHieetive injection, if the NoC resources
at the entry point are not available right away.

a) Impact of Available Vertical Links

Depending on several factors, such as: technologyliysical implementation, design
complexity, and number of failures that occur, elifint rates of vertical links are avail-
able in the system. The rate of vertical linksassidered with respect to the maximum
number of vertical links from the architectural ipioof view.

We consider a 3x5x5 3D topology: 3 stacked layeash having a 5x5 mesh topol-
ogy. In the 3x5x5 topology, the maximum number widirectional vertical links is 100:
links in each vertical direction connect each naitd its homologous node in adjacent
layers. With smaller rates of vertical links (calesing the maximum possible), the
maximum throughput of the NoC decreases and theageslatency increases. In Fig.
5-15 the dependency of the message latency orettieat link rates (evenly distributed
in the 3D NoC) for different traffic loads is showkor each number of available vertical
links, the message latency increases as the tta#tcincreases.
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Fig. 5-15 Message latency for different number ofertical links and traffic loads

b) Vertical Links Impact on Inter-layer and Intra-laye r Latency

A 6x6x3 mesh NoC (6 stacked layers, each of themingaa 3x3 mesh topology) is
considered for the next simulations. It has a maxmof 90 vertical unidirectional links
(18 links between each of the five pairs of adjat¢ayers). The number of failed/missing
vertical links can range from 0 (0%) up to 80 (&4; ten links have to be non-faulty,
in order to ensure the connectivity between lay@ssumptionA5-1); two links are
necessary between each pair of adjacent layers.

For a relatively low traffic load of 0.01 messageiected at each cycle by every
node and each message having 20 flits, the messi@yey increases with the decrease
of the number of available vertical links (that tise increase of the number of
failed/inexistent vertical links), as shown in Fig16.a. However, even for a very small
rate of available vertical links (22.22%), the naggsdelivery is still carried out.
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Fig. 5-16 Message latency vs. number of failed vésal links

The latency considering separately the intra- atetilayer messages is presented in
Fig. 5-16.b. As the available vertical link ratecdEases, the latency of intra-layer
messages is not significantly affected. Howeveagirthumber is small, as the destination
is randomly chosen. As the NoC has 6 layers, tiporteof intra-layer : inter-layer
messages is 1:5 (far layers, it is 114-1)). This explains also why the latency of all
messages is closer to the latency of inter-layessanges. On the other hand, the latency
of inter-layer messages presents a higher incredlehe decrease of available vertical
links rate. This is explained by the reduced nundfeavailable vertical links. In such a
situation, all inter-layer messages compete forstirae reduced set of vertical links. For
a very small rate of available vertical links (Z242), the intra-layer message latency also
increases. This is due to the vertical messagésathwait in 2D layers before passing
through the limited number of vertical links. Thukey impede also the intra-layer
traffic.
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c) Inter-layer and Intra-layer Traffic Pattern

For the following simulations, a traffic of 0.004xZmessages/cycle/node x flits) is
injected in the 6x3x3 NoC. Only 44% of the vertidalks are available. Different

patterns of intra-inter-layer messages are corsitderhe results are depicted in Fig.
5-17.a and b.
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Fig. 5-17 Message latency for different traffic paerns

In the case of the 1:5 report of intra-inter lagegssages, the latency of inter-layer
messages is higher than in the case of intra-lmy@ssages. This happens because the
number of inter-layer messages is five times thattoa-layer messages and they all use
the limited number of vertical links to reach thiayer. The same tendency is maintained
for the 1:1 traffic pattern, but the differenceveén the two latencies is smaller. For the
5:1 case, the latency of intra-layer messages ssegahat of the inter-layer ones. This is
due to the fact that the 2D layers become congdseduse of the high number of intra-
layer messages. The average latency of all messatdggzendently of their type (intra- or
inter-layer) is depicted in Fig. 5-17.b. The smstllatency is obtained when the number
inter-layer messages is the smallest.

d) Impact of Number of Crossed Layers

The same topology with 44% available vertical likgonsidered for a detailed analysis
of the latency of inter-layer messages. A uniformaffic of 0.01x20 (mes-
sages/cycle/node x flits) with an intra-:inter-layeessage report of 1:5 is injected. The
latency of inter-layer messages is ~15.5 cycles.
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Fig. 5-18 Message latency for different number ofrossed layers
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The latency of messages considering the exact numibéayers between their
source and destination is presented in Fig. 5-b&. greater the number of taken layers,
the highest the latency. However, the average dgteri inter-layer messages (~15.5
cycles) is closer to the latencies for smaller nemdif crossed layers in Fig. 5-18. The
way the destination of a message is chosen (raryotolring the traffic generation
explains this situation, too. As the layers arelstd, the probability of smaller number
of layers between the source and the destinati@nnoéssage is higher than the probabil-
ity of having a greater number of layers. For &lstal layers, for instance, for a layer
distance of 2, eight pairs of layers are valid;le/fior a layer distance of 5 only two pairs
of layers are valid (pair 1-6 and pair 6-1). Sitlce messages with smaller number of
crossed layers are more numerous, they have mfbuence on the average then those
with greater number of crossed layers.

e) Impact of Destination Layer

In the following part of this section, the latermfymessages considering their destination
layer is analyzed, for the same topology and tadéttern as in the previous experiment.
The simulation results are depicted in Fig. 5-18.iAcan be observed, the latency of
messages having the destination closer to the rcehtibe layer stack is lower than in
cases where the destination is closer to the eithe stack.

Message layency (cycles)
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Fig. 5-19 Message latency for different destinatiolayers

As shown previously, interlayer messages are piegdor the chosen 3D stack and
the traffic type. Several distinct vertical pathe available to reach the middle layers;
that is paths from both directions. On the othardhall messages arriving at a border
layer (1 and 6 in this case) share the same vedatas (for the same direction). More-
over, as these paths are relatively long, the fmtibathat parts of them are busy is high.
Thus, messages that will use them will be delayeceralong their path. This is why the
messages heading towards border layers have Hajkacies.

f) Impact of Disposition of Vertical Links

With the following simulations we show that not ywithe number of available vertical
links is important for the message latency, bub dfseir disposition. Three different
dispositions of vertical links are depicted in F3g20. All of them have 8 links between
each pair of adjacent layers — 4 links for eachicardirection (44% of the total possi-
ble). For the first two dispositions (Fig. 5-20r&dab), each vertical node has a complete
set of vertical links. In the third configuratiogach vertical node is exclusively either a
V1o Or aVErom NOde.
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Fig. 5-20 Different vertical link dispositions

Simulations are done only for these three vertiaél disposition configurations (as
the exploration space can be huge), considering BN@&C formed of 6 layers (only four
layers are depicted in the previous figure forigfabut the same pattern can be repeated
for several layers). A 0.004 x 20 (messages/cyotinx flits) traffic is injected in the
NoC by each node. The results are depicted in5=R{.
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Fig. 5-21 Message latency for different vertical fik dispositions

The message latency is the lowest for the firsfigaration and the highest for the
last one. For the first two configurations, an iriegser message must be routed horizon-
tally only in the source and the destination layessice at each arrival node in
intermediary layers the vertical route can be diyecontinued from the current node.
However, in the configuration in Fig. 5-20.a, thertical links are more conveniently
located: the distance from a node to its VNT is mmaxn 1 hop (in the second configura-
tion, this is 2), which explains the highest lateriar the second configuration. In the
third configuration, the inter-layer messages aredd to actually route in each horizon-
tal layer, as each vertical node is eith&raor aVeom. In this case, the latency of intra-
layer messages also increases, not only that ef-layer ones, as the traffic load in
horizontal layers is higher.

The impact of the number of vertical links on thessage latency can vary depend-
ing not only on the traffic load, but also on thnaffic pattern, i.e. inter-layer and intra-
layer messages ratio, as it is shown in the folhgwparagraphs.

In fact, the amount of available vertical linkslugnces directly the inter-layer mes-
sages latency. The intra-layer latency is alsouérfted, but indirectly and only in

Claudia Rusu 105



Chapter 5. Reconfigurable Fault-Tolerant Inter-LajRouting in 3D NoCs

extreme conditions, for instance when the amounhtefr-layer messages is very high
compared to the number of available vertical linkssuch cases, the inter-layer mes-
sages wait longer in 2D layers to pass througlvéntcal links and thus they can impede
the flow of intra-layer messages. In our case sth&ce and destination of each message
are randomly chosen with equal probability; therefdor the 3 layer NoC, the probabil-
ity of inter-layer messages is doubled with respecthe probability of intra-layer
messages. In consequence, the influence of the ewaflavailable vertical link on the
overall latency is quite high. However, the veitiaks in our topology become a
bottleneck in the NoC when their amount drops urti of the maximum possible
(from the architectural point of view), as it cam dbserved in Fig. 5-15.

Not only the amount of available vertical links Fasimpact on the NoC perform-
ance, but also their pattern. Tipattern of the vertical links involves both their
distribution in the layer and theicontinuity from one layer to another. The latter
determines the presence ratio of inter-layer messag 2D layers. Regular patterns of
vertical links were considered for the previousdations. For the 3x5x5 topology with
52% available vertical links, six irregular vertidank patterns were also considered
under a traffic load of 0.01 messages/cycle/noddelims of their number, the vertical
links are equally distributed between the two pairsadjacent layers. Their distribution
in each layer and their continuity from one paidayfers to the other are irregular. The
message latency variations are of up to 5.5% {velgtto the minimal case).

g) Impact of Available Resources in 2D Layers

In the following part, we analyze the influencetloé available resources in 2D layers on
the message latency. A NoC having a 3x3x6 mesHdgpdthree stacked layerisg, L1
andL,, each having a 3x6 mesh topology) with an in&@?o vertical link rate (evenly
distributed and continuous from one pair of laylerthe next) is considered as the fault-
free configuration. The chosen node failure ratefi$2.96% (7 nodes out of 54). How-
ever, different failure rates are considered fahdayer. The failed nodes distribution in
layers and their type are detailed in Table 5-2.

Table 5-2 Failed nodes number and type in each laye

failures failure rate in | total faulty | 2D faulty | 3D faulty
layer layer (%) nodes nodes nodes

Lo 5.55 1 1 0

Ly 11.11 2 2 0

L, 22.22 4 2 2

Because of the failure of two 3D nodes in lalygrfour links betweer.; andL, are
also unusable (two for each direction). In the mi@ae, their corresponding 3D nodes in
layerL; become exclusively 2D nodes after the failures.

The traffic injected is of 0.004 messages/cyclegnahch message having 20 flits.
For an exact comparison, the same traffic is iegdh the two NoC configurations (the
fault-free NoC and the one with failures). For & Gmparison, only nodes that are not
failed in the second NoC configuration are injegtiraffic. The overall message latency
increases with 9.8% after failures. More detailatbiicy results are presented in Fig.
5-22.

In Fig. 5-22.a, the latency of intra-layer messaggsesented for each of the 3 hori-
zontal layers. For example, in layeg, the latency is ~6% higher, because of the 2D
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node failure in this layer. As expected, the layeotintra-layer messages increases with
the failure rate in the layer (as presenteaisie 5-2).
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Fig. 5-22 Latency overheads (%) for 2D and 3D nodrilures

Results considering the messages by their destimdéiyer are depicted in Fig.
5-22.b. For example, the latency of messages agito layerl (from layersLo, L1 or
L,) is ~5.5% higher because of the failures in the&CN®he latency of the messages
destinated to each layer also increases with thedaate of the layer.

However, the layek; is the destination the most affected by the faBuiThis is due
not only to the higher node failure rate in theelgyout also because some 3D nodes are
also failed. Thus, the layer can be reached witigher latency. After the failures, the
number of unusable vertical links frolm to L; is equal to those fror; to L,. Still, the
latency of messages destinated.i@oes not increase so much as of those destinated to
L,. This can be explained by the position of the laye the stack. In fact, the messages
reachingL; come also fronhy andL1, not only fromL,. The failure rates ihy andL; are
smaller and there are no failed vertical links l@dwthese two layers. On the other hand,

messages from botly andL; that reach., have to pass through the reduced number of
vertical links betweeh; andL..

5.7 Limitations

The main limitation of RILM consists in not dealimgth partitioned layers. However,
such a case is not likely to occur if the layenasnogeneous, i.e. the probability to have
a sufficient failure rate and a specific patterpaotition the layer is quite high.

The other limitations of RILM for building an effent 3D routing algorithm reside
in the 2D routing algorithms that are used in 2Befa. For example, the overall 3D
routing characteristics strongly depend on the @Ring algorithms characteristics (fault
tolerance, deadlock-freedom, congestion in 2D kysic.). Several 2D routing algo-
rithms achieve their fault tolerance property byirdeg unsafe nodes or zones around
faulty nodes. Unsafe zones are avoided duringmguti order to obviate the packet trap
inside it. A 3D node may belong to an unsafe zonésilayer, created after the failure of
some of its neighbors. In cases when unsafe nagesompletely deactivated and can
not be destinations of messages, the verticald)n&f unsafe 3D nodes can not be use
any more. To avoid vertical link wasting, the 20uting algorithm should be slightly
modified so that to allow unsafe 3D nodes beinglfdestinations in their layer.
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A key point in RILM is the weight function to ackie adaptability to the application
and system specifics. Congestions in a verticdd dffect the 3D routing performance;
therefore special care must be taken in calibréatiegveight function.

Regarding the simulations, not all elements argegnlyg taken into account; the
propagation of a flit through a link is done in yiclke, for instance, but in reality it can
take a few hardware clock cycles and can diffehfaizontal and vertical links, depend-
ing on the actual technology. Even for the same tplinks (horizontal/vertical), the
transmission rate can be different if the numbeaatiial wires in each link varies.

5.8 Conclusions

In this chapter we presented RILM, a method to rekted 3D stacked NoCs any 2D
routing policy. RILM is designed for the case whba vertical connections of the NoC
stack are incomplete. Already validated 2D roufpadicies can be used in 2D layers.
The main characteristics of the routing algoritton3D NoC obtained by RILM are the
following.

The 3D routing algorithm obtained by RILM tolerat@shigh number of multiple
node and link failures. It can correctly find a t®between any source and destination in
the 3D NoC, if the latter is not partitioned. Fbetintra-layer routing, the tolerance
degree depends on fault-tolerance properties oRiheouting algorithms used in 2D
layers. However, the failures of vertical links dmderated, whether the 2D routing
algorithms are fault-tolerant or not.

The algorithm locally reconfigures after failures; central coordinator is necessary.

RILM ensures deadlock-freedom for the inter-layamrting. Besides, if the 2D rout-
ing algorithms in layers are deadlock-free, the l&l8D route is deadlock-free.

Adaptability to the application requirements andteyn characteristics is possible
using the weight function.

RILM incurs a low overhead in terms of routing cdexity and latency. It can be
applied to any topologies of layers. RILM can bedi compose 3D routing algorithms
for NoCs from simple or fault-tolerant 2D routingligies, even if they are different for
different layers. The properties of the algorithmvé been proven theoretically and
validated by simulations in 3D NoCs with mesh layer
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I his chapter presents fault-tolerant solutions femporary faults in

NoCs, acting both at data link and transport layekpplication layer

Is also involved, as the fault-tolerant techniquaa be configured with respect to

the QoS level of the transmitted data. A genebraly of fault-tolerant modules
implementing several types of EDC/ECC codes has Heeeloped. The purpose
of this work is to facilitate the choice of the mssitable fault-tolerant approach
for the targeted level of fault-tolerance, depegdon the QoS, and balancing it

with the incurred cost in terms of extra- area, powonsumption and latency.

Claudia Rusu 109



Chapter 6. Recovery from Temporary Errors at Datakland Transport Levels

6.1 Error-Detection and Error-Correction Codes

Many types of codes have been proposed and areous€tS| circuits and communica-
tion systems. Error detection/correction codes @teh by EDC and ECC, respectively)
represent lower-cost solutions to tolerate errmtsgn compared to other classical fault-
tolerant mechanisms such as error masking by tridular redundancy (TMR) or the
more general N-modular redundancy (NMR). The madukdundancy technique
consists in replication of a module N times (Nh®sen depending on the targeted fault-
tolerance capability), supplemented by a voter. \Itter architecture is the critical part
of the design; therefore it should be very reliable

A few definitions used in coding theory are givezidov.

Definition. The (Hammingweight of a string (code word) is the number of sym-
bols that are different frorrera

For binary codes, the weight is the number of A’#e string.

Definition. The (Hamming)distance between two strings of equal length is the
number of positions at which the corresponding syisare different.

For binary strings andb the Hamming distance is equal to the number of ame
XOR b, i.e. theweightof a XOR b.

Definition. The (Hamming)istance of a codds the minimum distance between
any two code words in the code.

The distance of a code defines its error detediwh correction capability. A code
with distanced can detect up td-1 errors and can correct up |'£(11 —1)/2J errors. The

single-bit parity has a code distance of 2. Theesfthe single-bit parity code can detect
one-bit errors, but can not correct them. To carsewle-bit errors, the code must have a
distance of 3. A code with distance 3 is calgialgle-error-correcting(SEC) code. A
code with distance 4 is calleihgle-error-correcting and double-error-detecti(§EC-
DED) code.

In general, detection/correction capability is asled at the price of overheads in
area, power and latency. For example, a singldyphit code has small area overhead,
but detects only odd number of erroneous bits. dwdxles, on the other hand, are more
complex and generate more overhead, but achievehjyotection degree. Optimiza-
tions to reduce overheads exist, such as LDPC ambHtodes. CRC are interesting for
their high capability of detecting burst (adjacesrpors.

Linear codesare largely used in fault-tolerant transmissi@mgen their efficient en-
coding and error detection and correction algorgl{ie. usingerror syndromey Linear
codes include: parity, Hamming, Hsiao, and CRC sodr fault-tolerant schemes at
link and transport layers make use of linear codberefore, they are briefly presented
in the following sections.

6.2 Linear Codes

Linear codes are a special class of block codeghich the modulo-2 sum of any code
words is also a code word [LTWO7].

6.2.1Principle of Linear Codes

The principle of linear codes consists in addingurelant information to data, during
encodingoperation. Thus, the encoded data contains mtge¢han the original data. The
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encoded data is transmitted through the commubpicathannel and in case errors affect
the encoded data during transmission, these aextddt or corrected, by using the
redundant information of the code. At receiver, thigginal data is extracted from the
encoded data bgecoding
Let’'s denote the original data word by(of lengthk) and the code word by (of
lengthn). Two matrices are used for linear codes:
— Generator matrixGy x n, to Obtain the code word from the data word:
c=dxG (6-1)
— Parity-check matrixHpn.x) x n Used to detect (and possibly correct) eventual er
rors. For any code worg the following equality is true:

cxH =0 (6-2)
The relation betwee® andH is:
GxH =0 (6-3)

The error syndrome is used for error detection and correction. Leesote the re-
ceived data word by. This data is equal to the sent datawhich may be affected by
eventual errors that occurred during transmission:

r=c+e (6-4)

wheree represents the so-calledor vectoror error pattern
By multiplying byH" the equation (6-4), we obtain the error syndrosne,

s=rxH =cxH +exH (6-5)
According to property (6-2), we obtain:
s=rxH =exH (6-6)

Therefore, using andH, the error syndrome can be computed at receiver.

When the received codeword is not affected by sysis 0. Otherwise, errors oc-
curred. The error syndroms, is interpreted to identify the erroneous bits aodrect
them.

G andH matrixes can be mutated into equivalent codehéydllowing operations:
column permutation and elementary row operatioepléicing a row with a linear
combination of rows) [Mo005].

G in thesystematic form is:

G=[lk|P] (6-7)

wherely represents the identity matrix, and correspond$eooriginal data bits?
represents the parity matrix; each columrPicorresponds to a parity bit and indicates
the bits checked by the respective parity bit. ¢tvespondindd matrix is given by:

H =[P [Ind (6-8)

In binary codes,R =P.

There are several advantages of systematic codes,as rapid and simple retrieval
of original data and recomputation of only chedk bt receiver.

For systematic codes, the error syndrome can lznaat by recomputing at receiver
the check bits and then computing the differenc@RX between the two sets of check
bits (received and recomputed). An example is ghalow.

6.2.2Example of Error Detection and Correction

Error detection and correction using the syndroanesystematic linear codes is exempli-
fied in this subsection. Let's consid& and H matrices below (corresponding to
Hamming code (7,4)):
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1000110
1101100

0100101
G= H=/1 011010

0010011
0111001

0001111

Suppose the data sent through the chanmktigl 0 0 1].

The encoded word obtained by applying formula (6s1y =[1 001 1 1 1]. The
check bits added to the data are [1 1 1].

Consider the data is affected by the error paterj0 0 0 1 0 0 0], i.e. the™bit is
reversed. Thus, the receiver receives[1 0 001 1 1]. At receiver, the check bits for [1
0 0 0] arev =[0 0 0]. The syndrome is obtained as the diffeee(XOR) between and
v. Thus,s = [1 1 1]. This corresponds to th& golumn in matrixH. The correction is
effectuated by reversing the value of tfiebit of r.

6.2.3Classes of Linear Codes

Polynomial codes represent a large class of linear blocksoblee set of valid polyno-
mial code words consists of those polynomials #natdivisible by a given polynomial,
calledgenerator polynomial

Cyclic codesare aspecial type of polynomial codes cyclic codeis alinear (n, k)
block code with the property thavery cyclic shift of a codeword results in another
codeword Cyclic codes are used to detdxtrst errors Burst errors are of particular
interest because multi-bit errors tend to be cilestdogether. Noise sources tend to
affect a contiguous set of bus lines in communacathannels.

Cyclic redundancy check(CRC) is a very populagrror detectingcyclic code im-
plemented in many data transmission schemes. @xaanples of cyclic codes afeCH
and Reed-SolomoiRS60] [KV01]. BCH codes are error correction cedeith high
Hamming distance. Reed-Solomon codes are a sub&€ld codes with particularly
efficient structure.

Since the number of linear codes is very largey anfew classes of codes are de-
tailed below. However, all linear codes can be snpnted usin@G andH matrixes.

6.2.3.1Parity Codes

This subsection dwells on parity codes used fareatetection, such as simple and block
parity.
Single-Bit Parity

A simple parity code (Fig. 6-1) consists in addangingle bit to the transmitted data bits,
called parity bit, indicating whether the number of “1” bits in tdata is even or odd.
The encoding and error detection can be directplemented with XOR gates.

D, (D | Dy | By [Pa
I — %

Fig. 6-1 Parity code

Error detection: If an odd number of bits are eeaurs, being “0” instead of “1” or
vice versa, the parity bit no longer reflects tberect number of “1”s. Error detection is
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performed by comparing the parity bit and the regoted parity of the data at the
receiver module.

The mainadvantage of the parity code is the low overhead and highlemlity:
only a parity bit for any length of data. Howevtire larger the data size, the lower the
detection capability of the code, because of thesmsed probability of error occurrences
(if the same error probability is considered focleait).

The maindrawback of the parity code remains the even number ofrgrras they
are not detected.

Disjoint Block Parity

In order to improve the detection effectivenesshefcode, several bits of parity are
used. Data is grouped in blocks, and a parity leicks each data block. This way, errors
of evenmultiplicity are possibly divided into several @rs of odd multiplicity. The
respective parity bits indicate the errors in eétbck, increasing thus the detection
capability of the code in these cases. The detecapability ofodd multiplicity errors is
still possible using the block parity, as the griogpof odd multiplicity errors implies the
existence of at least one odd multiplicity sub-eftbe sum of an odd number contains at
least one odd number). Therefore, considering beém and odd multiplicity errors, the
overall detection capability of the block paritydeois higher than the simple parity code.

Parity bits can be applied to contiguous (Fig. & -ar interleaved blocks of data
(Fig. 6-2.b).

In the compact (or contiguous) parity blo@pproach (Fig. 6-2.a), adjacent bits be-
long to the same parity block.

D3 DZ I31 I::II:I P1 I::lEI DS D2 D'1 |:]I:I |31 PD
[ I I TT | I [T Tn
a. Compact blocks b. Interleaved blocks

Fig. 6-2 Block parity

In theinterleaving parity blocksipproach (Fig. 6-2.b), adjacent bits belong ttedif
ent parity blocks. This technique is the most éffecsolution for bus communication,
where adjacent errors are more likely to occur. éMbits of interleaving parity ensure
better error cover, but at higher cost.

Another technique exploiting the localization ofipabits consists of storing these
among data bits. This technique is used by certdnndant array of inexpensive disks
(RAID), which enables the recovery of the data he tase of a failure of any disk
[PGKOOQ].

Overlapped Block Parity

In this type of code, the blocks (called aigoupg are not disjoint, i.e. a bit belongs
to several parity groups. A parity bit is assigried each group; therefore, each bit is
checked by several parity bits. Hamming codes lgetorthis family of codes.

6.2.3.2Hamming Code

The Hamming [Moo05] and the Hsiao [CH84] [Hsi70Hes can be considered as parity
codes, since they use overlapped parity blocksufigly where a bit belongs to several
parity groups (i.e. each bit is checked by seveaaity bits). On account of its redundant
information, this approach also allows the corctof errors, not only their detection.
In Fig. 6-3, an overlapped block parity exampl@riesented, which is in fact the (7, 4)
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Hamming code. The encoded word is on 7 bits: 4tlaeoriginal data bits and 3 repre-
sent the parity bits.

2 D, | Dy Dy |Ps
! ; 3

Pi 1Fs

TI-II. I

o ]

Fig. 6-3 Overlapped blocks parity. Hamming (7, 4)

The Hamming (7, 4) code can detect and correclesioi errors; it is also called a
SEC 6ingle error correctioh code. In the binary Hamming code of order r,¢bkimns
are all the none-zero binary vectors of lengthaclEsuch column represents the binary
form of an integer between 1 and n'=-21.

If an overall parity bit (bit 0) is included, théine code can also detect (but not cor-
rect) any double-bit errors. The code thus obtailsed SEC-DED code (single error
correction and double error detection).

6.2.3.2.Hsiao Code

Hsiao code is an optimal SEC-DEC code invented by.Misiao [Hsi70], derived from
the more general Hamming codes. Hsiao code is amairodd-weight-column, i.e. the
weight of each column is odd and the number of il’the check matrix is minimal. The
minimum number of “1"s means minimal power requir€bmpared with Hamming
codes, Hsiao codes providaprovementsin speed, cost and reliability in the decoding
logic.

6.2.3.2.2.ow-Density Parity-Check (LDPC) Code

LPDC codes were first proposed by R.G. Gallaget963 and rediscovered over 30
years later. The name comes from the charactedtticeir parity-check matrix, which
contains only a few 1's in comparison to the amao®’s. The mainadvantage of
LDPC codes is that they provide a performance wisarery close to the capacity of a
lot of different channels and linear time complégoathms for decoding. Furthermore,
they are suited for implementations that make heseyof parallelism.

6.2.3.3Cyclic Redundancy Check (CRC) Code

Cyclic redundancy check;RC, (or polynomial code checks)ynsodes are specifically
designed to protect against common types of efroommunication channels, where
they can provide quick and reasonable assuranite afitegrity of messages delivered.

The CRC was invented by W.W. Peterson and publighé861 [PB61]. An impor-
tant reason for the popularity of CRCs for deteagtine accidental alteration of data is
their efficiency guarantee. Typically, arbit CRC, applied to a data block of arbitrary
length, will detect any single error burst not lenghann bits and will detect a fraction 1
— 2" of all longer error bursts. Errors in both datnsmission channels and magnetic
storage media tend to be distributed non-randomdy ére “bursty”), making CRCs’
properties more useful than alternative schemds asienultiple parity checks.

A CRC code is formed usinggenerator polynomialg(x), which is also called the
code generatorlts degree is equal to the number of check bésp-k:

g(X) = QX+ L X X+ O (6-9)
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A codeword,c(x), is formed by Galois (modulo 2) multiplication tife message,
m(x), with the generatog(x):

c(xX) = m(x).g(x) (6-10)
For systematic CRC codes, the code word can bénebtas follows:
c(¥) = m(X).x"* +r(x) (6-11)

wherer(X) = remainder ofr(x).x") / g(x)

This involves Galois (modulo 2) division, which che performed usinginear
feedback shift registdi. FSR), which is a compact circuit.

As all linear codes, CRC code has a correspon@imgatrix andH-matrix. Each
row of theG-matrix is simply a shifted version of the generatolynomial.

The generator polynomial is the most important pathe CRC. It must be chosen
to maximize the error detection capabilities. Sevé&ngths are most commonly used
and several generator polynomials are used foerdifit standards.

Observation Single-bitparity is a special case of cyclic redundancy check (CR@®Ere
the 1-bit CRC is generated by the polynomiel.

6.3 Error Recovery Mechanisms

Based on error detection and correction codesntaim error recovery mechanisntan
be used:

- Error correction using error correction codes;

- Data retransmissionusing error detection codes.

In NoCs, these can be applied:

- Switch-to-switch{S23 or atlink level i.e. at each hop along the route of data;

- End-to-end(E2E) or attransport leveli.e. between thaetwork interfacegNIs)

of the source and destination nodes.

The following tables resume the characteristicshef basic error recovery mecha-
nisms (correction and retransmission) applied SZ2&.

S2S schemes deal with the errors cumulated alangdkh. In E2E schemes, error
multiplicity may surpass the EDC/ECC capability iflea6-1). However, a higher price
is paid for the S2S implementation, in terms ofbaaad power overhead, since the error
control blocks must be added for each pair of negmodes. In E2E schemes, these are
present only at NIs. The retransmission buffer vickn be narrower for S2S schemes,
since buffers store original data (vs. encoded maE2E schemes).

Table 6-1 Switch-to-switch vs. end-to-end error carol effectiveness

Criterion/scheme S2S E2E
Deal with errors cumulated along the path yes no
Area and power overhead higher smaller

Intermediate buffer width narrower wider

The latency of error recovery mechanisms in the basic cases of error recovery is
presented in Table 6-2. A S2S retransmission t8keleck cycles, while the S2S error
correction takes only 1 cycle. The correction lesdame latency, even for the E2E case
with any number of hops, but it does not deal weittors cumulated along the path. The
latency of E2E retransmission can not be simplyreged, as it depends on several
factors, like the length of the path between the emd nodes and the traffic along this
path, for both the retransmission request and &l itransmission itself.
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Table 6-2 Error recovery mechanisms latency overhaeh

Latency Overhead S2S E2E
Retransmission | 3 clock cycles / link depends on the path, traffic load efc.
Correction 1 clock cycle / link| 1 clock cycle

Error correction codes are more complex than etebection codes, and thus, their
corresponding costs are higher. On the other hidnedretransmission implies the exis-
tence of buffers to store data for future possibleansmissions. Thus, the overall area
for retransmission is higher than in the case afembion (Table 6-3). However, by
paying the retransmission buffer price, a highéativeness of the fault-tolerant scheme
is achieved, since recovery is possible also fromrgatterns that can not be corrected
by the error correction code.

Table 6-3 Correction vs. retransmission area overlzsl

Scheme Area overheagd
Retransmissiory higher
Correction lower

The effectiveness of the four basic error recowsalyemes is synthesized in Table
6-4. When errors are likely to occur uniformly distited along the path, S2S schemes
are more effective, since they treat each errar@scurs. S2S error correction deals with
errors of lower multiplicity (limited by the errarorrection code capability), uniformly
distributed along the path. On the other hand, 8&&nsmission is more effective,
especially when there are many errors uniformlyritsted along the path, which can
not be treated by the error correction code.

Table 6-4 Correction vs. retransmission effectiverss

Efficiency S2S E2E
Retrans- | - High multiplicity errors - High multiplicity errors

Errors uniformlydistributed Errors not uniformlydistributed
along the path along the path

Correction| - Low multiplicity errors Low multiplicity errors

Errors uniformlydistributed Errors not uniformlydistributed
along the path along the path

mission

If errors are not uniformly distributed along thetlp, S2S error control is useless. To
gain in latency, E2E schemes are preferred. Likehan case of S2S schemes, E2E
retransmission can deal with several error pattéhas the correction approach. This
limitation is given by the error detection/correcticapability of the selected code.

6.4 Error Control Schemes

Two main error control schemes correspond to tiseck&ror recovery mechanism: error
correction and data retransmission. In many cas®sge types of errors are more likely
to occur, while other types (usually those withhegmultiplicity and irregular pattern)

occur more rarely. Therefore, a trade-off betwden dffectiveness of the fault-tolerant
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scheme and its cost must be considered. The soltdithis issue is aybrid scheme,
which combines error correction with retransmission
Considering applications with different QoS, we goee theselectiveerror control
scheme. Theelectivescheme detects errors and possibly corrects thethis scheme,
the correction is made based on the side-bandnrafeon of data items (flits) send over
the link. This information is added by the netwankerface, under the control of the
applications or the drivers of the SoC IP.
The characteristics of the error control schemestimieed above are synthesized in
the following lines:
¢ Forward Error Correction(FEC): received data is always corrected (only errarexiion codes are
used: Hamming SEC/DED, Hsiao).
¢ Error Detection and RetransmissidBD+R): resend data when errors are detected (erroctimte
codes are used: parity, Hamming).
¢ Hybrid: correct as many errors as possible and alteelgtiequest retransmission to improve error
correction capability (error correction codes ased).
¢ Selective correct errors only when explicitly specified bipper levels (error correction codes are
used).
All these schemes can be applied either between aic of adjacent switches (or

routers) or only between the source and the destmaf each messages, as depicted in
Fig. 6-4. Switch-to-switch(S29 schemes are depicted in Fig. 6-4.a-d and-to-end

(E2EB) schemes, in Fig. 6-4.e-h.
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Fig. 6-4 Error control schemes

* In S2S FECscheme (Fig. 6-4.a), the modules added to thelsitmk between
two routers/switches are: the encoder (at the sesrtkof the link), the detection and the
correction modules (at the receiver end).
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* In Fig. 6-4.b, theS2S ED+Rscheme is depicted. The encoding module is also
present at the sender part, and it is complemédntedretransmission buffer. When new
data is sent, it is also stored in the retransmis&iuffer. In case of retransmission
request, the data to be sent is taken from thangtnission buffer. At receiver, a detec-
tion module has the role of detecting the error asking for data retransmission in case
of errors. Thus, the communication channel is cemgnted with the retransmission
request, in the reverse direction.

* The S2Shybrid scheme combining the error correction and themstnission is
presented in Fig. 6-4.c. Besides the error detegtiodule, the hybrid scheme contains
modules for both retransmission and error corractim case of errors, thhybrid
scheme performs correction whenever it is posshte retransmission otherwise. Since
retransmission is slower than correction, kiybrid scheme is faster than pure retrans-
mission. The adaptability and gain in latency o ltigbrid scheme are however paid in
area overhead.

* In Fig. 6-4.d, thés2Sselectiveerror correction scheme is shown. Ddligs] sent
on wires are encoded before the data leaves theeapsinterface logic.

Error detection and possible correction are impleied before data arrives in the
downstream interface (Fig. 6-4.d). When errorsdetected, the side-band information
sent on control lines indicates whether or notexdion should be made. If correction is
not necessary, because either there are no detentd or detected errors will be
corrected by upper layers, flits arrive at the dstream interface with the delay induced
by detection. When detected errors must be codeatsupplementary delay is added by
the correction operation.

On the outputs of detection and correction modolethe selectivescheme (Fig.
6-4.d) there are uncorrected and corrected daspecotively. These outputs are multi-
plexed before data arrives at the downstream aaterfThe multiplexer is commanded
by a flip flop that is set by a correction decisamd it is reset when transmission ends.
When the flip-flop is set, the output of the cotr@e module is forwarded to the down-
stream interface. In the other case, the unconted#ta at the output of the detection
module is transmitted. Therefore, once a flit isrected, all subsequent flits are delayed
with an extra clock cycle and bypassing the coivacstage becomes possible after
transmission ends. Thus, teelectivescheme has a latency overhead similar with FEC
when correction is necessary, and lower otherwise.

E2E schemegFig. 6-4.e-h) operate by the same principle agichwo-switch
schemes, but only from end nodes (i.e. betweersdlece and the destination of mes-
sages). In the end-to-end schemes, the same moaldestill present at each router
connected to aetwork interfacgNlI), but they do not operate unless they belong to a
source or a destination node of the current messadacing thus the message latency.
For the retransmission requests, unlike in the &2&®s, dedicated wires are not to be
added in the NoC. Instead of the hardware impleatrmt, the retransmission request is
realized by messages traveling through the NoC.

In all error control schemes, tle®ntrol lines containing critical information are
protected with triple modular redundand@MR ) and majority voting.

For errordetection single and double error detection codes are Usedcorrec-
tion, codes with single error correction capability ased.

To deal withmultiple errors, block and interleaving techniques applied to ¢hes
simple capacity codes are used to obtain codes Mitger Hamming distance. To
enhance the detection capability of a scheme, bdockinterleaving techniques applied
to single or double error detection codes can legl (as detailed in subsection 6.2.3.1,
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for parity codes). The same techniques can be tmedorrection. For example, to
correct two errors in a flit, the flit is dividedto two groups (depending on the expected
error pattern) and each group is protected by @ Bamming code.

More groups increase the correction capabilitiehefcode. When data is splitnim
groups, all multiple error patterns of up rioerrors can be corrected, if the errors are
distributed such that there is at most one errogpeup. The way the groups are formed
also influences the error distribution in the paise For example, crosstalk induced
multiple errors usually affect adjacent wires antkileaving SEC codes (i.e. adjacent
wires are in different groups) correct all thesee.

Nevertheless, any other type of higher distanceesamhn also be used instead of
block/interleaving of simple codes.

6.5 Linear Code Library and Simulation Environment

Based on the common properties of linear codesda tibrary was built. It makes use of
a G andH matrixes database for several types and sizesd&sc However, other codes
can be added in the library by simply appendingr tBeandH matrixes to database.

For any linear code, encoding, error detection @rdection modules are automati-
cally generated, using matrix€s and H, and linear code formulas (see section 6.2).
Formula 6-1 is used to generate the encoder. Tiw syndrome is computed with
formula 6-6. Then, the syndrome is used to cottexierror as exemplified in subsection
6.2.2.

The fault-tolerant link generation is depicted ig.F-5. For each data size, the code
type must be specifiedc¢de ID n, k), as well as the number of groups (for
block/interleaving coding). This information is ds& select the appropriate matrixes
from the database. Triplication and voting is usedgenerate fault-tolerant control
signals.

Configuration inf

Code ID G and H Original link
(n, k) database (non fault-tolerant
#group:

¢ SelectG \ Encoder
o Generaté&ncoder
+soin

0 Generateéerr. Detector @

0 Generateerr. Corrector —»|

Err. Correcto

* GeneratefMR modules
for control signals J

________________\

| Fault-tolerant Iink|

Fig. 6-5 Fault-tolerant link generation

The fault-tolerant link is obtained from the origirlink by adding in the upstream
and downstream interfaces the fault-tolerant malaed replacing the control wires
with their fault-tolerant counterparts.
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For dynamic link simulations, @affic generator and atraffic sink are connected
the link under evaluation. The traffic generatongmtes burst traffic, i.e. a flit is in-
jected in the link at each clock cycle. The traffiok reads flits from the link as soon as
they are available.

6.6 Case Study
6.6.1Spidergon STNoC Link

3D Spidergon STNoC is the extension of the SpideigdNoC [CGL+08] communica-
tion platform to stacked 3D integration technolsgi€he building blocks of Spidergon
STNoC are the network interfaces, routers and links

The network interface (NI) is the access pointh® NoC, converting the messages
generated by the IP or the subsystem connectddrtim ipackets that will be transported
through the network. The NI hides network-dependepiects from the transport layer,
allowing IP blocks to be re-used without furtherdifization no matter how the NoC
architecture subsequently evolves. The NI is adspansible for frequency and data size
conversions between the IP/subsystem and the NG€.Spidergon STNoC router is
responsible for flit transmission, using wormhabdeiting protocol. The STNoC router is
designed to support ST’s proprietary Spidergon lwgpo therefore it is capable of
routing packets via three different links: lefgght and across.

STNoC link is responsible for the connections betweouters and between routers
and Nls. Spidergon STNoC link is a synchronous.alpegr and unidirectional link
[CGL+08]. Two such links connect two neighboringuters (possible in neighboring
layers for 3D NoCs) or routers and the networkrfiatges. STNoC links can be used both
in 2D NoCs as well as in 3D NoCs, as vertical libkedween 2D layers of the stack. In
Fig. 6-6, the structure of the synchronous STNok is depicted.

Logic intetrface

FLIT

CONTROL

| B/

Upstream Downistream
interface interface

TEXCLE RECLK

Fig. 6-6 Structure of synchronous STNoC Link

The link consists of two logic interfaces (upstreanad downstream) and two sets of
wires (data and control). The link uses the crédised flow control mechanism to
transmit flits. Signals sent on control wires speearious properties of the transmitted
flit (side-band information) such as its relativasfgion in the packet (i.e. header, payload
or final). The control wires also carry the signaécessary for credit based flow control
(i.e. valid and credit).

6.6.2Simulation Results

In this section we analyze the overhead of thereromtrol schemes applied to the
Spidergon STNoC link, in terms of area, power airé wount.
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6.6.2.1Impact on Latency

In order to assess the performance degradatioheolirik, the latency overhead on the
link is measured from the moment the flit leaves tipstream interface to the moment
when it arrives at the downstream interface. Falweation, one unidirectional vertical
link is considered and uniform traffic patterns emjected at a rate of one flit / cycle (i.e.
burst traffic).

The latency overhead of ti=C scheme is constant, i.e. 2 cycles, one for erger d
tection and the other for error correction. For Bi2+tR scheme, the minimum latency
overhead is 1 and it increases depending on thiansehission rate. For theybrid
scheme, the latency strongly depends on the eatterp and rate.

The selectiveerror control scheme corrects errors based orsitteeband informa-
tion of the transmitted data. Thus, unnecessaydedre avoided, such as delays caused
by error correction when no errors are detectedlogn non-critical errors are detected.
Therefore, the latency of data transmitted on thie depends on the transmission error
rate. In Fig. 6-7 the data latency overhead isesgmted for increasing error rates. For

this simulation, we suppose that all errors thauoenust be corrected.
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Fig. 6-7 Selective error correction scheme latenayverhead

For relatively high error rates, the probabilityr&feding correction early in the burst
increases. This causes an increase of the lateremhead to two clock cycles for all
subsequent flits, as bypassing the error corrediage is possible only after the trans-
mission ends.

6.6.2.2Impact on Area and Power

The improved reliability of communication on thensitronous Spidergon STNoC link
comes with extra cost in silicon: area and dissigpgiower due to additional modules
and wire count. To evaluate this cost, the RTL nhod¢he link with improved reliabil-
ity is synthesized in the 65 nm process from STrd&tectronics. The link is configured
with two virtual channels, each with its own infwtffer, and different flit sizes.

The area and power overheads for the four errotr@oschemesKEC, ED+R, hy-
brid and selectivg@ are shown in Fig. 6-8. These overheads are irtlbgethe fault-
tolerant modules: encoder, decoder, correctormamsmission mechanism and buffers and
selection logic. The link is configured for 64 bitsde and 3 block/interleaving configu-
rations are considered: 1 group of 64 bits, 2 gsafp32 de bits and 4 groups of 16 bits,
for different multiplicities of expected errors.riars of higher multiplicity can be treated
with several codes, if erroneous bits are in d#iférgroups. This gain requires however
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small area and power overhead (Fig. 6-8). Parileds used in th&D+R scheme and
SEC-DED Hamming code for the others.
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Fig. 6-8 Power and area overheads of switch-to-swl error control schemes

The hybrid scheme has the highest overheads (Fig. 6-8), @itins modules for
both error correction and retransmission. It isolwed by theED+R scheme, due to the
retransmission buffers it also contaifC has the smallest overheads. H&ective
scheme has small area overhead, comparable tofttfa¢ FEC scheme. Regarding the
power, it is higher, closer to that of t&®+R scheme. This is explained by the presence
of the selection logic.

The overheads of theelectivescheme are represented in Fig. 6-9, for diffecent
figurations of the link and coding schemes.
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Fig. 6-9 Area, dissipated power and wire count ovéead for different link configurations
The wire count is an important metric especiallyewhhe link is a vertical one in a

3D NoC, because the vertical bundles have larggfimds on layers. In current technol-
ogy TSVs have a pitch of tens of um and 30 64ibksl have a total footprint of 0.7
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unt, equivalent the area of an IP block. The wire ¢cmwerhead gives an approximation
of the area penalty due to the increased errorecton capabilities (i.e. extra control
bits). For example, 128 bits of data can be pretkutith single error correction capabili-
ties with 9 additional wires, whereas protectin@ Mires with multiple (up to eight)
error correction capabilities requires 48 wiresef@ra wires for each 16 bits). In the
proposed scheme the control lines are protected)wsple modular redundancy (i.e. for
each signal there are three wires). In the analgpeéigurations of the link the side-band
information consists of six bits and four signate the credit based protocol. These
signals require 20 extra wires, independently effti size or coding.

The proposed scheme increases the round trip tekxycy of the credits in the link
as encoding, error detection and error correctiacheaequire one clock cycle and, in
order to maximize throughput, the input buffers thesresized. The increase in flit size
partially masks the increase in area incurred leydbding scheme. Larger flits mean
wider buffers in the synchronous link and, in taens time, larger error control modules.
In both cases the increase in area follows a sinviéand and the variations in the area
overhead stay in the same range for the analyzefijooations.

The dissipated power is determined by the synthesisfor a clock period of 1 ns
(i.,e. 1 GHz). The dissipated power overhead exhiimnilar behavior to that of the area
overhead. However, when the flit size increasessidenably, the dissipated power
overhead on the link is considerably higher tharthe case of the error correction
scheme. The net result is a smaller overhead oflig@pated power for relative large
flits.

The hardware analysis of the proposed scheme stiatthe area and dissipated
power overheads for the Spidergon STNoC synchrotinkishave small variations for
small to medium sized flits. The wire count depeadsnumber of groups in the coding
scheme and impacts the footprint of the verticerzonnects as more groups mean more
vertical wires. In the same time, more groups iaseethe error correction capabilities
and, as the analysis shows, with relative smadl arel power penalties.

The area overhead of the selective error correcdreme is also evaluated rela-
tively to the NoC. A 2x4x4 3D NoC (2 layers, eaclihwa 4x4 mesh topology) is used
for this evaluation. Three types of protection aomsidered: switch-to-switch, end-to
end and on vertical links only (series VL in theagnic). The results are depicted in
figure Fig. 6-10.

When compared to the area overhead for a singke(previous figure Fig. 6-9),
lower overheads are obtained at NoC-level. Amorgyttivee configurations, the S2S
implementation is the most area consuming and rieé®@mmended for high error rate.
Then, the E2E protection needs only less than 2@% averhead. The third configura-
tion is particularly interesting to protect the tveal links from the errors that occur in
TSVs. Complete vertical connectivity is considenredhis estimation and all the vertical
links in the NoC are protected. The area overhsatkss than 10%. Moreover, the
overheads at the system-based NoC level (includisg the processing cores and the
network interfaces) are even smaller. Thereforenaf/at the link level the overhead is
quite important, from the system point of view, ythere small or even negligible in
certain cases.
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Fig. 6-10 Area overhead at NoC for S2S, E2E and Vieal Link only (VL) error protection

Observation In this experimentKig. 6-10, the TSVs are considered with the same charac-
teristics as the 2D links. More accurate resultd e obtained using real characteristics of
vertical links.

6.7 Conclusions

This chapter presents fault-tolerant schemes basedrror detection and correction
coding. Besides classical schemE&C, ED+R andhybrid), we developed &aelective
correction scheme. In thselectivescheme, error correction phase is skipped when
possible, based on the side-band information tratesnalong with the data. This
information is set at higher levels of the commatian protocol stack, like application
and transport levels. If necessary, uncorrected iddtandled at these levels; for instance
by end-to-end retransmission or at applicationllédence, a gain in latency is achieved
for guaranteed throughput applications. For packétsigh reliability applications, the
correction phase is not skipped and errors accusti@ong the path are treated at each
hop. In this manner, a latency-reliability tradé-sf attained, responding to heterogene-
ous application QoS requirements that can exist MoC. Theselectivescheme incurs
low overheads in area and power, comparable tetbbsimpleFEC schemes.

A generic library of linear codes has also beerelitgmed. These codes can be ap-
plied on different length of data words, as well as blocks or interleaved groups,
depending on the proposed level of fault-tolerance.
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odern chips are more and more complex and heteeogen they have

different application QoS requirements and may beedin 3D integration
technology. In the mean time, SoCs are prone torés caused by transient, intermittent
and permanent faults. These faults can originaténenshrunk dimensions of the elec-
tronic components, generated during fabricationirothe life-time, combined with
operation-life environmental factors (radiationggerferences etc.).

The overall objective of this thesis is to addreast-tolerant methods that take into
account the complexity of modern chips and theiefogeneity, in order to minimize the
fault-tolerance overhead and achieve scalableisokitMany fault-tolerant approaches
have been proposed in the past, at all levelsettdmmunication protocol stack and at
all components and subcomponents of NoCs. Howéwerthesis is not an overview of
these fault-tolerant methods, but focuses on thspects: checkpoint and rollback, fault-
tolerant routing and fault-tolerant transmissiombBe solutions proposed in the thesis
respond to the general question formulated in goersd chapter:

« Question How to achieve acceptable reliability levels widtuced impact on the
QoS requirements by offering adaptability to thelaation specifics (data integ-
rity, guranteed throughput, best effort)?

Answer: The answer to this question is as general agubstion. The answer can
be composed by gathering the answers to the questddressing each fault-
tolerant mechanism. However, collaboration betwebfferent fault-tolerant
mechanisms, at the same or at different levels, significantly contribute in
adapting the system reliability according to theSQequirements, while minimiz-
ing the costs in latency, power consumption and.are

Checkpoint and rollback technique was originallggmsed to rapidly recover from
errors or failures of the application that are eaulsy transient or intermittent faults. The
technique can also be useful in case of NoC noiierda, to migrate and resume the
corresponding tasks on other non-faulty nodes.pidreestoration of the application can
thus be achieved. The checkpoint and rollback tectenhas been largely used in macro-
networks (e.g. distributed systems), but not ydacCs, to the best of our knowledge.

» Question How the checkpoint and rollback mechanism impactshe NoC per-
formance can be evaluated and how its scalabagityle improved?

Answer: In order to evaluate the performances impachisf technique on NoCs,
we developed different checkpoint and rollback apphes based on an abstract
model of the application. Improvements of the basatocols were also proposed
to increase their scalability and minimize theipamt on the application perform-
ance, considering the application specifics (swuglerdical or real-time tasks and
communication partitioning). All protocols are tdpgy independent. However, a
routing mechanism adapted to the topology specdas significantly contribute
to improving the protocol scalability. By applyitige scalability improvements at
application and routing level to the coordinatedakipointing, up to two orders of
magnitude reductions in latency and memory overlagadachieved for systems
with 256 nodes. Significant reductions of the chmtit duration (up to 5%) are
achieved by exploiting the communication partitrani The error rate that can be
tolerated with the blocking coordinated checkpoigtapproach is several times
higher (2 to 6 in our simulations, depending on tilafic load) than in the non-
blocking one. A unified approach of blocking — nalneking checkpoint is pro-
posed, which exploits the different QoS requirera@iftapplications.
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3D NoC architectures exploit both the advantage8l@€s and of 3D integration
with stacked layers. A 3D topology with partial treal connectivity is an efficient
solution to the utilization of a reduced numbefM&Vs and that adapts to the heteroge-
neity and the irregularities of actual and futubBes3/stems.

» Question How to route messages in 3D NoCs with partiatigal connectivity
and possibly different layer topologies, with mimaihdesign effort, overhead and
time-to-market, while ensuring an optimal routingide each layer?

Answer: RILM, an inter-layer routing algorithm for 3D Na&Gwith incomplete
vertical connectivity and possibly different reguéa irregular topologies in hori-
zontal 2D layers has been proposed in this thésisady validated and adapted
algorithms for 2D topologies can be used in 2D dayeith minimal overhead
(only a few supplementary fields must be kept aha@ode to enable the 3D rout-
ing). Besides of dealing with the vertical irregitias of 3D NoC topologies, the
routing algorithm considers failures of routers énéls of the NoC. In fact, miss-
ing and failed vertical links are treated in thensamanner. RILM permits local
reconfiguration in case of failures. (Re)joiningrepaired or spare vertical links
and routers is also possible using the same repmation mechanism. Adaptabil-
ity to different QoS requirements (considering éaample the NoC actual traffic
loads or vertical link bandwidth or throughputjisssible through a customizable
function attached to the routing algorithm. Thetimogi mechanism can scale to
any number of layers in the 3D stack and can twesahigh number of failures:
only two vertical links (one to up and one to doviaefween adjacent layers are
sufficient to ensure the routing, as long as tlyersiare not partitioned.

Beside permanent faults, transmissions in VDSMadfected by transient and in-

termittent faults.

« Questiont How to deal with transient and intermittent fauht NoC links?

Answer: The fault-tolerant scheme proposed in this thissisased on error detec-
tion and correction codes. In order to respond he tpplication QoS
heterogeneity, information from application or gpart level is exploited for reli-
ability-latency trade-off. More precisely, for gaateed-throughput applications,
the correction phase is omitted and a gain in 3teaverhead is achieved. Possi-
ble errors produced along the path are treatedamsport and application level.
On the other hand, for high reliability applicatsprthe correction can be done at
each hop in the path. Thus, errors can not accuenalang the path and compro-
mise thus the data integrity. For best-effort aggilons, correction can be skipped
or performed either at each hop or end-to-end, ritipg on their required reli-
ability level as well as the other applicationsrgigathe NoC. Small overhead is
incurred by the fault-tolerant scheme, as effectteees are implemented (i.e.
Hamming and Hsiao). Other codes can also be camsidand added to the library
we developed. To deal with multiple errors, blockl anterleaving coding can be
used.

Future work

For the application checkpoint and recovery pramca decision algorithm that dy-

namically switches between blocking and non-blogkimechanisms for each
checkpointing phase can be designed and implemdatethe tasks that accept both
approaches. Dynamically instantiation and intergeaility of the RMU configura-

tions, depending on the communication patterns ifferdnt phases of the NoC
operation, is another future direction. Evaluating (dynamically-configured) protocols
on different types of application traffic patteiim®t only uniform traffic) with non-static,

bursty characteristics, and long-range dependensieanother work direction to be
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explored. The performance estimation of all thesatgeols using other application
models, benchmarks or real applications is andttiare work direction.

As future work in 3D NoC routing, we plan to appie routing mechanism to other
topologies of 2D layers and assess its effectiem@sother types of traffic. Different
instantiations of the weight function should beleated. VNTs in different layers must
be considered to obtain a global view about thiéi¢rinad on a vertical link.

Regarding the transmission fault-tolerant scheriuggre work directions are: com-
pleting the library with other codes, comparing timpact of these schemes with other
approaches, and evaluating them for concrete atjalits.

As a longer term future work, we plan to implemamnulti-level fault-tolerant NoC
that integrates all the proposed fault-tolerantisohs.
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Ce chapitre est un résumé en francais de la thesmq@e section
correspond a un chapitre de la version originalgitécen anglais.
Aprés une introduction, les deux sections suivatrsgent du contexte et de la
motivation pour ce travail ainsi que de I'état darl. Les trois sections suivantes
présentent nos contributions aux différents nivedaxla pile protocolaire de
communication : application, réseau, liaison de Wiées, et transport. Les deux
derniers sont traités ensemble en raison de lalisidé des solutions tolérantes
aux fautes respectives. La derniere section conaltitése et discute les travaux

futurs.
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8.1 Introduction

Aujourd’hui, le traitement de l'information s’élaig@ de plus en plus des seuls ordina-
teurs personnels vers les systemes embarquégscabjectifs principaux sont de rendre
information disponible a tout moment, n'importé @t de construire de l'intelligence
ambiante dans notre environnement. Les systemearguods ont des applications dans
tous les domaines et concernent aussi bien lavoddienne que les missions critiques :
audio, vidéo, électroménager, électronique autol@ohbvionique, télécommunications,
systemes médicaux, systemes d’authentificatiomtogyaphie, systemes de production
industrielle, robotique, etc.

Les systéemes sur puceystems-on-chjpSoC) sont des systéemes embarqués qui
comprennent plusieurs composants dans un seuitambégré (ntegrated circuit IC) :
processeurs, mémoires, périphériques, circuitsedtiomn d’énergie et autres. Un SoC
avec plus d’'un cceur de processeur est appelé systamtiprocesseur sur pucklIpR-
SoQ.

Le développement de la téléphonie mobile, des tassss numériques personnels
(PDA), et des technologies multimédia en générg ce nouveaux besoins tels que le
décodage videéo, les jeux interactifs en trois disimms ou le décodage audio numeérique.
Ces applications nécessitent de plus en plus dsanie de calcul [ITR09a].

L’intégration de plusieurs processeurs dans unée qmice est une solution poten-
tielle pour faire face a lI'exigence continue desgance de calcul des applications
embarquées et a la contrainte de temps de mide suarché. Le nombre des unités de
calcul processing enginesPE) devrait augmenter considérablement dans reses
prochaines [ITR09a] et atteindre « mille cceurs 2@20.

Face a la complexité énorme, les contraintes spaedg des systémes embarqués
doivent étre prises en compte, tels que la faiblfsommation d’énergie, la petite surface
de silicium, la fabrication ou le rendement.

Sur le plan technologique, conformément ddade Moore un degré plus haut
d’intégration est prévu [Int05]. Bien que les penfiances des transistors continuent de
s’améliorer avec la réduction de leurs taillescdblage les reliant présente des délais
croissants [ITRO5]. Des répéteurs peuvent étretégowafin d’atténuer le délai, mais ils
consomment de I'énergie et prennent de la surfAogurd’hui, plus de 50% de la
consommation de puissance dynamigue est due atdesannexions, et ce taux devrait
augmenter [MKWSO04] [JLVO5]. Par conséquent, I'attei des objectifs de puissance
devient aussi important que I'atteinte des object# performance [KNMO04], sinon plus.

L’intégration 3D, intensément étudié ces dernieres années, cffpdus de
perspective Moore pour les circuits intégrés, en particulier powsr $gstemes sur puce
dédiés au multimédia et aux applications mobilémtégration 3D consiste a empiler
des circuits intégrés et a les connecter verticaigmen utilisant des vias traversant le
silicium (Through-Silicon-Via TSV). Les interconnexions horizontales longuest so
remplacées par des interconnexions verticales quuges, en réduisant ainsi les délais
de fils globaux et la consommation globale d’érerdynamique. Un autre grand
avantage de l'intégration 3D par couches supergosseque, comparée a l'intégration
homogene, I'intégration de dispositifs et de tedbgies hétérogénes devient possible.

Cependant, le manque d’outils de conception tral&foorplanning le placement-
routage, mais aussi les TSVs et I'empilement 3Dcdaches retarde actuellement
l'intégration de cette technologie dans le fluxnpipal. Outre les restrictions liées aux
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irregularités de I'hétérogenéité, des restrictioglatives au nombre, a la taille et a la
position des TSV affectent la connectivité veregcale la pile [DM09]. En outre,
lintégration 3D apporte des problemes de rendenmmpiortants, principalement en
raison de processus supplémentaires de fabricei®mue I'amincissement deaferset
le collage.

Avec l'augmentation continue de la complexité de®-SbC, de plus en plus
d’éléments sont intégrés. Ainsi, la communicatiaoires ces éléments devient un goulot
d’étranglement pour la mise a I'échelle et les idéda mise sur le marché.

Réseaux sur puce

Les réseaux sur pucdlétwork-on-Chip NoC) résolvent les problemes de la com-
plexité toujours croissante, des délais et de lasipiation de puissance des
interconnexions 2D globales sur puce, en offransysteme structuré d’interconnexions
constitué desegments de filiens) et des blocs de routageteursou commutateurs
comme représenté sur la Fig. 8-1.a. Les systembagietraditionnels de communication
sont les connexionpoint-a-point (P2P) et les bus. L’architecture de communication
NoC est destinée a cumuler les avantages de ch#eatares principales existantes
(scalabilité et latence de communication faibleytten réduisant leurs inconvénients

(tels que le nombre de longs fils de P2P et lant@le communication dans les bus).

%o e To Te

Application
['I - r r |:| Router
o o [e LlO ® FE Transport
0 o 0 Elo Link Network
© To e Data link
D\D r“lo U\D F‘LO Physical
a. Réseau sur puce b. Pile protocolaire de communication

Fig. 8-1 Réseau sur puce (a) et Pile protocolaireeccommunication (b)

Les applications qui utilisent un NoC sont des erides de tdches s’exécutant sur
les différents unités de calcul (PEs) et commumdjaatravers le NoC. La pile protoco-
laire de communication est similaire a celle pr@mopar ISO-OSI [Zim88] et présentée
dans Fig. 8-1.b.

Pour les applications typiques SoC, la nature ddéleode communication est le
plus souvent hétérogene, avec certains groupefoathes échangeant de données plus
frequemment que d’autres. En outre, certaines sapeevent étre critiques ou temps
réel. Différentes applications avec leurs propmesembles de taches disjointes peuvent
également s’exécuter simultanément sur le systérésemu sur puce [HCGO07]. Méme si
les taches dans différents ensembles disjointshaféggent pas de données avec les
autres, elles sont en concurrence pour les ressodicNoC (routeurs, liens).

Les NoCs ont tout d’abord été proposés pour leep@d, mais avec I'émergence
de l'intégration 3D, les NoCs peuvent étre étenalus topologies 3D, compte tenu de
leur modularité et scalabilite.

Le rendement et |a fiabilité

Avec la mise a I'’échelle de la technologie, leg@y®es sur puce sont plus sensibles
a différents facteurs qui ont un impact considérahlr leur rendement et fiabilité. Des
défauts catastrophiques peuvent se produire dansyltemes, en raison de défauts de
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fabrication. Par ailleurs, I'impact de la variatgliest plus fort pour les éléments plus
petits [ITRO9b]. Ainsi, des défauts paramétriqués & la variabilité des dispositifs et
des interconnexions présentent des comportemefdastdéux similaires a ceux induits
par des défauts catastrophiques. Les sources d#etmfiances sont : les variations de
processus, les variations pendant de durée de kaebeuit intrinséque.

Avec la diminution des dimensions, la taille demi@moire intégrée augmente. En
méme temps, le taux d’erreurs saft-error rate SER a un impact sur la fiabilité des
produits, non seulement pour les mémoires embasguds aussi pour la logique et les
verrous [ITR0O9c].

Des fautes non détectées ou non traitées et dag®produites au niveau physique
peuvent se propager aux niveaux supérieurs ddédamitocolaire de communication et
peuvent influer sur le bon fonctionnement des dhki¥s composants du systeme
(routeurs et liens, pour les NoCs), ou peuvent gimach la défaillance de I'ensemble du
systeme.

Les modéles étant de taille trop importante pouteshfonctionnel d’'un bon rapport
colt-efficacité apres la fabrication, il est née@gsd’ajouter des mécanismes de toléran-
ce aux pannes durant la conception, en particplerr les applications tres fiables ou
critigues, comme dans les secteurs de 'automebilavionique, mais pas seulement.

*k%

Les spécificités de I'application ainsi que lestnieBons qui s’appliquent aux
systemes sur puce (tels que la consommation d'&ndegsurface et le poids) doivent
étre prises en compte lors de la conception deamsroes de tolérance aux fautes. Dans
cette these, nous nous intéressons a des soldéotmérance aux fautes pour les NoCs,
a différents niveaux de la pile protocolaire de ommication.

Le reste de ce résumé est organisé comme suitUehsertion correspond a un
chapitre de la thése) :

La section 8.2 présente le contexte et la motimagpour ce travail et définit
plusieurs classes de problemes qui sont abordés ate thése. Par conséquent, nous
abordons les différents niveaux de la pile pro@io® de communication : I'application,
le transport, le routage, et le niveau de liaiserddnnées. Plusieurs questions ouvertes
sont formulées, qui seront traitées dans les sectaoivantes.

La section 8.3 analyse les travaux connexes. Nouaslwons qu’il n'y a pas de
solutions existantes traitant bien toutes ces gquestoncernant la tolérance aux fautes
de NoC 2D et 3D.

La section 8.4 propose un modéle pour évaluer Bichplu recouvrement par points
de contréle (ou de reprise) sur la performanceNt#3s. Des méthodes pour améliorer la
scalabilité des points de reprise sont égalemergsées, compte tenu des spécificités
de I'application.

La section 8.5 propose une méthodologie de routaige-couche reconfigurable
pour les NoCs 3D avec n'importe quelle topologiecdeiches 2D et de nombreuses
irrégularités dans la distribution des liens veartix. Des algorithmes de routage efficaces
spécialement congus pour les couches 2D sontiséstilL’adaptabilité aux spécificités
de I'application est également examinée.

La section 8.6 propose un meécanisme de tolérankefales pour les niveaux
liaison de données et transport, adaptable auxctésistigues de I'application. Ce
mécanisme peut étre appliqué a la fois sur des B&h et des liens verticaux dans les
NoCs 3D.

La section 8.7 présente les conclusions de cettetbt propose des perspectives.
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8.2 Sdreté de fonctionnement de systemes a base de
NoC

Dans le chapitre de la these correspondant a settiion sont présentés les différents
aspects et problémes liés a la sOreté de fonctioenedes réseaux sur puce. La premiére
partie présente les caractéristiques et les exggethes systemes sur puce : la complexité,
I'efficacité et la fiabilité. Les NoCs sont détails dans la deuxieme partie : les générali-
tés, les avantages et les inconvénients, les éténaensysteme basé sur NoC, la pile
protocolaire de communication, la topologie des Naida qualité de service (Qo0S:
Quality of Servicg L'intégration 3D est egalement présentée, awex a/antages et
inconvénients, ainsi que les NoCs 3D.

Le NoC est susceptible de devenir une alternatit@¥essante pour la mise en ceuvre
des systémes sur puce pour de nhombreux domaingglidation. Certaines applications
(temps réel et multimédias telles que audio / Vidé&messitent des bornes déterministes
strictes sur les délais et les débits. Dans d’awtpplications, le trafic de communication
n'est pas soumis aux restrictions de délai ou dat.d€es deux types de trafic sont
appelés trafia débit garanti(guaranteed throughputGT) et trafica meilleur effort
(best effort BE).

Un systéme contenant plusieurs applications s’éaéten méme temps peut avoir
des trafics GT et BE concurrents dans le réseans Da tels systémes mixtes, la QoS du
trafic BE tend a devenir faible. A c6té des demande trafic, certaines applications /
taches peuvent étreritiques (par exemple pour l'automobile et les applicatiates
sécurité) et nécessitent un degré plus éleviatidité. Dans certaines applications GT
(comme le multimédia), la fiabilité peut étre néigecpour le débit. Il y a aussi des cas
ou les deux conditions sont importantes (GT et gnaade fiabilité / intégrité des don-
néees).

Considérant les différentes exigences de qualité sdevice pour diverses
applications ou taches d’'une méme applicationukstion suivante apparait :

Question : Comment faire pour atteindre des niveaux de fi@écceptable avec un
impact réduit sur les exigences de qualité de sertout en offrant de I'adaptabilité aux
spécificités des applications (intégrité des dosnéarantie de débit, meilleur effort) ?

Cette question est générale et, par conséquentétlei prise en compte a chaque
mécanisme de tolérance aux fautes qui est mis greadans le systeme.

Une partie de ce chapitre est consacrée a la ndé@ireté de fonctionnement, avec
ses attributs, menaces et moyens. Les attributa déreté de fonctionnement sont les
suivants : la disponibilité, la fiabilité, la maamabilité, la slreté et la sécurité. Les fautes,
les erreurs et les défaillances représentent lesoas de la sdreté de fonctionnement. La
relation entre les menaces de fonctionnement estusbcomme lahaine faute-erreur-
défaillance [ALRV00], représenté dans la Fig. 8-2. Le mécamisde base peut se
résumer comme ceci : une faute peut entrainer maarejui, a son tour, peut conduire a
une défaillance.

Activation Contamination

GG >

Fig. 8-2 La chaine faute-erreur-défaillance
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Etant donné que la sortie des données d’'un sepaueétre I'entrée d’'un autre, une
défaillance peut se propager d’un service a I'asévice comme une faute ; ainsi une
chainepeut étre formée de la forme : faute —> erreurdéfaillance —> erreur etc. La
chaine faute-erreur-défaillance peut étre considérdlifférents niveaux hiérarchiques
(systtme complet, équipement, composant, bloc,eptmtjique, transistor etc.) et
s’appliqgue a la fois au matériel et au logiciel.sLenenaces de la sdreté de
fonctionnement affectent également les différanteaux de la pile protocolaire de
communication et peuvent également se propages eetrx-ci.

Deux mesures typiques de la sensibilité aux dafaikks sont les suivantke:taux de
défaillance indiquant le nombre de défaillances prévu dard@rtiit dans un intervalle
de temps et leemps moyen entre défaillang@sean time between failure®I TBF), qui
indique le temps moyen entre deux défaillances essices. Parfois le MTBF est
remplacé par sa variante, temps moyen avant défaillang¢mean time to failure
MTTF), habituellement utilisé pour les composanis meuvent étre remplacés apres la
premiére défaillance.

Les moyens de sdreté de fonctionnement sont desdinéduire le nombre global de
défaillances d'un systéme. Considérant le mécanisteela chaine faute-erreur-
défaillance, il est possible de proposer des moyens briser ces chaines et améliorer
ainsi la s(Oreté de fonctionnement du systéme. ©uatoyens sont identifiés la
prévention de faute$a prévision de fauteda suppression de fautetla tolérance aux
fautes La derniére consiste a ajouter des mécanismes ldasysteme permettant la
prestation des services requis, méme en présentautds (parfois a une performance
dégradée). Du fait que les fautes soient diveesfipar leur type, nature, taux et lieu
d’apparition, leurs effets sont difficiles a prédigt a prévenir. Ainsi, dans les systéemes
complexes a base de NoC, la tolérance aux fautemesécessité.

En ce qui concerne la pile protocolaire de commatioa, différentes solutions de
tolérance aux fautes peuvent étre appliquées auehgigeau : récupération par point de
contr6le au niveau de l'application, routage taMraux fautes au niveau du réseau et
récupération par correction de I'erreur ou détectie I'erreur et retransmission appli-
guées aux niveaux liaison de donnée et transport.

» Les technigues de récupération par points de denf@heckpoint and Rollback
C&R) deviennent pertinentes pour les systémes ftotesseurs sur puce, ou le nombre
de PEs devrait augmenter considérablement darenilaproche (des centaines voire des
milliers) [ITR09a]. Considérant également l'augnatitn du nombre de fautes qui
apparaissent avec la miniaturisation importantesystemes intégrés, I'ameélioration de
la scalabilité de la récupération par points deisepdevient décisive. Dans ce contexte,
la question suivante se pose :

Question : Comment l'incidence du mécanisme de récupératian goints de
contrble sur la performance de NoC peut étre évaktecomment peut étre améliorée la
scalabilité de ce mécanisme ?

» Compte tenu des caractéristiques de la topologidaie 3D (connexion verticale
incompléte et topologies peut-étre différentes daresjue couche), ainsi que les éven-
tuelles défaillances de routeurs et de liens, &stjon suivante se pose :

Question : Comment faire pour router les messages dans un B@@yant une
connectivité verticale partielle et des topologies couches potentiellement différentes,
avec un effort de conception, des surcodlts et diegsdde mise sur le marché minimaux,
tout en assurant un routage optimal a 'intériew chaque couche ?

» Tenant compte du faible rendement et qualité de TBWough-Silicon-Vig des
méthodes pour améliorer la fiabilité des liens daoivétre considérées avant de les
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déclarer comme défaillantes. Des fils de recharda eérialisation sont actuellement
utilisés pour traiter les fautes permanentes. @t n’est pas abordé dans cette these.

Question : Comment faire face aux fautes transitoires etrintéents dans les liens
de NoC ?

Compte tenu de I'étroite collaboration entre legm@nts du systeme, nous
concluons que des mécanismes de tolérance auxs faot# nécessaires pour tous les
composants et a tous les niveaux de la pile praveode communication, afin de
limiter la propagation et les effets des fautesemeurs inévitables, évitant ainsi la
défaillance de 'ensemble du systéme. La capaeittblérance aux fautes par rapport au
compromis performance / colt doit étre examinéer phaque type d’application, en
fonction de sa qualité de service spécifique. D@neontexte, la capacité d’adaptation et
de reconfiguration sont des points clés. Suite tée analyse, plusieurs questions ont
émerge. Des réponses aux trois dernieres questmrisexaminées dans les chapitres /
sections suivant(e)s, en tenant compte des répariagaremiere.

8.3 Etat de l'art des techniques de tolérance aux fause
dans les NoCs

Cette section présente I'état de I'art des méthdedslérance aux fautes mises en ceuvre
dans les NoCs. La premiére partie concerne leshigebs qui permettent la reprise de
I'application apres erreurs ou défaillance au mogerpoints de controle et de restaura-
tion. Les défaillances d'éléments du NoC (routeatsliens) sont traitées par des
algorithmes de routage tolérants aux fautes, doatvue d’ensemble est donnée dans la
deuxieme partie de la section. Avant de déclareélé@ment du NoC comme défaillant,
des techniques de tolérance aux fautes sont eslipdur améliorer sa fiabilité. Des
méthodes pour tolérer des fautes transitoires des transmissions sur le NoC sont
présentées dans la derniere partie de la section.

8.3.1Récupération par points de reprise

Différents protocoles de restauration de I'appl@atpar points de controle ont été
développés pour les macro-réseaux. Les princiggdesoches afin d’établir des points
de contrdle sont : la prise coordonnée de poiatpyise non-coordonnée et celle induite
par la communication. Différents types de jourraien des messages (optimiste,
pessimiste, de causalité) sont utilisés pour comaplés points de reprise, et le journal
est fait soit par I'expéditeur ou par le destin&tal’amélioration de la scalabilité de
'approche de prise de points de contrble coordenaé&sté abordée, en réduisant le
nombre de messages de synchronisation et celubiiéspe contréle. Des protocoles
non-bloquants ont également été proposés, teldagpese de points de contrble par
groupes, dans une mémoire commune. La portabiisépadints de reprise sur différents
plateformes a été aussi abordée. Celle-ci peutti@seutile pour les SoCs hétérogenes
[LMS+05]. Cependant, les protocoles proposés traide maniere égale toutes les taches
de I'application. Dans les SoC, les motifs de comitation peuvent étre hétérogeénes et
différents ensembles de taches peuvent étre exscatd la méme puce, indépendam-
ment ou simultanément. Par conséquent, les mécasidmtolérance aux fautes doivent
introduire une pénalité minimale afin de respeldsrexigences de qualité de service.
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8.3.2Routage 3D et tolérance aux fautes

De nombreuses approches de routage 2D ont étéggep@our les systemes distribués
ainsi que pour les NoCs. Quelques algorithmes dtage existent également pour des
topologies 3D de maille et tore. Tous ces algorgbnproposent des solutions tres
complexes, plutdét adaptées pour les macro-réseauxles surcolts et les latences
engages ne sont pas aussi critiques que pour $&snsys sur puce. En outre, ils traitent
tous de topologies 3D régulieres de mailles oustaredéles qui ne sont pas facilement
mis en ceuvre pour les NoCs 3D réels, comme indiguns la section précédente. Les
topologies de NoC 3D peuvent avoir une connectivégicale incomplete et / ou des

topologies différentes dans les couches 2D. Paurthaque couche 2D peut avoir une
topologie interne réguliere. Une possibilité diser les algorithmes de routage 3D ci-
dessus dans les NoCs 3D serait de modéliser Egularités des NoCs 3D comme des
défauts de la maille / tore 3D réguliére. Toutefommpte tenu de l'irrégularité élevée de
NoCs 3D, ces algorithmes sont dans ces cas susesptie dégrader considérablement
les performances. Les algorithmes de routage pesitapologies générales sont toujours
une solution possible. Cependant, la généralitéligmant des surcodts plus éleves
(surcharge et latence), les algorithmes de rouprye des topologies (partiellement)

réguliéres sont en générale préférables.

8.3.3Schémas de controle d’erreurs

Les codes détecteurs / correcteurs d’erreurs sogérment utilisés dans les différentes
composantes du systéeme (liens et routeurs, darasldes NoCs) pour tolérer des erreurs
temporaires. lls complétent d’autres techniquesndlaration de la sdreté de fonction-
nement du systeme (par exemple des fils de rechetrigesérialisation pour améliorer le
rendement de fils). La récupération des erreunssit@res dans les transmissions est
réalisée soit par la correction des erreurs saitgpdétection puis la retransmission de la
donnée. Ces mécanismes peuvent étre appliquésqaectian ou de bout en bout, au
niveau d'un flit ou d’'un paquet. Des codes ayan¢ tmaute capacité de détection /
correction peuvent étre mis en ceuvre, mais leur €stisouvent prohibitif. La réduction
de la consommation d’énergie est I'une des prinegpdemandes qui limitent les méca-
nismes de tolérance aux fautes, étant une destéasiiques générales des systemes sur
puce. La latence est critique, notamment pourdedces de débit garanti. Des solutions
hybrides et adaptatives ont été proposées, teampte de différents niveaux de tolé-
rance aux fautes pour des exigences spécifiquapialéé de service de I'application.
Toutefois, celles-ci proposent l'utilisation defdients types de codes et de différents
mécanismes de recouvrement pour chaque cas. La wi@ation dynamique entre eux
implique des surcolts élevés, en raison de la pcésde tous ces mécanismes dans le
dispositif.

8.4 Recupération de I'application par points de reprise
dans les NoCs

Cette partie présente des protocoles de toléramcdaates au niveau de I'application,
basés sur le concept de récupération. Nous évalleifisacité et I'impact sur les
performances de la reprise par points de contréfes des NoCs et nous proposons des
ameliorations de leur scalabilité et afin de fdree aux différentes exigences de qualité
de service. Les principales classes d’algorithmesrétupération sont basées sur la
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coordination et la non-coordination des points ejarise. Différentes solutions visant &
ameliorer les performances de ces algorithmes, eploieant d'une part le
partitionnement de I'application et d’autre partftanctionnalité de blocage durant la
prise de point de contrble sont discutées. Destisaki pour I'amélioration de la
scalabilité au niveau protocole ainsi qu’au niveautage sont également proposées.

En disposant d’'une bibliotheque de solutions, laspappropriée en termes de
performances / surcolts peut étre sélectionnée glmague application, en fonction de
différents facteurs, comme les caractéristiquelaghplication, la qualité de service et le
taux de défaillance prévu.

8.4.1Le principe de fonctionnement

Le mécanisme de récupération de l'application paintp de reprise et restauration
(checkpoint and rollbackC&R) permet au systéme de reprendre I'exécutmmesaune
défaillance, a partir d'ugtat cohérentou point de reprise globabuligne de récupéra-
tion) antérieur a la défaillance. Le concept de réatp®r par points de reprise par
rapport un redémarrage complet est illustré daf$glas-3.

Y N
A
failure

start
rolfback
s

recovery rollback

/’_\

A \

A /‘\
consistent state  failure ¢

start

Fig. 8-3 Récupération vs. redémarrage

Dans le contexte des NoCs, la technique de réclipenaar points de contréle est
destinée a traiter les fautémnsitoires ou intermittentes(voir chapitre 2) qui peuvent
provoquer des défaillances de I'application, amse desdéfaillancespermanentes des
IPs. Dans le premier cas, I'exécution de I'applaratpeut étre reprise sur le méme IP,
alors que dans le second, elle doit étre reprisausiautre IP. Si une sérialisation des
points de contrble appropriée est utilisée, I'lFadiént et le nouveau IP peuvent avoir
des architectures completement difféerentes [ZPD8]Q5] [RS97].

Le mécanisme de prise de points de reprise (outgpale contrble) signifie
sauvegarder périodiqguement sursiackage stabldors de I'exécution sans erreur, des
informations nécessaires et suffisantes pour réaores un état cohérenten cas de
défaillance. Lestockage stablest un élément de mémoire dont le contenu perstste
n’est pas corrompu lors les défaillances tolérBesetat de I'application est cohérent s'il
pouvait étre atteint suite a une exécution correttans erreur de I'application du point
de départ.

Avant d’enregistrer tout état, I'application dormgser urtest d’acceptatiofPar96]
[ASKO8b], pour éviter I'enregistrement d’'un étatja@€ontaminé par des erreurs. La
rédaction du test d’acceptation est la partie l& mritique du mécanisme de point de
contrble et de restauration, et nécessite une bammmaissance de I'application
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[ASKO08a]. En raison de sa forte dépendance a chappkcation, le test d’acceptation
n’est pas détaillé dans ce travalil.

8.4.2Prise coordonnée et non-coordonnée de points de
contrble

Difféerentes approches de récupération par pointcaldrole ont été proposeées. La
différence entre elles consiste g@mand et comment I'état cohérent est déterminé. Les
principales approches sont la prise de points dér@e coordonnée et celle non coor-
données.

Dans I'approche coordonnée de prise de points jpiesegcoordinatedcheckpoin-
ting CC, (voir Fig. 8-4.a), les taches se synchronipentdant I'exécution normale (sans
défaillance) et enregistrent un état cohérentesstdckage stable. En cas de défaillance,
ils reprennent I'exécution du dernier état cohér€attte approche est préférable dans la
pratiqgue, compte tenu de sa simplicité et sondasbkcot.

Dans I'approche non coordonnée de prise de pomtgptiseuncoordinated check-
pointing UC, (voir Fig. 8-4.b), les taches prennent desnfsoide contrdle lors de
I'exécution normale sans aucune coordination. EBndeadéfaillance, ils se synchronisent
afin d’établir I'état cohérent le plus récent atpate leurs points de contréle individuels,
puis ils récuperent de cet état. L’avantage predcgst qu'aucune synchronisation n’est
nécessaire pour prendre les points de contrbles fte@proche est soumise a l'effet
domino [EAWJO02] en cas de défaillance. L’effet domse produit lorsque, a partir de la
plus récente série de points de contrdle indivelukes taches, la ligne de récupération
régresse pour une ou plusieurs taches a la foigpen de contrdle individuel antérieur.
La cause de cette régression est I'incohérence digrie de récupération. A son tour,
chaque régression peut conduire a de nouvelleesgigns. Cette opération est répétee
jusqu’a ce qu’un état cohérent puisse étre étBlalns le pire des cas, la premiere ligne
de récupération cohérente qui peut étre établielestique au point de départ de I'appli-
cation. Une solution pour limiter l'effet domino tesle compléter I'UC avec

'enregistrement (journalisation) des messages.

rollback

epoch garbage collection rollback

(R i
A A

/ local glob;\ recovery line

con5|5tent states global synchronlzanons checkpoints synchronizations  {consistent state)

a. Points de contrdle coordonnés (CC) mtBale contrdle non coordonnés (UC)

Fig. 8-4 Points de contrdle coordonnés (a) et postle contrdle non coordonnés (b)

Il 'y a plusieurs caractéristigues communes auxopods coordonnés et non
coordonnée que nous avons développés et adapteepMoCs.

Lors des phases de prise de points de contréle e¢stauration, un coordonateur
unique, appelée unité de gestion de récupératioRMU (recovery management unit
est utilisé pour les synchronisations, aussi dara$ de CC et de UC. Toutefois, toutes
les taches peuvent initier des phases de synchtmms globales, en envoyant un
message a la RMU. La RMU unique évite les phasékaions de coordonateur et
autres synchronisations connexes.
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Une autre similitude est que les défaillances mlaléi sont tolérées par les deux
approches. Les défaillances peuvent survenir n’niepguand, méme dans les phases de
synchronisation. La RMU est également protégéeredet défaillances a I'aide d’'un
stockage stable pour les informations critiques.

Une autre similarité est que les messages sonfiettés dans les deux cas.
Cependant, dans le cas de points de contrle nord@onés, tous les messages sont
enregistrés, mais pas tous seront utilisés pour émentuelle récupération de
'application. Dans le cas des points de contrét®rdonné, seuls les messages
nécessaires pour la récupération sont enregisttégju’ils peuvent étre identifiés au
moment de I'enregistrement.

Le nombre de points de contrdle nécessaires dareslaon coordonné est au moins
de deux : I'un appartenant a la ligne de récupamdt plus récente et le nouveau qui est
en train d’étre pris. Plusieurs points de contpi#avent étre pris jusqu’a ce qu’une ligne
de récupération puisse étre établie et que lestpdi@ contrble anciens puissent étre
supprimés. Avoir une ligne de récupération treemée est important, car I'objectif est
de réduire au minimum la quantité de traitementefaire apres une défaillance.
Cependant, avoir une ligne de récupération récenpdique une prise de points de
contrble fréquente. D’autre part, la prise de oidé contrdle implique un surcodt a
I'exécution normale de l'application. De plus, avbeaucoup de points de contrdle a
pour conséquence de fréquentes phases de récapérati mémoire garbage
collection, ce qui induit également de la latence. Compte te ces faits, la fréquence
des points de contréle doit avoir une limite sugéné. A I'autre extréme, si la fréquence
des points de contrdle est trop faible par rapadat fréquence de défaillance, la ligne de
récupération ne peut pas avancer entre deux @éfeds successives. Par conséquent, la
fréquence de point de contréle doit étre établie femction de la fréquence de
défaillance.

Dans le cas d'une prise coordonnée de points di#éenau plus deux points de
contrble sont nécessaires, celui qui est déja&alide nouveau. Une fois que le nouveau
est validé, le précédent peut étre supprimé.

Les simulations montrent que pour des faibles trixiéfaillance, la méthode coor-
donnée de prise de points de contrble est plusaeHi que celle sans coordination. Elle
est également préférable du fait de son surcoiiitrézh particulier pour des charges de
trafic élevées. Toutefois, si le taux de défailmraugmente, la méthode coordonnée
devient inefficace. Dans ces cas, la méthode nordoanée combinée avec la journali-
sation des messages devient pertinente, en dé@tuodt beaucoup plus élevés. En
outre, le point de croisement de I'efficacité desximéthodes de récupération se produit
plus t6t si la charge de trafic augmente.

8.4.3Adaptabilité a la QoS et amélioration de la scalahté

8.4.3.1Prise coordonnée de points de contrble avec réduati du
nombre des diffusions

Compte tenu de sa simplicité dans la synchronisation état global, cohérent et sans
faute, la prise coordonnée de points de contrGleregérable dans la pratique. Cepen-
dant, avec le nombre croissant de PEs, la méthool@nnée souffre d’'une mauvaise
scalabilité [EP04]. Ceci est di au fait que la $yonisation globale nécessaire pour
construire un état global cohérent induit un surcicommunication important pour les
grands systemes, ce qui augmente la latence defs pl@ contréle (le temps nécessaire a
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'exécution du protocole pour enregistrer un nowveaint contréle, y compris la syn-
chronisation globale). La période minimale de poide contrdle est limitée par la
latence de points de contrdle. Par conséquentgrarale latence de points de contrble
force des périodes de points de contrble plus $arf§e cas de défaillance, ces périodes
plus larges donnent lieu a des plus ample restansatet par conséquent a des temps de
récupération plus importants (puisque I'intervallexécution depuis le point de contréle
est perdu), impactant ainsi la performance du systé&n outre, si la durée de synchro-
nisation est plus grande que le MTTF, il n'y a pastemps pour prendre de nouveaux
points de contrble global entre deux défaillancescsssives. Dans de tels cas, des
récupérations sont effectuées au méme ancien geisbntrdle et donc, I'exécution de
'application n’avance pas. Dans le cas d'une coattbn de la prise de points de
contrdle, la durée de synchronisation globale essiaappelée durée de point de contréle
(global). Par conséquent, dans le cas d’'une caatidimde la prise de points de contrdle,
non seulement la surcharge induite par la prisepd@sts de contréle local doit étre
réduite, comme dans le cas de la prise hon cooéd@ntle points de contrdle, mais aussi
la durée de synchronisation globale, puisque la@stpae contréle locaux n’ont pas de
sens tous seuls dans ce cas (c.-a-d. CC).

Notre objectif est d’améliorer la scalabilité dugagisme de récupération par points
de contr6le en réduisant la durée de synchronisafiobale et donc la latence de point
de contrdle.

Lorsque le protocole classique de prise de poiatsahtrble coordonnée est utilisé,
plusieurs diffusionsifroadcast¥ sont effectuées. Les diffusions qui chargent aimrh
significative la structure de communication sortesequi sont envoyées entre les taches
pour s’'informer mutuellement qu’elles ont commetedrs phases de prise de point de
contréle. Ces messages sont appelés CK_START etsmqués par des lignes pointil-
lées sur la Fig. 8-5.a. lls introduisent une sumghad’environn® messages dans le
réseau, otn représente le nombre de PEs dans le systéeme.rfileraaevient important
lorsque le nombre de PEs augmente : 12 messageupddoC en maille 4x4, mais
65280 messages pour un NoC en maille 16x16! Ereolgnvoi de ces messages est un
processus en rafale, et aura tendance a créer denfgestion, et par conséquent, a
augmenter la latence de points de reprise.

a. Protocole coordonné classique b. Protocole avec nombre réduit de diffusions

Fig. 8-5 Réduire le nombre de diffusions dans le ptocole coordonné

Dans le protocole coordonné optimisé, les diffusierious-a-tous » entre les taches
sont remplacées par la transmission d’'un seul rgegsar tache (CK_START envoyé a
la RMU par toutes les taches) et une diffusion (SKART_ALL envoyée a toutes les
taches par la RMU). Ces messages sont marquesi@déigne pointillée sur la Fig. 8-5.b.
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Le nombre de messages de synchronisation est ddaoit deO(n?) aO(n). Le protocole
de restauration associé est inchangeé.

Les résultats de simulation montrent une amélionasignificative de la scalabilité
lorsque la prise de points de contréle utilise tetgrole avec un nombre réduit de
diffusions.

8.4.3.2Prise de points de contréle coordonnée bloquante rbn
bloquante

La prise de points de contréle coordonnée aveaigm¢B) et coordonnée sans blocage
(NB) ont été toutes deux proposées (les tachesubtagpu non leur exécution normale
au cours de la prise de points de controle).

Les durées de prise de points de contrdle aveanst Islocage sont approximative-
ment les mémes pour des charges tres faiblesfoe frautefois, avec 'augmentation de
la charge de trafic, cette durée augmente de neamignificative dans le cas non-
bloquant, alors que dans le cas bloquant, celtéest pas affectée. Ceci s’explique par
I'existence ou non du trafic « supplémentaire »sd@nNoC, di a I'application. Dans le
cas non-bloquant, le trafic de récupération essiciemablement retardé par le trafic des
applications. Dans le cas avec blocage, commeafi tde I'application est arrété, le
trafic de récupération n’est pas retarde.

Normalement, I'exécution globale de I'applicaticst eetardée dans I'approche avec
blocage, puisque I'application est bloquée durastghases de prise de points de contrb-
le. Cela peut étre observé pour des taux de da#fadl relativement faibles. Toutefois,
pour des taux de défaillance plus éleveés, l'approatec blocage induit une latence
inférieure a celle de I'approche sans blocage. Urepl’approche non-bloquante devient
inefficace pour des taux de défaillance plus élegégjui n’est pas le cas pour celle avec
blocage. En fait, comme la durée de prise de pd@teprise est plus grande dans le cas
sans blocage que dans celui avec le blocage,rviaite de temps entre deux défaillances
successives n’est pas assez long pour pouvoir ggremdnouveau point de contrble sans
blocage. Ainsi, dans I'approche non-bloquante,rtzbabilité de restauration a partir du
méme ancien point de contrble augmente. En conséguées parties de I'application
sont ré-exécutées a plusieurs reprises, ce quiudoadine latence extrémement éleveée.
Pour des charges de trafic supérieures, la méntariea est maintenue, mais le point
d’intersection entre les deux approches se prquwit une valeur inférieure du taux de
défaillance.

Ainsi, des approches différentes (avec blocage ams $locage) sont préférables
pour des charges de trafic et taux de défaillaiféérents.

Nos deux protocoles coordonnés (le protocole de baselui avec le nombre réduit
de diffusions) peuvent étre réalisés avec ou s#émsage de I'exécution de la tache
durant la prise de point de contrble. La méme sgcpie’actions est exécutée dans les
deux approches, si ce n'est que I'exécution deatdhe est bloquée pendant la prise
bloquante. Toutefois, pendant la prise de pointaietrole, les messages tardifate)
sont enregistrés et feront partie du point de éatiCe choix (au lieu d’attendre que les
canaux du réseau soient vides) réduit la duréeide ge points de contréle. Puisque le
protocole avec blocage et celui sans blocage ssmhEmes, chaque tache peut participer
a la prise globale de points de controle, en blojwa non son exécution normale,
indépendamment des autres taches. Un état glob&@remt est sauvegardé, indépen-
damment de la configuration (bloquante / non-bloge)des taches.
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La décision de bloquer ou non I'exécution normadatf@tre prise pour chaque tache
et pour chaque point de contrble global, en fomctes exigences de qualité de service
de l'application et du trafic dans le NoC. Par eplmsi I'exécution d’'une tache est
critique a I'application ou en temps réel et net ghais étre interrompue pendant la prise
du point de contréle global, celle-ci participerdaaprise de point de contrdle sans
bloquer son exécution. D’autre part, si une tactieaene une charge de trafic élevé, mais
gue son exécution n’est pas critique, elle serquéle. Cela est di au fait que la durée de
prise de points de contrdle peut étre étirée eraamte par le trafic élevé dans le NoC ;
ainsi, bloquer les taches qui induisent un teldrpéut contribuer a la réduction de cette
période.

Dans notre modele, la décision B-NB d’une tacheneipendante des choix des au-
tres taches, car les taches peuvent enregistrerél@ a tout moment. Sans cette
possibilité, d’autres restrictions sur le choixBH¥NB doivent étre considérées, comme la
décision commune pour les groupes de taches coroanias.

8.4.3.3Diffusion optimisée

Dans la sous-section 8.4.3.1, nous avons montrélaygque le nombre de diffusions
(broadcast} est réduit dans le protocole de synchronisati@) @ scalabilité en est
améliorée. Cependant, une seule diffusion peutguoer de la congestion dans le
réseau, Si un routage classique point-a-point gk$éu Dans cette sous-section nous
proposons l'utilisation d’'une diffusion optimisé®ys la synchronisation globale des
taches. Nous considérons des topologies en maikstf pour lillustrer, mais le méme
raisonnement peut étre appliqgué pour d’autres tapes.

Un algorithme classique de diffusiomanceuds injecte@ messages dans le réseau.
Comme il n'y a pas de lien dédié entre tous les, PEss messages envoyés par une
diffusion suivent certains liens communs avantri/ar a leurs destinations respectives.
Ainsi, un nceud pres de la source de diffusion gagtser plusieurs messages a d’autres
nceuds, alors que leur contenu est identique. La8Féga illustre le chargement des liens
dans un scénario classique de diffusion a partinabwd central d’'un maillage 9x9, en
utilisant un routage statique XY. Les liens horizarx sur la méme ligne que le nceud
expéditeur doivent supporter une charge de tredie élevée, en particulier les liens plus
proches de I'expéditeur. Il peut étre observé darigure que la charge sur les liens est
tres déséquilibrée.

B

a. Diffusion classique par routa¥ b. Diffusion optimisée

Fig. 8-6 Diffusion classique vs. diffusion optimis&
Un exemple de diffusion efficace « un-a-tous » pesrréseaux maillés est illustré

dans la Fig. 8-6.b, pour le méme maillage 9x9. eCeliffusion est basée sur un
algorithme simple [YW99] qui implique la duplicatiacde message a la volée. Le nceud
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source envoie le message a diffuser uniquemens &asins de premier rang (distance
Manhattan de 1). Ensuite, chaque nceud fournit lesage a son PE associé et transmet
des copies de celui-ci & ses voisins de premigy, @ facon que chaque nceud recoive le
message une seule fois. La charge de trafic sulidas en est alors équilibrée et
minimale.

Les résultats obtenus montrent I'efficacité de ecé¢ichnique appliquée a la prise
coordonnée de points de contrdle par rapport adiffiesion XY classique. Les résultats
de simulation indiquent que I'amélioration relatiwn termes de latence et de surcolt
mémoire, devient plus importante avec I'augmentatio nombre de PEs, en améliorant
significativement la scalabilité du mécanisme drip&ration par points de contrdle.

8.4.3.4Configuration des partitions

Les applications fonctionnant sur les plates-ford&SoC peuvent étre partitionnées en
plusieurs groupes de communication. En outre, @luisiapplications distinctes peuvent
fonctionner en méme temps dans un MPSoC. Ainspeart considérer séparément les
différentes partitions de I'application(s) pour [esints de reprise. Ainsi, les caractéristi-
gues essentielles des protocoles de toléranceaatesf peuvent étre améliorées, c’est-a-
dire que le temps pour déterminer la ligne de rémtpn (dans le cas de UC) et la durée
de synchronisation globale (dans le cas de CC)gmduétre réduits. Nous proposons
deux configurations de récupération optimisées poprotocole coordonné, qui peuvent
également étre adaptées et appliquées a I'appramheoordonnée de prise de points de
contrdle.

Les configurations de récupération optimisées fmofides phases d’'opération de
NoC lorsque le modele de communication est pantigo Ainsi, afin de réduire la
latence de point de controle, il suffit que chatfshe prenne son point de contrdle en
coordination seulement avec les taches de sa ppaptidon. Dans la Fig. 8-7, les deux
configurations optimisées de RMU (unité de gestierrécupération) sont représentées :
RMU partagéeest RMU multiples Les nceuds exécutant des taches dans la méme parti
tion sont représentés avec la méme texture (danexesnple nous supposons que Si
plusieurs taches sont en cours d’exécution surno@me unité de calcul, ils appartien-
nent & la méme partition de I'application).

RMUs Ve gl ///4
/ = g

q [TT A ITTTT T LT S0 77
NOdeS ./ mwmwimw 7 T 7

oy F 4 A A T ST
AT A ST T L7 T AT AT

a. RMdrfagée b. RMU multiples
Fig. 8-7 Configurations optimisées de RMU

Pour le cas RMU partagée (Fig. 8-7.a), la méme R&dUutilisée par toutes les
partitions pour toutes leurs synchronisations ipadition. Une RMU partagée est plus
complexe, car elle doit étre capable de géreryieshsonisations de plusieurs partitions.
Symboliqguement, elle est représentée de plusiearsep gérant indépendamment
chaque partition. Toutefois, les synchronisatiores hrtition ne sont pas traitées
séquentiellement (c’est-a-dire une nouvelle synuisedion d’'une partition ne doit pas
attendre la fin de l'actuelle), ainsi cette RMU u#édces latences en permettant le
recouvrement des synchronisations des partitidférelntes.
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Dans la configuration RMU multiples (Fig. 8-7.bhague partition a une RMU dé-
diée pour ses synchronisations intra-partition. hleaRMU est représentée avec la
méme texture que la partition correspondante. Ratte configuration, les RMUs ont
besoin de gérer les synchronisations dans une pauigion ; ils agissent comme des
RMUs simples pour leur partition respective. Cettdution nécessite des colts plus
élevés, vu que plusieurs RMUs doivent étre disdesildans le NoC. Toutefois, elle
permet de meilleures performances lorsque les sadbeommunication sont localisées,
car chaque RMU peut étre située a proximité deasttipn, ou, idéalement, dans le
point central de la partition. Ainsi, la latence c@nmunication entre les taches et la
RMU correspondante est réduite.

Afin de suggérer I'avantage de la localisation d¢UR multiples, les taches d’'une
méme partition sont représentées comme localisées ld Fig. 8-7.b et non localisées
dans la Fig. 8-7.a. Toutefois, les deux configorai peuvent étre utilisées que les
partitions soient localisées ou non.

Les résultats de simulation montrent que les candipns de RMU partagée et
multiples améliorent considérablement les capadigegecupération du systeme pour des
taux de défaillance élevés. Pour un maillage de, 4e€ performances entre RMU
partagée et RMU multiples sont comparables, mags awn colt plus réduit pour le cas
RMU partagée. De plus, il est a noter que d’autoedigurations peuvent également étre
utilisés, tels que plusieurs RMUs partagées.

8.5 Routage inter-couche tolérant aux fautes
reconfigurable pour les NoCs 3D

Cette partie présente un mécanisme de routage-cotehe reconfigurable (appelé
RILM) pour le NoCs 3D. Comme exposé dans le deugiemmapitre de la thése, les
NoCs 3D avec une connectivité verticale partieiatgréférés et chaque topologie de
couches peut étre différente des autres. Ces landigis des NoCs 3D sont prises en
compte par RILM, tout en utilisant des algorithmaes routage bien optimisés dans
chaque couche 2D de la pile. On considére queoigshes 2D de la pile 3D ne sont pas
partitionnées. Nous prouvons que RILM est tolémm fautes. En outre, si tous les
algorithmes de routage dans chaque couche 2D aéraits aux fautes, la tolérance aux
fautes du routage est obtenue pour d’ensemble gieldes couches.

L’algorithme de routage 3D composé a l'aide RILM peesenté dans la premiere
sous-section. Les sous-sections suivantes explaseanfiguration initiale et la reconfi-
guration du RILM, tant pour le cas particulier degologies de graphes non-orientés que
pour le cas général des topologies de graphes sniRieéM construit des arbres enraci-
nés dans des nceuds verticawerifical node treg VNT), qui sont utilisés pour les
reconfigurations.

8.5.1Algorithme de routage 3D

L’idée de base de I'algorithme de routage 3D alEaile RILM est de passer le message
a la couche destination dans un premier tempsr(g€g8t déja pas l1a), puis de le router
dans cette couche, jusqu’au nceud destination. &teindre la couche de destination, le
message doit passer par d’autres couches, ditebesintermédiaires Pour quitter une
couche intermédiaire pour la prochaine, le mesgege avoir besoin de se déplacer
d’abord dans la couche courante afin de parvenin &aceud vertical qui a un port de
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sortie vers la couche suivante. Pour les itinésaiinéra-couche, I'algorithme de routage
de la couche 2D courante est utilisé.

L’algorithme global de routage 3D est présenté dlafgorithme Algorithm 8-1. On
note la source et la destination d’'un messageSpetrD, respectivement, et le nceud
actuel parC. Parz, on note la dimension verticale. L'indice de laicle d’'un nceudl
est noté par ley. Nous désignons pafro/Veom Un noeud vertical (ou 3D) qui a des ports
de sortie / d’entrée vers / de liens verticaudaSlirection est spécifiee, le nceud vertical
est dénoté par\itoup, Vropown Viromup Verompown Par exemple, dans Fig. 8-8, le nceud 1
estVropown€t le nceud 13 est a la foisromup €t Verompbown

Algorithm 8-1. Routage 3D — Vue globale
: tant que z b<>Z ¢
Siz p plus haut que z c
alors V 10 =V Toup
sinon V 7o =V Tobown
fin si
routage 2D vers V To
aller a la couche suivante
. fin tant que
: routage 2D vers D

CoNoOARWNE

Notez qu'un nceud 3D n’a pas nécessairement a fauoilien vers la couche
supérieure et un autre vers la couche inférieune.cBnséquent, deux nceuds verticaux
doivent étre connus par chaque noeud du NoC 3Dounghaque sens vertical/ioup €t
V7opown UnN seul noeud vertical est suffisant pour la ceueh dessus et pour celle en
dessous de la pile. La maniere d¥idu, et Vropown SONt détermines est detaillée dans la
sous-section suivante.

Dans la Fig. 8-8, un exemple de routage 3D ensatili 'algorithme présenté ci-
dessus est représenté. Supposons que la sourceeshage est le nceud 34, dans la
couchel,, et la destination est le nceud 12, dans la coughBupposons que certains
nceuds et liens sont défectueux. Les nceuds défecsoet marqués en foncé (8, 24 et
31) et les liens défectueux sont marqués avec.des x

Lo

Lo

Fig. 8-8 Example de routage dans un NoC 3D

L’itinéraire est déterminé selon l'algorithme deitage proposé. Les nceuds de ['iti-
néraire sont marqués par des losanges (Fig. 84)23, 18, 19, 14, 2, 3, 7, 11 et 12.
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8.5.2Attribution de nceuds verticaux pour le routage avec
RILM

L’algorithme de routage 3D présenté précédemmeetmée un itinéraire 3D composé
de routes en 2D, en utilisant RILM. L'une des diécis les plus importantes dans
chaque couche est de détermileemeilleur nceudVi, pour le routage inter-couche. Le
meilleur nceud vertical dépend de nombreux critbeesombre des étapes ou la distance
géomeétrique, la congestion le long de la route Bn I2s congestions dans le nceud
vertical respectif etc.). Un algorithme de basergawsélection de nceuds verticauy,
(dénommeésVroup et Vropown dans I'algorithme Algorithm 8-1) est présenté darfie
sous-section, pour des couches 2D avec n'impor#iegtopologie. La deuxieme partie
est dédiée a la fonction de l'adaptabilité de baithme, en montrant comment
I'attribution de nceud vertical peut étre optimiséenpte tenu des différents critéres.

8.5.2.1Construction de VNT dans les couches 2D

L’objectif principal de la phase de construction\deT (arbre enraciné dans un nceud
vertical) est d’'affecter au départ a chague nceud deuche deux nceuds verticaux dans
la méme coucheVoup et Vropowny, pour le transfert inter-couche de messages. Le
mécanisme de VNT peut étre utilisé pour attribues doeuds verticaux dans n’importe
guelle topologie 2D réguliere ou irréguliere. Laapl d’attribution des nceuds verticaux
doit étre exécutée durant la phase d'initialisatarsystéme (mais elle peut aussi étre ré-
exécutée plus tard en cas de probabilité plus éleeedéfaillance pendant la durée de
vie). Le processus d’affectation des nceuds venticzat lancé au niveau des nceuds
verticaux et se propage vers les autres nceuddjlisant une techniqgue de commérage
(gossiping) [PGCO06] contrdlée. Grace a ce proces®ssarbres enracinés dans les
nceuds verticaux et appelés VNT sont construits. Id$s résultants sont maintenus
afin d’assurer la possibilité de reconfigurationsdles (voir les sous-sections 8.5.2.2 et
8.5.3).

Deux strates de VNT doivent étre créées dans chequshe du NoC 3D, une pour
chaque sens vertical. Par souci de simplicité,aeee direction est considérée dans les
paragraphes suivants, c'est-a-dire une seule stea¥éNTs.

Les liens verticaux d’'une couche sont susceptidliése moins nombreux que les
nceuds de cette couche. Par conséquent, plusieudsnddiseront le méme lien vertical
(on dit que les nceuds saattachésau lien vertical respectif). Un VNT contient tdes
nceuds attachés au nceud racine. La mise en cewpitss ldconomique d’un arbre est de
maintenir & chaque nceud pointeur vers le nceud parent

Les messages echangés pour la construction etcdafiguration des VNTs sont
simplement appelénessages VNPour la phase de construction de VNTSs, seul pa ty
de messages VNT est utilisé, legssages d’attachemedesigné pamA lls sont aussi
appelés messages dennexionou dejoint. Les messages mA sont envoyés uniquement
aux voisins d’'un nceud. La phase de constructiomige par des noeuds verticaux, qui
se sont fixés comme des racines VNT et envoientitensles messagesA a leurs
voisins. Dés la réception d’'umA un nceud qui n'est pas attaché sera joint a iaegac
indiguée dans le message. Il rejoint le méme VN@& kpxpéditeur du message, qui est
I'un des nceuds voisins du nceud courant. L’'expéddeuient le parent du nceud courant
et le nceud actuel devient le fils de I'expéditeanglile méme VNT. Le nouveau nceud
joint, a son tour, envoie desAs a ses voisins. La phase de construction de VINiTsre
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processus fini, car une fois attaché a un VNTnlEsids cessent d’envoyer des messages
VNT.

Des exemples de strates VNT pour une seule directisticale sont représentés
dans la Fig. 8-9, pour différentes topologies nderiées. Les nceuds verticaux sont
entourés et les nceuds du méme VNT sont remplisadaeéme texture. Des fleches
pleines indiquent le parent VNT de chaque nceud @Ddefectueux, ce qui représente
les arcs du VNT.

a. VNTs dans une topologie en maille b VNTs dans une topologie irréguliere
Fig. 8-9 Exemples de VNTs

Initialement, tous les noeuds sont a I'étdt c’est-a-direseulsou non attachés un
nceud vertical. Aprés la phase de construction dé&sykbus les nceuds sont dans I'état
nA, c’est-a-dire attaché ou connecté ou joint dan¥Nifi, grace a I'hypothese de non-
partitionnement de la couche.

8.5.2.2Reconfiguration pour I'adaptabilité

Dans les systemes réels, plusieurs facteurs peuawetribuer a la répartition inégale des
nceuds dans les VNTs. Une fonction de poids suppitaine dans 'algorithme de VNT
peut équilibrer les VNTs selon les criteres sébettés. La fonction de poids est égale-
ment une solution a I'attachement non-optimal dinfpde vue de la longueur du chemin
de routage. Umpoids est associé a chaque attachement d’un nceud davisliTinindi-
qguant la rentabilité de I'attachement respectiflpasritere choisi. L’attachement optimal
est celui de poids minimal ou maximal.

La phase d’attachement VNT peut étre complétéeupartelle fonction du poids.
Un champ de poids supplémentaire doit étre cons&rebaque noeud. La connexion
elle-méme n’est pas modifiée, mais elle est comditée par la relation entre les poids
courant et potentiel de I'attachement du noeud ¢&anNANT courant et dans le nouveau
VNT possible, respectivement.

Des reconnexions peuvent également étre faites ldam@&me VNT, mais par un
autre parent. En ce qui concerne le routage owilibgage de trafic sur les noeuds
verticaux, une reconnexion dans le méme VNT negptésaucun intérét. Toutefois, cela
peut étre utile a d’autres fins, telles que la pggiion plus rapide des informations de
déconnexion dans le VNT, dans le cas d’'une fona®mpoids égal au nombre d’arrétes
de la racine (puisque la hauteur du VNT est rédaiteninimum).

Dans la Fig. 8-10, une configuration initiale (d)uae configuration équilibrée (b)
de VNT sont représentées. La fonction de poidsséél pour équilibrer le VNT est le
nombre d’arcs du noceud vertical.
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a. Configuration inigatle VNTs b. VNTs équilibrés
Fig. 8-10 Différents équilibrations de VNTs

Aprés chague reconnexion en raison de la fonct®mpalds, le noeud envoie des
messagemAa ses voisins pour les informer de la reconnexies.fils du nceud mettent
a jour leur fonction de poids et peuvent éventaafiet décider par la suite d’autres
reconnexions.

D’autres types de fonction de poids peuvent étq@lémentés dans I'algorithme de
construction de VNTSs, selon les exigences du systém autre exemple de fonction de
poids est le nombre de nceuds dans le VNT. Toutgdoig son calcul, des informations
centralisées sur 'ensemble du VNT sont nécessaires

Dans certains cas, une répartition inégale des s@udes liens verticaux peut étre
souhaitable. C’est le cas de nceuds qui engagensifmplement transférent d’autres
niveaux) des charges de trafic inégal sur les Ivrsicaux. L’adaptabilité peut étre
atteinte en transférant des charges de traficfplbkes sur les liens avec des plus faibles
nombres de TSVs fonctionnels (sans faute), par pkentn général, une fonction
adaptée de poids VNT, obtenue par I'analyse dbdage de trafic vertical réel induit par
les nceuds de la couche, peut «équilibrer» les VNTS.

8.5.3Reconfiguration en présence des défaillances

En cas de pannes, les systemes se reconfigurentdafirestaurer la connectivité du
réseau de communication [ANO5]. Les routes en 2[3am pas les seules touchées par
les pannes de la couche. En méme temps, en casfalkdadce, les VNTs ne sont plus
cohérents. Recréer les VNTs dans la configuratefachouvelle topologie avec I'algo-
rithme Algorithm 8-1 est une solution possible palotenir des VNTs cohérentes.
Toutefois, la reconfiguration VNT présentée dangecsous-section peut étre faite
localement dans la région affectée par la pannda@éfaillance). Du point de vue des
nceuds affectés par la panne, la reconfiguraticiaisen deux phases : #connexion
(ou détachementde VNT, puis lareconnexion(ou larejonction ou le rattachemerjt
dans un VNT.

8.5.3.1Détachement de VNT

Le VNT est composé de nceuds et des chemins utpeébes messagesA pendant la
phase d’attachement des nceuds. En cas de défailmfeng de ces chemins, la structu-
re du VNT est considérée comme altérée. Les nomuttsud les (sous)VNTs du nceud ou
lien (d’'un nceud parent a un nceud fils) défaillammtsffectés par la défaillanceAF
(affected by failure Les racines de ces (sous)VNTs sont des voisinaadud / lien
défaillant. Les voisins d’'un élément défaillant soonscients de cette défaillance. Par
conséquent, la phase de détachement de nceudssfésttinitiée par les voisins de
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I'élément défaillant, appelémitiateurs de la phase de détachemedPI| (detaching
phase initiator¥. lls commencent la phase de détachement pamplepre déconnexion
du VNT. Ensuite ils envoient des messagesiélachemendé leurs voisins de premier
ordre. Les messages détachemenfou dedéconnexiopreprésentent le deuxieme type
de messages VNT et sont désignésmp@r De la méme facon que les messagésles
messagen1D sont envoyés uniquement aux voisins de I'expéditeu

Si le nceud qui recoit le messap® est joint et 'expéditeur dmD est son parent
pour le sens vertical respectif, le nceud se détaithpasse en étatD (hoeud déconnec-
té) et envoie des messageP a ses voisins.

Il est montré que le (sous)VNT précis qui est en@dans le noeud initiateur (DPI)
se détache, c’est-a-dire, tous les nceuds affeatempléfaillancehFs, se détachent.

8.5.3.2Rattachement dans VNT

La deuxieme phase de la reconfiguration est cell@attachement (reconnexion). Elle est
initiée par des nceuds attachés qui regoivent desagesnD. Ces noeuds sont appelés
initiateurs de la phase de rattachemeRPI (reattaching phase initiatojs lls sont
indirectement touchés par la défaillance, c’estra-dju’ils n'ont pas besoin de se
déconnecter et se reconnecter, mais participeptaessus de reconfiguration. LRBIs

sont des voisins du (sous)VNT détaché et limiteatplansion de la phase de détache-
ment. lls sont plutdt des initiateurs potentieldalphase de rattachement de leurs nceuds
voisins détachés.

La phase de rattachement peut étre faite différemimpeur les topologies non-
orientés (graphes avec seulement des arétes bioimeelles) et celles mixtes (des arcs
unidirectionnels y existent aussi). Un algorithnhgspgsimple peut étre mis en ceuvre pour
le cas non-orienté. Toutefois, celui proposé pas graphes mixtes est général et
fonctionne pour les deux types de topologies (ggapton-orientés et graphes mixtes).

8.5.3.2.Rattachement au VNT dans une topologie de graphesn-
orientés des couches 2D

Dés la réception d’'un messag, un RPI envoie des messages a ses voisins. C'est
le lancement de la phase de rattachement.

Deés la réception d’'un messagey un nceud dans I'étaD (noeud déconnecté) se
comporte comme un nceud initialement non connedid (&J)) dans la phase de
construction de VNTSs. Ainsi, I'algorithme doit étemplété afin d’inclure ce cas.

Dans la Fig. 8-11, un exemple de configuration & \mitial (pour un seul sens) et
les configurations obtenues apres des pannes siu@esles noeuds est présenté pour un
réseau de maillage régulier.
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a. VNTs initiaux b. Aprigspanne du nceud 18 c. Aprés la panne du nceud 17

Fig. 8-11 Construction et reconfiguration des VNT®n maillage régulier

Les nceuds de 1 a 9 appartiennent au ¥/NMifiraciné dans le nceud 5 et les nceuds de
10 a 18 appartiennent au VINT enraciné dans le nceud 17 (Fig. 8-11.a). Les noeuds
défectueux sont en noir. Il n'y a pas des nceudsctiggdux dans la configuration initiale.
Si le nceud 18 tombe en panne, les nceuds de soarkoaq15 et 12) se détachent. lls
rejoignent les VNTs par certains de leurs voisins-fautifs : le nceud 15 rejoint le
VNT,7 par son voisin 14 et le noeud 12 rejoint le \éNpar son voisin 9. Apres une
défaillance supplémentaire du nceud 17, tous lesdscsle lI'ancien VNT; se
reconnectent dans le VNTLa phase de reconnexion est initiée par les nodads
frontiere du VNTE qui sont atteint par des messag@s venant du VNT;. Ces nceuds
sont : 7, 8 et 12. lls répandent des messag&s leurs voisins et, ainsi, les noeuds
voisins détachés rejoignent le VATCes nceuds sont les suivants : 10, 11 et 15. Apres
rattachement, ils propagent degs, de sorte que la reconnexion se poursuit juscg’'a
gue tout le VNT détaché soit reconnecté.

8.5.3.2.Rattachement au VNT dans une topologie de graphesixtes
des couches 2D

Les topologies de graphes mixtes présentent dedecasconfiguration plus générale et
plus complexe. Dans ces graphes, il est possildedga liens des initiateurs de la phase
de rattachementRPIs) vers les nceuds déconnectés n’existent pas tsujpar consé-
guent, les messagesA peuvent ne pas atteindre les nceuds détachés.deatets cas,
l'initiation de la phase de reconnexion se fait partroisieme type de messages VNT,
notée pamR (message deeconnexionrattachemenbu rejointe). Ces messages ne sont
pas envoyés aux voisins du nceud, mais sont divigesle noeud déconnecte ; ils sont
envoyés sous forme de messages ordinaires. Dataplasgies de graphes non-orienté,
les messaga®A suffisent pour atteindre tous les nceuds d’'un VNsRadir de n'importe
guel nceud qui se reconnecte. Pour les topologiegajghes mixtes, les messageR
sont utilisés pour diriger la reconnexion versdeime de I'arbre, puisque les liens vers
des nceuds fils peuvent étre unidirectionnels. Logae messagasA est toujours utilisé
dans l'algorithme, et ils completent les messag&sEtant donné que les graphes non-
orientés sont un cas particulier de graphes mixttsalgorithme de rattachement fonc-
tionne aussi pour les graphes non-orientés.

Dans les deux cas (graphes non-orientés et mixtes) les nceuds détachés du VNT
auquel ils appartenaient sont reconnectes, enigrajt a un autre (ou au méme) VNT,
par I'exécution des algorithmes de rattachemenigsés.
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Plusieurs simulations montrent la localisation desconfigurations apres
deéfaillances. Cependant, la propagation de la fepoation dépend de plusieurs
facteurs, tels que la multiplicité et le motif dééfauts, le taux et le motif des liens
verticaux existants dans la topologie, les condgiod’exécution dans le NoC,
'équilibrage des VNTs etc. En moyenne, la recanfigion dure moins de 50% de la
durée de reconstruction des VNTs. En ce qui coeckrmoutage 3D a l'aide de RILM,
une latence acceptable est requise, méme pour tinnpenbre de liens verticaux
disponibles. Les facteurs qui influencent le tem@satence du routage sont la géométrie
de la topologie, le nombre de liens verticaux dmsples et les configurations des VNTSs.

8.6 Récupération des erreurs temporaires aux niveaux
des couches de lien et de transport

Cette partie présente des solutions tolérantesfaubes pour faire face a des fautes
temporaires dans les NoCs, en agissant a la foisiveaau des couches de liaison de
données et celui du transport. La couche de I'agfitin est également impliquée, car les
techniques de tolérance aux fautes peuvent étfegaodes pour respecter le niveau de la
QoS des données transmises. Une bibliotheque géeédie modules de tolérance aux
fautes implantant plusieurs types de codes détectewcorrecteurs d’erreurserfor
detection / correction code&DC/ECQ a été développée. Le but de ce travail est de
faciliter le choix du compromis entre I'approché&tante aux fautes la plus adaptée pour
le niveau de tolérance ciblé, en fonction de la Qa$es surcolts encourus en termes de
surface, consommation d’énergie et latence.

8.6.1Mécanismes de récupération d’erreurs

Sur la base des codes de détection et correctemedts, deux principaux mécanismes
derécupération d’erreurgpeuvent étre utilisés :

- Lacorrection d’erreurs en utilisant des codes correcteurs d’erreurs ;

- Laretransmission de la donnéen utilisant des codes détecteurs d’erreurs.

Dans les NoCs, ces mécanismes peuvent étre appliqué

- Commutateur-a-commutateur, S2S (switch-to-switau niveau diien, c’est-

a-dire a chaque nceud le long du chemin des données

- Bout-a-bout E2E (end-to-endl ou au niveau diransport c’est-a-dire entre les

interfaces résea(NIs, network interfacesdes nceuds source et destination.

Les tableaux suivants reprennent les caractéresiges mécanismes de base de ré-
cupération d’erreurs (la correction et la retrarssion), appliquées au S2S ou E2E.

Les schémas S2S traitent les erreurs cumuléesigedo chemin. Dans les régimes
E2E, la multiplicité d’erreur peut dépasser la c#pades EDC / ECC (Table 8-1).
Toutefois, un prix plus élevé est payé pour la n@seceuvre des S2S, en termes de
surcodt en surface et puissance, car les blocouedte d’erreurs doivent étre ajoutés
pour chaque paire de nceuds voisins. Dans les ssh&®B, ceux-ci sont présents
uniguement aux NIs. La largeur du tampon de retnisson peut étre plus étroite pour
les schémas S2S, vu que les tampons stockent deseel originales (vs. données
codées dans les schémas E2E).
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Table 8-1 Efficacité du contrdle d’erreurs dans leschémas commutateur-a-commutateur par

rapport a bout-a-bout

Critére/schéma S2S E2E
Traite les erreurs cumulées le long du chemaoui non
Surcodt en surface et consommation grand petit

Largeur du tampon intermédiaire large étroite

La latence des mécanismes de recouvrement d'atesis les quatre cas de base de
récupération d’erreurs est présentée dans la BaBleUne retransmission S2S prend 3
cycles d’horloge, alors que la correction d’erreB&S ne prend que 1 cycle. La correc-
tion a la méme latence, y compris pour le cas B2 a’importe quel nombre de hops,
mais il ne traite pas les erreurs cumulées le thnghemin. La latence de retransmission
E2E ne peut pas étre estimée simplement, car éflendl de plusieurs facteurs, comme
la longueur du trajet entre les deux noeuds d’'extééet de la charge de trafic sur cette
voie, tant pour la demande de retransmission etti@nsmission des données elle-
mémes.

Table 8-2 La latence des mécanismes de récupératidterreurs

Latence S2S E2E
Retransmission 3 cycles dhorloge / lieff dépend du chemin, charge de trafic etc.
Correction 1 cycle d’horloge / lien 1 cycle d’horloge

Les codes de correction d’erreurs sont plus conaslayue les codes de détection
d’erreurs, et donc, les codts correspondants sduas glevés. D’autre part, la
retransmission implique I'existence de tampons pstocker des données pour
d’éventuelles retransmissions futures. Ainsi, ldasie globale pour la retransmission est
plus élevée que dans le cas de la correction (Té&8le Toutefois, en payant le prix du
tampon de retransmission, une plus grande effieakitsysteme de tolérance aux fautes
est atteinte, puisque la récupération est posaildsi pour des erreurs qui ne peuvent pas
étre corrigées par le code correcteur d’erreurs.

Table 8-3 Surcolt en surface de la correction et da retransmission

Schéma Surco(t en surface
Retransmissiory grand
Correction petit

L’efficacité des quatre schémas de base de la ééatipn d’erreurs est synthétisée
dans le tableau Table 8-4. Lorsque des erreurs sosteptibles de se produire
uniformément réparties le long du chemin, les s@®B82S sont plus efficaces, car ils
traitent chaque erreur quand cela se produit. ieecton d’erreurs S2S traite des erreurs
d’'une multiplicité plus basse (limitée par la capacdu code de correction d’erreurs),
uniformément réparties le long du chemin. D’autagt,pla retransmission S2S est plus
efficace, surtout quand il y a beaucoup d’erreunfoumément répartis le long du
chemin, qui ne peuvent pas étre traitées par le deccorrection d’erreurs.
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Table 8-4 Efficacité de la correction et de la rensmission

Efficacité S2S E2E
Retrans- | - Erreurs de_hautenultiplicité Erreurs de hautenultiplicité

mission - Erreurs_ uniformémenteparties| - Erreurs_ non uniformémemépar-
le long du chemin ties le long du chemin
Correction| - Erreurs de faiblanultiplicité - Erreurs de faiblemultiplicité

Erreurs_uniformémeméparties| - Erreurs non uniformémemépar-
le long du chemin ties le long du chemin

Si les erreurs ne sont pas uniformément réparéiderlg du chemin, le contréle
d’erreurs S2S est inutile. Pour gagner en tempdatince, les schémas E2E sont
préférés. Comme dans le cas des schémas S2Srdasmission E2E peut traiter
plusieurs types d’erreurs que I'approche de camectCette limitation est donnée par la
capacité de détection / correction d’erreurs dwecslectionné.

8.6.2Schémas de controle d’erreurs

Deux systéemes principaux de contrble d’erreurs espondent aux mécanismes de
reprise d’erreurs de base : la correction d’erretiide retransmission des données. Dans
de nombreux cas, certains types d’erreurs sont quaseptibles de se produire, tandis
gue d’autres types (le plus souvent celles d’'un#iptigité €levée et un motif irrégulier)
sont plus rares. Par conséquent, un compromis kefieacité du schéma de tolérance
aux fautes et son colt doit étre pris en consimérata solution a cette question est un
schémanhybride qui combine la correction d’erreurs avec la retraission.
En considérant des applications avec des QoS eliffés, nous proposons le schéma
de contréle d'erreurssélectif Le schémasélectif détecte les erreurs et peut
eventuellement les corriger. Dans ce schéma, leeciion est faite sur la base des
informations latérales envoyées sur le lien a deéléments de données (léds). Ces
informations sont ajoutées par I'interface réssaus le contrle des applications ou des
pilotes des IP du SoC.
Les caractéristiques des schémas de contrble disrreentionnés ci-dessus sont
synthétisées dans les lignes suivantes :
¢ Correction, FEC (Forward Error Correction: les données recues sont toujours
corrigées (uniquement les codes de correction aliesr sont utilisés : Hamming
SEC/DED, Hsiao).

¢ Détection d’erreurs et retransmissidaD+R (Error Detection and Retransmissipon
les données sont renvoyées lorsque des erreursiéiaetées (des codes de détection
d’erreurs sont utilisés : la parité, le code Hangiin

¢ Hybride : corrige autant d’erreurs que possible, sinon dhelada retransmission,
pour améliorer la capacité de correction d’errdigiess codes correcteurs d’erreurs
sont utilisés).

¢ Sélectif: corriger les erreurs uniguement lorsque c’estiexgment demandé par les
niveaux supérieurs (des codes correcteurs d’ersaumtsutilisés).

Tous ces schémas peuvent étre appliqués soit emigue paire de commutateurs
adjacents (ou routeurs) ou seulement entre la sairla destination de chague message,
comme représenté dans la Fig. 8-12. Les schémamutateur-a-commutateur (S2S)
sont représentés dans la Fig. 8-12.a-d et ceuxdbout (E2E), dans la Fig. 8-12.e-h.
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Fig. 8-12 Schémas de contrdle d’erreurs

* Dans le schém&2S FE(Fig. 8-12.a), les modules ajoutés au lien singplze
deux routeurs/commutateurs sont : I'encodeur (dé dé I'expéditeur), le détecteur et le
correcteur (du c6té du récepteur).

e Dans la Fig. 8-12.b, le schér82S ED+Rest représenté. Le module d’encodage
est également présent dans la partie émissioh,est complété par un tampon de re-
transmission. Lorsque de nouvelles données somyérs, elles sont également stockées
dans le tampon de retransmission. En cas de dentEndetransmission, les données a
envoyer sont récupérées dans le tampon de retrssismi Au récepteur, un module de
détection a pour rdle de détecter I'erreur et daateler la retransmission des données en
cas d’erreurs. Ainsi, le canal de communicationcestplété par la demande de retrans-
mission, dans le sens inverse.

» Le schém&2S hybrideombinant la correction d’erreurs et la retransiois est
présenté dans la Fig. 8-12.c. Outre le module dectién d’erreurs, le schéntg/bride
contient des modules pour la retransmission et gass la correction d’erreurs. En cas
d’erreurs, le schémiaybride effectue la correction lorsque cela est possibla eetrans-
mission autrement. Puisque la retransmission estlphte que la correction, le schéma
hybride est plus rapide que la retransmission pure. Laa#pd’'adaptation et la réduc-
tion de la latence du schérmgbridesont toutefois payées en surface.

» Dans la Fig. 8-12.d, le schér8asS sélectidle correction d’erreurs est affiché. Les
donnéesfiits) envoyées sur les fils sont codées avant de gliitteerface en amont.

La détection et la correction éventuelle d’errenmtanises en ceuvre avant que les
données arrivent dans linterface en aval (Fig.2&)l Lorsque des erreurs sont
détectées, les informations latérales envoyéesesulignes de commande indiquent si
une correction doit étre apportée ou non. Si laeobion n’est pas nécessaire, parce que
soit il 'y a pas d’erreurs détectées soit les wegeseront corrigées par les couches
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supérieures, les flits arrivent a l'interface awealec le délai induit par la détection.
Lorsque les erreurs détectées doivent étre comjgée délai supplémentaire est ajouté
par I'opération de correction.

Sur les sorties des modules de détection et deatan du schémaélectif (Fig.
8-12.d) il y a respectivement des données corrigéeron corrigées. Ces sorties sont
multiplexées avant que les données arrivent aelfate en aval. Le multiplexeur est
commandé par une bascule qui est mise a 1 paréeisiah de correction et remise a 0
lorsque la transmission se termine. Lorsque lallasest activée, la sortie du module de
correction est transmise a l'interface aval. Daastite cas, les données non corrigées a
la sortie du module de détection sont transmisascénséquent, une fois qu’un flit est
corrigé, tous les flits suivants sont retardés dayele d’horloge supplémentaire et
'omission de I'étape de correction devient possigbres la fin de la transmission. Ainsi,
le schémasélectifa une latence similaire avec celle de FEC, lordgueorrection est
nécessaire, et plus faible autrement.

Les schéma£2E (Fig. 8-12.e-h) fonctionnent selon le méme priacigue les
schémasS2S mais seulement aux nceuds d’extrémité (c’est@-glntre la source et la
destination des messages). Dans les schémas d@-bout, les mémes modules sont
toujours présents a chaque routeur connecté aniadace réseauN(), mais ils ne
fonctionnent pas a moins gu’ils appartiennent audheaurce ou au nceud destination du
message courant, en réduisant ainsi la latence essage. Pour les demandes de
retransmission, a la différence du cas S2S, dedditliés ne doivent pas étre ajoutés dans
le NoC. Au lieu d’avoir du matériel supplémentaile,demande de retransmission est
réalisée par des messages qui transitent par le NoC

Dans tous les schémas de contréle d’erreursfilesle contrdle contenant des
informations critiques sont protégés grace a lamddnce modulaire triplef MR ) et le
vote majoritaire.

Pour ladétectiond’erreurs, des codes de détection d’erreurs semgtleloubles sont
utilisés. Pour laorrection, des codes de correction d’erreurs simples sdigast

Pour faire face a desrreurs multiples, des techniques qui appliguent des codes
simples détecteurs / correcteurs sur des blocsesugdoupes entrelacés de bits sont
utilisées pour obtenir des codes avec des distateddamming plus grandes (comme
indiqué dans la sous-section 6.2.3.1, pour lescddeparite). La facon dont les groupes
sont formés influe sur la distribution des erredens les motifs. Par exemple, la
diaphonie induite par des erreurs multiples affd@bituellement les fils adjacents et
I'entrelacement des codes SEC (c.-a-d. des filacadits sont dans des groupes
différents) corrige toutes ces erreurs.

Néanmoins, tout autre type de codes a distance gge peut également étre
utilisé a la place du bloc/entrelacement des ceiieples.

8.6.3Bibliotheque de codes linéaires et environnement de
simulation

Sur la base des propriétés communes des codesdmiame bibliothéque de codes a été
construite. Elle se sert d'une base de donnéemda&esG etH pour plusieurs types de
codes et tailles. Toutefois, d’autres codes peuétrd ajoutés a la bibliotheque en
ajoutant simplement leurs matridstH dans la base de données.

Pour tout code linéaire, les modules de codageddtection et de correction
d’erreurs sont générés automatiquement, en utilisarmatricess etH, et les formules
des codes linéaires (voir la section 6.2 pour ghugétails).
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La génération des liens tolérants aux fautes @sésentée dans la Fig. 8-13. Pour
chaque taille des données, le type de code daitpécisé (code d’identification, K),
ainsi que le nombre de groupes (pour le codagélparou entrelacé). Ces informations
sont utilisées pour sélectionner les matrices gppres dans la base de données. Le
triplage et le vote sont utilisés pour générer sigraux de commande tolérants aux

fautes.
Configuration inf _ _
Code ID G and H Original link
(n, k) database (non fault-tolerant
#group:

¢ SelectG \ Encoder \
o GeneratéEncoder
* SelectH Err. Detecto

0 Generateéerr. Detector @

0 Generatéerr. Corrector —»|

Err. Correcto

* GeneratefMR modules
for control signals J

________________\

| Fault-tolerant Iink|

Fig. 8-13 Génération des liens tolérants aux fautes

Le lien tolérant aux fautes est obtenu a partitiglu original, en ajoutant dans les
interfaces en amont et en aval des modules deatmléraux fautes et en remplacant les
fils de commande avec leurs homologues tolérant$aaues.

Pour des simulations dynamiques des liens, gémérateur de trafic et un
absorbeur de trafic sont raccordés sur le lien en cours d’évaluatiengénérateur de
trafic génere un trafic en rafales, c’est-a-dirdlitrest dans injecté dans le lien a chaque
cycle d’horloge. Le consommateur de trafic récudeeeflits du lien dés qu’ils sont
disponibles.

8.6.4Latence et surco(t en surface

L’amélioration de la fiabilité de la communicatiobtenue par des méthodes de toléran-
ce aux fautes induit des codts supplémentairesldasiticium : la surface et la puissance
dissipée par les modules additionnels et le nordbréls. Le nombre de fils est égale-
ment un parametre important, surtout lorsque redigt un lien vertical dans un NoC 3D,
parce que les faisceaux verticaux ont des empeeiatges sur les couches. Dans la
technologie actuelle, les TSVs ont un pas de dezade um et 30 liens de 64 bits chacun
ont une superficie totale de Quim? soit I'équivalent de la surface d’un bloc IP elas
que. Le nombre des fils supplémentaires donne ppeogimation de la pénalité en
surface induite par 'augmentation des capacitésadeection d’erreurs (c.-a-d. les bits
de contréle supplémentaires).

Pour évaluer le colt de la tolérance aux fautespddele RTL du lien ayant une
meilleure fiabilité est synthétisé dans le procesii65 nm de ST Microelectronics.

Les surcodts en surface et puissance pour lesegsetiémas de controle d’erreurs
(FEC, ED+R, hybride et sélectij sont évalués. Plusieurs tailles de données et des
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configurations de codage par bloc/entrelacé soisepren considération. Le schéma
hybridea les surcodts les plus élevés, car il contidatfais des modules de correction
d’erreurs et de retransmission. Il est suivi padeém&ED+R, en raison des tampons de
retransmission qu’il contient aussi. EEC a le plus faible surcolt. Le schéswectifa

un surco(t faible, comparable a celui du sch&mB&. En ce qui concerne la puissance,
elle est supérieure, plus proche de celle du schHebeR. Ceci est expliqué par la
présence de la logique de sélection.

L’analyse matérielle du schémalectifproposé montre que les surcodts en surface
et en puissance dissipée pour un lien ont de f&ideiations pour des flits de tailles
petites et moyennes. Le nombre de fils dépend dubm® de groupes dans le schéma de
codage et il a un impact sur 'empreinte de I'intemexion verticale, puisque plusieurs
groupes signifient plusieurs fils verticaux. En neéntemps, plusieurs groupes
augmentent les capacités de correction d’erreyretme 'analyse la montre, avec des
pénalités faibles en surface et en puissance.

Le surcolt en surface du schémaectif de correction d’erreurs est également
évalué par rapport au NoC. Un NoC 3D est utilisérpmette évaluation. Trois types de
protection sont envisagées : commutateur-a-comewtabout-a-bout et sur les liens
verticaux seulement. Des surcodts plus faibles sbt@nus au niveau du NoC. Parmi les
trois configurations, I'implantation du schéma S%% la plus consommatrice en surface
et il est recommandé pour des taux d’erreur élew@suite, la protection E2E n’a besoin
que de moins de 20% de surcolt en surface. Laiémoés configuration est
particulierement intéressante pour protéger lessligerticaux des erreurs qui se
produisent dans les TSVs. Une connectivité vedicaimpléte est considérée dans cette
estimation et tous les liens verticaux du NoC sorttégés. Le surcodt en surface
représente moins de 10%. En outre, les surcoltsvaau du systéme a base de NoC (y
compris aussi les unités de calcul et les intesfaéseau) sont encore plus petits. Par
conséquent, méme si au niveau du lien les sursmitsassez importants, du point de
vue du systéme, elles sont faibles, voire négligsatlans certains cas.

8.7 Conclusions et travaux futurs

Les puces modernes sont de plus en plus compléxestérogenes ; ils ont différentes
exigences en matiere de qualité de service delicgtion et peuvent étre réalisés dans la
technologie d’intégration 3D. Dans le méme temgs 3oC sont sujets a des défaillances
causées par des fautes transitoires, intermittegitgeermanentes. Ces fautes peuvent
provenir des dimensions diminué des composantsrégues, peuvent étre produites
en cours de fabrication ou, dans la durée de waygnt étre combinées avec des fac-
teurs environnementaux (radiations, interférenets).

L’objectif général de cette these est de traiter m¢thodes de tolérance aux fautes
qui prennent en compte la complexité des puces mesdeet leur hétérogénéité, afin de
minimiser les surcodts de la tolérance aux faute aéaliser des solutions extensibles.
De nombreuses approches de tolérance aux fauté&téoptoposées dans le passé, a tous
les niveaux du protocole de communication et a ttess composants et sous-
composantes du NoC. Cependant, cette thése n'ssumpa vue d’ensemble de ces
meéthodes de tolérance aux fautes, mais se concamtrigois aspects : restauration de
'application par points de controle, routage tatéraux fautes et transmissions toléran-
tes aux fautes. Les solutions proposées dans ¢ tlégpondent a la question générale
formulée dans la deuxieme section :
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« Question : Comment faire pour atteindre des niveaux de figbélcceptable avec
un impact réduit sur les exigences de qualité decsetout en offrant de I'adapta-
bilité aux spécificités des applications (intégrités données, garantie de débit,
meilleur effort) ?

Réponse :La réponse a cette question est aussi généraléagyeestion. La ré-
ponse peut étre constituée en rassemblant les sép@ux questions portant sur
chacun de ces mécanismes a tolérance aux fautefdis, la collaboration entre
les différents mécanismes de tolérance aux faateméme niveau ou a différents
niveaux, peut contribuer de maniere significativeadaptabilité de la fiabilité du
systeme en fonction des exigences de qualité déceetout en minimisant les
colts de la latence, de la consommation d’énetgie & surface.

La technique de restauration par points de con{obleckpoint and rollback recove-
ry) a été initialement proposée pour récupérerdepent des erreurs ou des défaillances
/ pannes de I'application qui sont causés par dete$ transitoires ou intermittentes. La
technique peut également étre utile en cas delldéfz@s ou pannes de nceuds du NoC,
pour migrer et reprendre les taches correspondanted’autres nceuds non-défectueux.
Une restauration rapide de I'application peut a@tge atteinte. La technique de restaura-
tion de points de controle a été largement utildgéies les macro-réseaux (par exemple
les systemes distribués), mais pas encore damdoles, au meilleur de nos connaissan-
ces.

+ Question : Comment l'incidence du mécanisme de récupératian goints de
contrdle sur la performance de NoC peut étre éeatti&comment peut étre ameé-
liorée la scalabilité de ce mécanisme ?

Réponse :Afin d’évaluer I'impact des performances de ceéehnique dans les
NoCs, nous avons développé des approches différdrteécupération par points
de contrdle basées sur un modele abstrait de i&ghipin. Des améliorations des
protocoles de base ont été également proposéesapguarenter leur scalabilité et
minimiser leur impact sur les performances desiegjobns, en tenant compte des
spécificités des applications (tels que les tachidgues ou temps réel et le parti-
tionnement de la communication). Tous les protacaent indépendants de la
topologie. Toutefois, un mécanisme de routage adayt spécificités de la topo-
logie peut contribuer de maniére significativeanélioration de la scalabilité des
protocoles. En appliquant les améliorations de afilité aux niveaux de
I'application et a celui du routage pour le protecde prise de points de contréle
coordonnée, jusqu’a deux ordres de grandeur dectiédudu temps de latence et
des surcodts en mémoire sont atteints pour legrmgst a 256 nceuds. Des réduc-
tions significatives de la durée de prise de pdmtcontrdle (jusqu’'a 5%) sont
réalisées par I'exploitation de la partition decammunication. Le taux d’erreurs
qui peut étre toléré par I'approche bloquante dsepcoordonnée de points de
contrdle est plusieurs fois supérieure (2 a 6 dasssimulations, en fonction de la
charge de trafic) que dans l'approche non bloquddie approche unifiée blo-
guante — non bloquante de prise de point de cen&sill proposée, qui exploite les
différentes exigences de qualité de service dekcafipns.

Les architectures de NoC 3D exploitent a la fossdeantages des NoCs et de l'inté-
gration 3D avec des couches empilées. Une topoBigiavec une connectivité verticale
partielle est une solution efficace pour l'utiliset d’'un nombre réduit de TSV et qui
s’adapte a I'hétérogénéité et les irrégularitéssysgemes 3D actuels et futurs.

¢ Question : Comment faire pour router les messages dans un3b@yant une
connectivité verticale partielle et des topologiescouches potentiellement diffé-
rentes, avec un effort de conception, des surcetlitdes délais de mise sur le
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marché minimaux, tout en assurant un routage opériatérieur de chaque cou-
che ?
Réponse :RILM, un algorithme de routage inter-couches pesrNoCs 3D avec
une connectivité verticale incompléete et peut-@iferentes topologies réguliéres
ou irrégulieres dans les couches horizontales A& groposé dans cette these.
Des algorithmes déja validés et adaptés aux tomddZD peuvent étre utilisés
dans les couches 2D avec un surcodt minimal (seueuelques champs sup-
plémentaires doivent étre maintenus a chaque naaudpprmettre le routage 3D).
Outre de faire face aux irrégularités verticalesamologies de NoC 3D, l'algo-
rithme de routage prend en compte les défailladeewuteurs et de liens du NoC.
En fait, 'absence et la panne des liens verticgant traitées de la méme maniere.
RILM permet la reconfiguration locale en cas deadiince. La (re)intégration
des liens verticaux et des routeurs réparés oecleange est également possible
en utilisant le méme mécanisme de reconfiguratitcadaptabilité aux différentes
exigences de qualité de service (en considérantymmple les charges courantes
de trafic dans le NoC ou la bande passante des Vierticaux ou leur débit) est
possible grace a une fonction personnalisabletattaa I'algorithme de routage.
Le mécanisme de routage peut s’adapter a n'impoeenombre de couches dans
la pile 3D et peut tolérer un nombre élevé de dafaies : seulement deux liens
verticaux (un vers le haut et un vers le bas) degeouches adjacentes sont suffi-
santes pour assurer I'acheminement, tant que leshes ne sont pas cloisonnées.
Outre les défauts permanents, les transmissions @M sont affectées par des
fautes transitoires et intermittentes.
« Question : Comment faire face aux fautes transitoires etrimtéentes dans les
liens de NoC ?
Réponse :Le schéma de tolérance aux fautes proposé daestioese est basé sur
des codes de détection et correction d’erreurs1 A& répondre a I'hétérogénéité
de QoS des applications, des informations du nidEaliapplication ou de trans-
port sont exploitées pour le compromis fiabilitéatence. Plus précisément, pour
les applications a débit garanti, la phase de cbore est omise d’ou un gain de
temps de latence. Les erreurs éventuelles prodeitesg du chemin sont traitées
au niveau du transport et de I'application. D’aytest, pour les applications de
haute fiabilité, la correction peut étre faite aghe étape dans le chemin. Ainsi,
les erreurs ne peuvent pas s’accumuler le longhémm et compromettre ainsi
I'intégrité des données. Pour les applications legieffort, la correction peut
étre soit évitée ou effectuée, soit a chaque étiapes le chemin ou a la fin, en
fonction de leur niveau de fiabilité requis ainsieqdes autres applications parta-
geant le NoC. Un léger surcolt est encouru pachéraa de tolérance aux fautes,
car des codes efficaces sont mis en ceuvre (commmenitg et Hsiao). D’autres
codes peuvent également étre considérés et ajaulgsbibliothéque que nous
avons développée. Pour faire face a des erreurtpiea) le codage par blocs et
groupes entrelacées peut étre utilisé.
Travaux futurs
Pour les protocoles de recouvrement de I'appliogpiar points de contréle, un algo-
rithme de décision qui bascule dynamiquement degemécanismes avec blocage et
sans blocage pour chaque phase de prise de peimsnirole peut étre concu et mis en
ceuvre pour les taches qui acceptent les deux dpwot’instanciation et I'interchan-
geabilité dynamiques des configurations RMU, sdks schémas de communication
dans les différentes phases de l'opération des Nmpsesentent une autre direction
future. L’évaluation de nos protocoles (dynamiquemeonfigurés) sur différents
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modeles de trafic d’application (pas uniqguemertdéc uniforme) avec des caractéristi-

gues non-statiques, en rafales, et des dépendanaeg terme est une autre direction de
travail a explorer. L'estimation des performancestdus ces protocoles en utilisant
d’autres modéles d’application, des modeles rep@reschmarks) ou des applications
réelles est une autre direction dans les travatux<su

Comme les travaux futurs dans le routage en NoC r&ius avons l'intention
d’appliquer le mécanisme de routage pour d’autpslogies de couches 2D et évaluer
son efficacité pour d’autres types de trafic. Difgtes instanciations de la fonction de
poids devront étre évaluées. Pour obtenir une \algalp sur la charge de trafic sur un
lien vertical, les VNTs dans les différentes cousctieivent étre considérés.

En ce qui concerne les systémes de transmissiératdl aux fautes, des futures
orientations de travail sont : 'achevement de ilalilthéque avec d’autres codes, la
comparaison de l'impact de ces schémas avec dsaapproches et I'évaluation de ces
schémas pour des applications concretes.

Comme travail a plus long terme, nous prévoyonmdtre en ceuvre un NoC avec
de la tolérance aux fautes multi-niveau, qui intéggrutes les solutions tolérantes aux
fautes proposées.
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Glossary

2D
3D
AF
AND
BE
bps
C&R
CAC
CC
CIC

CRC
DED
DEP
DFM

DPI
DRAM

E2E
ECC
ED+R

EDC
FCR
FEC
FIFO
FIT
Flit
GALS

GT

IC
LDPC
LFSR

LLC

mA
MAC
mD
MP-SoC

mR
MTBF
MTTF
nA
nD

Two Dimensional

Three Dimensional

(Node) Affected by Failure
AND logic operation

Best Effort

Bits Per Second
Checkpoint and Rollback
Crosstalk Avoidance Code
Coordinated Checkpointing
Communication-induced
Checkpointing

Cyclic Redundancy Check
Double Error Detection
Dependency

Design For Manufacturabil-
ity

Detaching Phase Initiator
Dynamic Random Access
Memory

End-to-End

Error Correction Code
Error Detection + Retrans-
mission

Error Detection Code
Fault Containment Region
Forward Error Correction
First In, First Out

Failures In Time
Flow-control unit

Globally Asynchronous,
Locally Synchronous
Guaranteed Throughput
Integrated Circuit
Low-Density Parity-Check
Linear Feedback Shift
Register

Logical Link Control
message of Attaching
Media Access Control
message of Detaching

Multi-Processor System-on-

Chip
message of Reattaching

Mean Time Between Failures

Mean Time To Failure
node in the Attached state
node in the Detached state

NI
NIR

NMR
NoC
nU
(O
OR
P2P
PDA
PE
QoS
RAID

RMU
RPI
RTL
S2S
SCI

SEC
SER
SiP
SoC
SRAM

TLM
TMR
TSV
uc

VDSM
VHDL

VNT
XOR

Network Interface

Nodes Involved in Recon-
figuration

N-Modular Redundancy
Network on Chip

node in the Unattached state
Operating System

OR logic operation

Point to Point

Personal Digital Assistant
Processing Engine/Element
Quality of Service
Redundant Array of Inexpen-
sive Disks

Recovery Management Unit
Reattaching Phase Initiator
Register Transfer Level
Switch-to-Switch

State Consistency Informa-
tion

Single Error Correction
Soft-Error Rate
System-in-Package
System-on-Chip

Static Random Access
Memory
Transaction Level Model
Triple Modular Redundancy
Thru Silicon Via
Uncoordinated Checkpoint-
ing

Very Deep Sub Micron
VHSIC (Very High Speed
Integrated Circuit) Hardware
Description Language
Vertical Node Tree
eXclusive OR logic opera-
tion
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Tolérance aux fautes multi-niveau dans les réseawsxr puce

Résumé— Avec la diminution continue des caractéristigteshnologiques et la com-
plexité croissante des systemes sur puce, leswésea puce se sont imposés comme la
solution la plus prometteuse pour assurer la congatian entre les différents compo-
sants intégrés. Toutefois, les systémes sur puoelasont soumis a différents facteurs
perturbants (variation du processus, €électromigmatinterférences, I'environnement
radiatif et des défauts permanents dans le camtiegration 3D). Ces facteurs peuvent
perturber le bon fonctionnement logique et tempoeelconduire aux défaillances du
systeme de communication ou des différentes ertitéssysteme hétérogene a base de
multipro-cesseurs, ASICs, mémoires etc.

Dans cette these, on s’intéresse aux différentpsoapes complémentaires pour
améliorer la tolerance aux fautes des réseauxun. [Cette complementarité s’applique
sur les differentes couches des protocoles de cameation : détection d’erreurs et
correction ou retransmission de la donnée au nideda couche de liaison, algorithmes
de routage tolérants aux fautes pour les topol@&jepour la couche réseau, et solutions
de recouvrement de défaillances en utilisant leimtpode contrdle pour la couche
application.

Mots clés: réseau sur puce, intégration 3D, tolérance auwes, recouvrement par
points de contrble, routage, reconfiguration, déeaa’erreurs, correction d’erreurs

Multi-Level Fault-Tolerance in Networks-on-Chip

Abstract — With the continuous shrinking of technology teas and the growing
complexity of systems-on-chip, networks-on-chip dn@merged as the most promising
solution for the on-chip communication system. Heere current systems-on-chip are
subject to different factors (process variatioecalomigration, crosstalk, environmental
constraints and permanent defects in the case ahtdgration) that can perturb their
logical and temporal operation and eventually léadailures of the communication
system or of different components of heterogenayatems comprised of microproces-
sors, ASICs, memories etc. In this thesis differemmplementary approaches to deal
with these problems are addressed, including teciesi at data link level such as error
detection combined with correction or data retrassion, fault tolerant routing algo-
rithms for 3D topologies, and rollback recoverytlod application after possible failures,
by the use of checkpoints.

Keywords: network-on-chip, 3D integration, fault-toleraneellback recovery, check-
point, routing, reconfiguration, error detectiomoe correction
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